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Abstract
This document contains installation instructions for the Debian GNU/kFreeBSD 13 system (codename “trixie”),
for the 64-bit PC (“kfreebsd-amd64”) architecture. It also contains pointers to more information and information on
how to make the most of your new Debian system.

WARNING

This installation guide is based on an earlier manual written for the old Debian in-
stallation system (the “boot-floppies”), and has been updated to document the new
Debian installer. However, for kfreebsd-amd64, the manual has not been fully up-

@ dated and fact checked for the new installer. There may remain parts of the manual
that are incomplete or outdated or that still document the boot-floppies installer. A
newer version of this manual, possibly better documenting this architecture, may be
found on the Internet at the debian-installer home page. You may also be
able to find additional translations there.



https://www.debian.org/devel/debian-installer/

Installing Debian GNU/kFreeBSD 13 for
kfreebsd-amd64

We are delighted that you have decided to try Debian, and are sure that you will find that Debian’s GNU/kFreeBSD
distribution is unique. Debian GNU/kFreeBSD brings together high-quality free software from around the world,
integrating it into a coherent whole. We believe that you will find that the result is truly more than the sum of the
parts.

We understand that many of you want to install Debian without reading this manual, and the Debian installer is
designed to make this possible. If you don’t have time to read the whole Installation Guide right now, we recommend
that you read the Installation Howto, which will walk you through the basic installation process, and links to the manual
for more advanced topics or for when things go wrong. The Installation Howto can be found in Appendix A.

With that said, we hope that you have the time to read most of this manual, and doing so will lead to a more
informed and likely more successful installation experience.

X



Chapter 1

Welcome to Debian

This chapter provides an overview of the Debian Project and Debian GNU/kFreeBSD. If you already know about the
Debian Project’s history and the Debian GNU/kFreeBSD distribution, feel free to skip to the next chapter.

1.1 What is Debian?

Debian is an all-volunteer organization dedicated to developing free software and promoting the ideals of the Free
Software community. The Debian Project began in 1993, when Ian Murdock issued an open invitation to software
developers to contribute to a complete and coherent software distribution based on the relatively new Linux kernel.
That relatively small band of dedicated enthusiasts, originally funded by the Free Software Foundation and influenced
by the GNU philosophy, has grown over the years into an organization of around 1000 Debian Developers.

Debian Developers are involved in a variety of activities, including Web and FTP site administration, graphic
design, legal analysis of software licenses, writing documentation, and, of course, maintaining software packages.

In the interest of communicating our philosophy and attracting developers who believe in the principles that Debian
stands for, the Debian Project has published a number of documents that outline our values and serve as guides to
what it means to be a Debian Developer:

o The Debian Social Contract is a statement of Debian’s commitments to the Free Software Community. Anyone
who agrees to abide to the Social Contract may become a maintainer. Any maintainer can introduce new
software into Debian — provided that the software meets our criteria for being free, and the package follows
our quality standards.

o The Debian Free Software Guidelines are a clear and concise statement of Debian’s criteria for free software.
The DFSG is a very influential document in the Free Software Movement, and was the foundation of the The
Open Source Definition.

o The Debian Policy Manual is an extensive specification of the Debian Project’s standards of quality.

Debian developers are also involved in a number of other projects; some specific to Debian, others involving some
or all of the Linux community. Some examples include:

o The Filesystem Hierarchy Standard (FHS) is an effort to standardize the layout of the Linux file system. The
FHS will allow software developers to concentrate their efforts on designing programs, without having to worry
about how the package will be installed in different GNU/Linux distributions.

» Debian Jr. is an internal project, aimed at making sure Debian has something to offer to our youngest users.

For more general information about Debian, see the Debian FAQ.

1.2 What is GNU/Linux?

GNU/Linux is an operating system: a series of programs that let you interact with your computer and run other
programs.

An operating system consists of various fundamental programs which are needed by your computer so that it can
communicate and receive instructions from users; read and write data to hard disks, tapes, and printers; control the use
of memory; and run other software. The most important part of an operating system is the kernel. In a GNU/Linux
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system, Linux is the kernel component. The rest of the system consists of other programs, many of which were written
by or for the GNU Project. Because the Linux kernel alone does not form a working operating system, we prefer to
use the term “GNU/Linux” to refer to systems that many people casually refer to as “Linux”.

GNU/Linux is modelled on the Unix operating system. From the start, GNU/Linux was designed to be a multi-
tasking, multi-user system. These facts are enough to make GNU/Linux different from other well-known operating
systems. However, GNU/Linux is even more different than you might imagine. In contrast to other operating systems,
nobody owns GNU/Linux. Much of its development is done by unpaid volunteers.

Development of what later became GNU/Linux began in 1984, when the Free Software Foundation began devel-
opment of a free Unix-like operating system called GNU.

The GNU Project has developed a comprehensive set of free software tools for use with Unix™ and Unix-like
operating systems such as GNU/Linux. These tools enable users to perform tasks ranging from the mundane (such as
copying or removing files from the system) to the arcane (such as writing and compiling programs or doing sophisti-
cated editing in a variety of document formats).

While many groups and individuals have contributed to GNU/Linux, the largest single contributor is still the Free
Software Foundation, which created not only most of the tools used in GNU/Linux, but also the philosophy and the
community that made GNU/Linux possible.

The Linux kernel first appeared in 1991, when a Finnish computing science student named Linus Torvalds an-
nounced an early version of a replacement kernel for Minix to the Usenet newsgroup comp . os .minix. See Linux
International’s Linux History Page.

Linus Torvalds continues to coordinate the work of several hundred developers with the help of a number of
subsystem maintainers. There is an official website for the Linux kernel. Information about the 1inux—kernel
mailing list can be found on the linux-kernel mailing list FAQ.

GNU/Linux users have immense freedom of choice in their software. For example, they can choose from a dozen
different command line shells and several graphical desktops. This selection is often bewildering to users of other
operating systems, who are not used to thinking of the command line or desktop as something that they can change.

GNU/Linux is also less likely to crash, better able to run more than one program at the same time, and more
secure than many operating systems. With these advantages, Linux is the fastest growing operating system in the
server market. More recently, Linux has begun to be popular among home and business users as well.

1.3 What is Debian GNU/Linux?

The combination of Debian’s philosophy and methodology and the GNU tools, the Linux kernel, and other important
free software, form a unique software distribution called Debian GNU/Linux. This distribution is made up of a large
number of software packages. Each package in the distribution contains executables, scripts, documentation, and
configuration information, and has a maintainer who is primarily responsible for keeping the package up-to-date,
tracking bug reports, and communicating with the upstream author(s) of the packaged software. Our extremely large
user base, combined with our bug tracking system ensures that problems are found and fixed quickly.

Debian’s attention to detail allows us to produce a high-quality, stable, and scalable distribution. Installations can
be easily configured to serve many roles, from stripped-down firewalls to desktop scientific workstations to high-end
network servers.

Debian is especially popular among advanced users because of its technical excellence and its deep commitment
to the needs and expectations of the Linux community. Debian also introduced many features to Linux that are now
commonplace.

For example, Debian was the first Linux distribution to include a package management system for easy installation
and removal of software. It was also the first Linux distribution that could be upgraded without requiring reinstallation.

Debian continues to be a leader in Linux development. Its development process is an example of just how well
the Open Source development model can work — even for very complex tasks such as building and maintaining a
complete operating system.

The feature that most distinguishes Debian from other Linux distributions is its package management system.
These tools give the administrator of a Debian system complete control over the packages installed on that system,
including the ability to install a single package or automatically update the entire operating system. Individual packages
can also be protected from being updated. You can even tell the package management system about software you
have compiled yourself and what dependencies it fulfills.

To protect your system against “Trojan horses” and other malevolent software, Debian’s servers verify that up-
loaded packages come from their registered Debian maintainers. Debian packagers also take great care to configure
their packages in a secure manner. When security problems in shipped packages do appear, fixes are usually avail-
able very quickly. With Debian’s simple update options, security fixes can be downloaded and installed automatically
across the Internet.
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The primary, and best, method of getting support for your Debian GNU/Linux system and communicating with
Debian Developers is through the many mailing lists maintained by the Debian Project (there are more than 327 at
this writing). The easiest way to subscribe to one or more of these lists is visit Debian’s mailing list subscription page
and fill out the form you’ll find there.

1.4 What is Debian GNU/Hurd?

Debian GNU/Hurd is a Debian GNU system with the GNU Hurd — a set of servers running on top of the GNU
Mach microkernel.

The Hurd is still unfinished, and is unsuitable for day-to-day use, but work is continuing. The Hurd is currently
only being developed for the 1386 architecture, although ports to other architectures will be made once the system
becomes more stable.

Please note that Debian GNU/Hurd is not a Linux system, and thus some information on Linux system may not
apply to it.

For more information, see the Debian GNU/Hurd ports page and the debian-hurd @lists.debian.org mailing list.

1.5 What is the Debian Installer?

Debian Installer, also known as “d-i”, is the software system to install a basic working Debian system. A wide range
of hardware such as embedded devices, laptops, desktops and server machines is supported and a large set of free
software for many purposes is offered.

The installation is conducted by answering a basic set of questions. Also available are an expert mode that allows
to control every aspect of the installation and an advanced feature to perform automated installations. The installed
system can be used as is or further customized. The installation can be performed from a multitude of sources: USB,
CD/DVD/Blu-Ray or the network. The installer supports localized installations in more than 80 languages.

The installer has its origin in the boot-floppies project, and it was first mentioned by Joey Hess in 2000. Since
then the installation system has been continuously developed by volunteers improving and adding more features.

More information can be found on the Debian Installer page, on the Wiki and on the debian-boot mailing list.

1.6 Getting Debian

For information on how to download Debian GNU/kFreeBSD from the Internet or from whom official Debian instal-
lation media can be purchased, see the distribution web page. The list of Debian mirrors contains a full set of official
Debian mirrors, so you can easily find the nearest one.

Debian can be upgraded after installation very easily. The installation procedure will help set up the system so
that you can make those upgrades once installation is complete, if need be.

1.7 Getting the Newest Version of This Document

This document is constantly being revised. Be sure to check the Debian 13 pages for any last-minute information
about the 13 release of the Debian GNU/kFreeBSD system. Updated versions of this installation manual are also
available from the official Install Manual pages.

1.8 Organization of This Document

This document is meant to serve as a manual for first-time Debian users. It tries to make as few assumptions as
possible about your level of expertise. However, we do assume that you have a general understanding of how the
hardware in your computer works.

Expert users may also find interesting reference information in this document, including minimum installation
sizes, details about the hardware supported by the Debian installation system, and so on. We encourage expert users
to jump around in the document.

In general, this manual is arranged in a linear fashion, walking you through the installation process from start to
finish. Here are the steps in installing Debian GNU/kFreeBSD, and the sections of this document which correlate
with each step:

1. Determine whether your hardware meets the requirements for using the installation system, in Chapter 2.
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2. Backup your system, perform any necessary planning and hardware configuration prior to installing Debian, in
Chapter 3. If you are preparing a multi-boot system, you may need to create partitionable space on your hard
disk for Debian to use.

3. In Chapter 4, you will obtain the necessary installation files for your method of installation.

4. The next Chapter 5 describes booting into the installation system. This chapter also discusses troubleshooting
procedures in case you have problems with this step.

5. Perform the actual installation according to Chapter 6. This involves choosing your language, configuring
peripheral driver modules, configuring your network connection, so that remaining installation files can be
obtained directly from a Debian server (if you are not installing from a set of DVD installation images), par-
titioning your hard drives and installation of a base system, then selection and installation of tasks. (Some
background about setting up the partitions for your Debian system is explained in Appendix C.)

6. Boot into your newly installed base system, from Chapter 7.

Once you’ve got your system installed, you can read Chapter 8. That chapter explains where to look to find more
information about Unix and Debian, and how to replace your kernel.
Finally, information about this document and how to contribute to it may be found in Appendix E.

1.9 Your Documentation Help is Welcome

Any help, suggestions, and especially, patches, are greatly appreciated. Working versions of this document can be
foundat https://d-1i.debian.org/manual/. There you will find a list of all the different architectures and
languages for which this document is available.

Source is also available publicly; look in Appendix E for more information concerning how to contribute. We
welcome suggestions, comments, patches, and bug reports (use the package installation—-guide for bugs, but
check first to see if the problem is already reported).

1.10 About Copyrights and Software Licenses

We're sure that you've read some of the licenses that come with most commercial software — they usually say that you
can only use one copy of the software on a single computer. This system’s license isn’t like that at all. We encourage
you to put a copy of Debian GNU/kFreeBSD on every computer in your school or place of business. Lend your
installation media to your friends and help them install it on their computers! You can even make thousands of copies
and sell them — albeit with a few restrictions. Your freedom to install and use the system comes directly from Debian
being based on free software.

Calling software free doesn’t mean that the software isn’t copyrighted, and it doesn’t mean that installation media
containing that software must be distributed at no charge. Free software, in part, means that the licenses of individual
programs do not require you to pay for the privilege of distributing or using those programs. Free software also means
that not only may anyone extend, adapt, and modify the software, but that they may distribute the results of their work
as well.

NoTE

The Debian project, as a pragmatic concession to its users, does make some pack-
ages available that do not meet our criteria for being free. These packages are not
part of the official distribution, however, and are only available from the contrib or
non-free areas of Debian mirrors or on third-party CD/DVD-ROMSs; see the De-

bian FAQ, under “The Debian FTP archives”, for more information about the layout
and contents of the archives.

Many of the programs in the system are licensed under the GNU General Public License, often simply referred
to as “the GPL”. The GPL requires you to make the source code of the programs available whenever you distribute
a binary copy of the program; that provision of the license ensures that any user will be able to modify the software.
Because of this provision, the source code' for all such programs is available in the Debian system.

"For information on how to locate, unpack, and build binaries from Debian source packages, see the Debian FAQ, under “Basics of the Debian
Package Management System”.
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There are several other forms of copyright statements and software licenses used on the programs in Debian. You
can find the copyrights and licenses for every package installed on your system by looking in the file /usr/share/
doc/package-name/copyright once you've installed a package on your system.

For more information about licenses and how Debian determines whether software is free enough to be included
in the main distribution, see the Debian Free Software Guidelines.

The most important legal notice is that this software comes with no warranties. The programmers who have
created this software have done so for the benefit of the community. No guarantee is made as to the suitability of the
software for any given purpose. However, since the software is free, you are empowered to modify that software to
suit your needs — and to enjoy the benefits of the changes made by others who have extended the software in this
way.
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Chapter 2

System Requirements

This section contains information about what hardware you need to get started with Debian. You will also find links
to further information about hardware supported by GNU and kFreeBSD.

2.1 Supported Hardware

Debian does not impose hardware requirements beyond the requirements of the Linux kernel and the GNU tool-
sets. Therefore, any architecture or platform to which the Linux kernel, libc, gee, etc. have been ported, and for
which a Debian port exists, can run Debian. Please refer to the Ports pages at https://www.debian.org/
ports/kfreebsd-gnu/ for more details on 64-bit PC architecture systems which have been tested with Debian
GNU/kFreeBSD.

Rather than attempting to describe all the different hardware configurations which are supported for 64-bit PC,
this section contains general information and pointers to where additional information can be found.

2.1.1 Supported Architectures

Debian GNU/Linux 13 supports 9 major architectures and several variations of each architecture known as “flavors”.

Architecture Debian Designation Subarchitecture Flavor
AMD64 & Intel 64 amd64
. default x86 machines default
Intel x86-based 1386 Xen PV domains only xen
ARM armel Mgwell Kirkwood and marvell
Orion
ARM with hardware .
armhf multiplatform armmp
FPU
64bit ARM arm64
64bit MIPS ' MIPS Malta Skc-malta
. . mips64el Cavium Octeon octeon
(little-endian)
Loongson 3 loongson-3
30bit MIPS . MIRS Malta 4kc-malta
. . mipsel Cavium Octeon octeon
(little-endian)
Loongson 3 loongson-3
Power Systems ppcbdel IBM POWER8 or newer
machines
. IPL from VM-reader .
64bit IBM S/390 $390x and DASD generic

This document covers installation for the 64-bit PC architecture using the kFreeBSD kernel. If you are looking for
information on any of the other Debian-supported architectures take a look at the Debian-Ports pages.

2.1.2 Multiple Processors

Multiprocessor support — also called “symmetric multiprocessing” or SMP — is available for this architecture. The
standard Debian 13 kernel image has been compiled with SMP-alternatives support. This means that the kernel will
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detect the number of processors (or processor cores) and will automatically deactivate SMP on uniprocessor systems.

Having multiple processors in a computer was originally only an issue for high-end server systems but has become
common in recent years nearly everywhere with the introduction of so called “multi-core” processors. These contain
two or more processor units, called “cores”, in one physical chip.

2.1.3 Graphics Hardware Support

Debian’s support for graphical interfaces is determined by the underlying support found in X.Org’s X11 system, and the
kernel. Basic framebuffer graphics is provided by the kernel, whilst desktop environments use X11. Whether advanced
graphics card features such as 3D-hardware acceleration or hardware-accelerated video are available, depends on the
actual graphics hardware used in the system and in some cases on the installation of additional “firmware” blobs (see
Section 2.2).

Details on supported graphics hardware and pointing devices can be foundatht tps: //wiki. freedesktop.
org/xorg/. Debian 13 ships with X.Org version 7.7.

2.1.4 Network Connectivity Hardware

Almost any network interface card (NIC) supported by the kFreeBSD kernel should also be supported by the instal-
lation system; drivers should normally be loaded automatically.

2.1.4.1 Wireless Network Cards

Wireless networking is in general supported as well and a growing number of wireless adapters are supported by the
official kFreeBSD kernel, although many of them do require firmware to be loaded.

If firmware is needed, the installer will prompt you to load firmware. See Section 6.4 for detailed information on
how to load firmware during the installation.

Wireless NICs that are not supported by the official kFreeBSD kernel can generally be made to work under Debian
GNU/kFreeBSD, but are not supported during the installation.

If there is a problem with wireless and there is no other NIC you can use during the installation, it is still possible
to install Debian GNU/kFreeBSD using a DVD image. Select the option to not configure a network and install using
only the packages available from the DVD. You can then install the driver and firmware you need after the installation
is completed (after the reboot) and configure your network manually.

In some cases the driver you need may not be available as a Debian package. You will then have to look if there
is source code available in the internet and compile the driver yourself. How to do this is outside the scope of this
manual.

2.1.5 Peripherals and Other Hardware

kFreeBSD supports a large variety of hardware devices such as mice, printers, scanners, PCMCIA/CardBus/Express-
Card and USB devices. However, most of these devices are not required while installing the system.

2.2 Devices Requiring Firmware

Besides the availability of a device driver, some hardware also requires so-called firmware or microcode to be loaded
into the device before it can become operational. This is most common for network interface cards (especially wireless
NICs), but for example some USB devices and even some hard disk controllers also require firmware.

With many graphics cards, basic functionality is available without additional firmware, but the use of advanced
features requires an appropriate firmware file to be installed in the system.

On many older devices which require firmware to work, the firmware file was permanently placed in an EEP-
ROM/Flash chip on the device itself by the manufacturer. Nowadays most new devices do not have the firmware
embedded this way anymore, so the firmware file must be uploaded into the device by the host operating system
every time the system boots.

In most cases firmware is non-free according to the criteria used by the Debian GNU/kFreeBSD project and
thus cannot be included in the main distribution. If the device driver itself is included in the distribution and if
Debian GNU/kFreeBSD legally can distribute the firmware, it will often be available as a separate package from the
non-free-firmware section of the archive (prior to Debian GNU/kFreeBSD 12.0: from the non-free section).

However, this does not mean that such hardware cannot be used during installation. Starting with Debian GNU/k-
FreeBSD 12.0, following the 2022 General Resolution about non-free firmware, official installation images can in-
clude non-free firmware packages. By default, debian-instal ler will detect required firmware (based on kernel
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logs and modalias information), and install the relevant packages if they are found on an installation medium (e.g.
on the netinst). The package manager gets automatically configured with the matching components so that those
packages get security updates. This usually means that the non-free-firmware component gets enabled, in addition to
main.

Users who wish to disable firmware lookup entirely can do so by setting the £i rmware=never boot parameter.
It’s an alias for the longer hw—detect /firmware—lookup=never form.

Unless firmware lookup is disabled entirely, debian—installer still supports loading firmware files or pack-
ages containing firmware from a removable medium, such as a USB stick. See Section 6.4 for detailed information
on how to load firmware files or packages during the installation. Note that debian-installer is less likely to
prompt for firmware files now that non-free firmware packages can be included on installation images.

If the debian-installer prompts for a firmware file and you do not have this firmware file available or do not
want to install a non-free firmware file on your system, you can try to proceed without loading the firmware. There are
several cases where a driver prompts for additional firmware because it may be needed under certain circumstances,
but the device does work without it on most systems (this e.g. happens with certain network cards using the tg3
driver).

2.3 Purchasing Hardware Specifically for GNU/kFreeBSD

If you do have to buy a machine with Windows bundled, carefully read the software license that comes with Windows;
you may be able to reject the license and obtain a rebate from your vendor. Searching the Internet for “windows refund”
may get you some useful information to help with that.

Whether or not you are purchasing a system with kFreeBSD bundled, or even a used system, it is still important
to check that your hardware is supported by the kFreeBSD kernel. Check if your hardware is listed in the references
found above. Let your salesperson (if any) know that you’re shopping for a kFreeBSD system. Support kFreeBSD-
friendly hardware vendors.

2.3.1 Avoid Proprietary or Closed Hardware

Some hardware manufacturers simply won’t tell us how to write drivers for their hardware. Others won’t allow us
access to the documentation without a non-disclosure agreement that would prevent us from releasing the driver’s
source code, which is one of the central elements of free software. Since we haven’t been granted access to usable
documentation on these devices, they simply won’t work under kFreeBSD.

In many cases there are standards (or at least some de-facto standards) describing how an operating system and its
device drivers communicate with a certain class of devices. All devices which comply to such a (de-facto-)standard can
be used with a single generic device driver and no device-specific drivers are required. With some kinds of hardware
(e.g. USB “Human Interface Devices”, i.e. keyboards, mice, etc., and USB mass storage devices like USB flash disks
and memory card readers) this works very well and practically every device sold in the market is standards-compliant.

In other fields, among them e.g. printers, this is unfortunately not the case. While there are many printers which
can be addressed via a small set of (de-facto-)standard control languages and therefore can be made to work without
problems in any operating system, there are quite a few models which only understand proprietary control commands
for which no usable documentation is available and therefore either cannot be used at all on free operating systems or
can only be used with a vendor-supplied closed-source driver.

Even if there is a vendor-provided closed-source driver for such hardware when purchasing the device, the practical
lifespan of the device is limited by driver availability. Nowadays product cycles have become short and it is not
uncommon that a short time after a consumer device has ceased production, no driver updates get made available any
more by the manufacturer. If the old closed-source driver does not work anymore after a system update, an otherwise
perfectly working device becomes unusable due to lacking driver support and there is nothing that can be done in this
case. You should therefore avoid buying closed hardware in the first place, regardless of the operating system you
want to use it with.

You can help improve this situation by encouraging manufacturers of closed hardware to release the documentation
and other resources necessary for us to provide free drivers for their hardware.

2.4 Installation Media

This section will help you determine which different media types you can use to install Debian. There is a whole
chapter devoted to media, Chapter 4, which lists the advantages and disadvantages of each media type. You may
want to refer back to this page once you reach that section.




CHAPTER 2. SYSTEM REQUIREMENTS 2.5. MEMORY AND DISK SPACE REQUIREMENTS

24.1 CD-ROM/DVD-ROM/BD-ROM

Installation from optical disc is supported for most architectures.

2.4.2 USB Memory Stick

USB flash disks a.k.a. USB memory sticks have become a commonly used and cheap storage device. Most modern
computer systems also allow booting the debian-installer from such a stick. Many modern computer systems,
in particular netbooks and thin laptops, do not have an optical drive anymore at all and booting from USB media is
the standard way of installing a new operating system on them.

2.4.3 Network

The network can be used during the installation to retrieve files needed for the installation. Whether the network is
used or not depends on the installation method you choose and your answers to certain questions that will be asked
during the installation. The installation system supports most types of network connections (including PPPoE, but
not ISDN or PPP), via either HTTP or FTP. After the installation is completed, you can also configure your system
to use ISDN and PPP.

You can also boot the installation system over the network without needing any local media like CDs/DVDs or
USB sticks. If you already have a netboot-infrastructure available (i.e. you are already running DHCP and TFTP
services in your network), this allows an easy and fast deployment of a large number of machines. Setting up the
necessary infrastructure requires a certain level of technical experience, so this is not recommended for novice users.

Diskless installation, using network booting from a local area network and NFS-mounting of all local filesystems,
is another option.

2.4.4 Hard Disk

Booting the installation system directly from a hard disk is another option for many architectures. This will require
some other operating system to load the installer onto the hard disk. This method is only recommended for special
cases when no other installation method is available.

2.4.5 Un*x or GNU system

If you are running another Unix-like system, you could use it to install Debian GNU/kFreeBSD without using the
debian-installer described in the rest of this manual. This kind of install may be useful for users with other-
wise unsupported hardware or on hosts which can’t afford downtime. If you are interested in this technique, skip to
the Section D.2. This installation method is only recommended for advanced users when no other installation method
is available.

2.4.6 Supported Storage Systems

The Debian installer contains a kernel which is built to maximize the number of systems it runs on.
IDE systems are also supported.

2.5 Memory and Disk Space Requirements

We recommend at least 512MB of memory and 4GB of hard disk space to perform an installation. For more detailed
values, see Section 3.4.




Chapter 3

Before Installing Debian GNU/kFreeBSD

This chapter deals with the preparation for installing Debian before you even boot the installer. This includes backing
up your data, gathering information about your hardware, and locating any necessary information.

3.1 Opverview of the Installation Process

First, just a note about re-installations. With Debian, a circumstance that will require a complete re-installation of
your system is very rare; perhaps mechanical failure of the hard disk would be the most common case.

Many common operating systems may require a complete installation to be performed when critical failures take
place or for upgrades to new OS versions. Even if a completely new installation isn’t required, often the programs you
use must be re-installed to operate properly in the new OS.

Under Debian GNU/kFreeBSD, it is much more likely that your OS can be repaired rather than replaced if things
go wrong. Upgrades never require a wholesale installation; you can always upgrade in-place. And the programs are
almost always compatible with successive OS releases. If a new program version requires newer supporting software,
the Debian packaging system ensures that all the necessary software is automatically identified and installed. The
point is, much effort has been put into avoiding the need for re-installation, so think of it as your very last option. The
installer is not designed to re-install over an existing system.

Here’s a road map for the steps you will take during the installation process.

1. Back up any existing data or documents on the hard disk where you plan to install.
2. Gather information about your computer and any needed documentation, before starting the installation.
3. Create partitionable space for Debian on your hard disk.

4. Locate and/or download the installer software and any specialized driver or firmware files your machine re-
quires.

5. Set up boot media such as CDs/DVDs/USB sticks or provide a network boot infrastructure from which the
installer can be booted.

6. Boot the installation system.
7. Select the installation language.
8. Activate the ethernet network connection, if available.
9. Create and mount the partitions on which Debian will be installed.
10. Watch the automatic download/install/setup of the base system.
11. Select and install additional software.
12. Install a boot loader which can start up Debian GNU/kFreeBSD and/or your existing system.

13. Load the newly installed system for the first time.
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If you have problems during the installation, it helps to know which packages are involved in which steps. Intro-
ducing the leading software actors in this installation drama:

The installer software, debian—installer, is the primary concern of this manual. It detects hardware and
loads appropriate drivers, uses dhcp—client to set up the network connection, runs deboot st rap to install the
base system packages, and runs tasksel to allow you to install certain additional software. Many more actors play
smaller parts in this process, but debian-installer has completed its task when you load the new system for
the first time.

To tune the system to your needs, t asksel allows you to choose to install various predefined bundles of software
like a Web server or a Desktop environment.

One important option during the installation is whether or not to install a graphical desktop environment, consisting
of the X Window System and one of the available graphical desktop environments. If you choose not to select the
“Desktop environment” task, you will only have a relatively basic, command line driven system. Installing the Desktop
environment task is optional because in relation to a text-mode-only system it requires a comparatively large amount
of disk space and because many Debian GNU/kFreeBSD systems are servers which don’t really have any need for a
graphical user interface to do their job.

Just be aware that the X Window System is completely separate from debian-installer, and in fact is much
more complicated. Troubleshooting of the X Window System is not within the scope of this manual.

3.2 Back Up Your Existing Data!

Before you start, make sure to back up every file that is now on your system. If this is the first time a non-native
operating system is going to be installed on your computer, it is quite likely you will need to re-partition your disk to
make room for Debian GNU/kFreeBSD. Anytime you partition your disk, you run a risk of losing everything on the
disk, no matter what program you use to do it. The programs used in the installation of Debian GNU/kFreeBSD are
quite reliable and most have seen years of use; but they are also quite powerful and a false move can cost you. Even
after backing up, be careful and think about your answers and actions. Two minutes of thinking can save hours of
unnecessary work.

If you are creating a multi-boot system, make sure that you have the distribution media of any other present
operating systems on hand. Even though this is normally not necessary, there might be situations in which you could
be required to reinstall your operating system’s boot loader to make the system boot or in a worst case even have to
reinstall the complete operating system and restore your previously made backup.

3.3 Information You Will Need

3.3.1 Documentation

3.3.1.1 Installation Manual

This document you are now reading, in plain ASCII, HTML or PDF format.
e install.en.txt
e install.en.html

e install.en.pdf

3.3.1.2 Hardware documentation

Often contains useful information on configuring or using your hardware.

3.3.2 Finding Sources of Hardware Information

In many cases, the installer will be able to automatically detect your hardware. But to be prepared, we do recommend
familiarizing yourself with your hardware before the install.
Hardware information can be gathered from:

o The manuals that come with each piece of hardware.
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o The BIOS/UEFI setup screens of your computer. You can view these screens when you start your computer by
pressing a combination of keys. Check your manual for the combination. Often, it is the Delete or the F2 key,
but some manufacturers use other keys or key combinations. Usually upon starting the computer there will be
a message stating which key to press to enter the setup screen.

o The cases and boxes for each piece of hardware.
o The System window in the Windows Control Panel.

« System commands or tools in another operating system, including file manager displays. This source is espe-
cially useful for information about RAM and hard drive memory.

» Your system administrator or Internet Service Provider. These sources can tell you the settings you need to set
up your networking and e-mail.

Table 3.1 Hardware Information Helpful for an Install

Hardware Information You Might Need
How many you have.
Their order on the system.
. Whether IDE (also known as PATA), SATA or SCSI.
Hard Drives -
Auvailable free space.
Partitions.
Partitions where other operating systems are
installed.
Network interfaces Type/model of available network interfaces.
Printer Model and manufacturer.
Video Card Type/model and manufacturer.

3.3.3 Hardware Compatibility

Many products work without trouble on kFreeBSD. Moreover, hardware support in kFreeBSD is improving daily.
However, kFreeBSD still does not run as many different types of hardware as some operating systems.

Drivers in kFreeBSD in most cases are not written for a certain “product” or “brand” from a specific manufacturer,
but for a certain hardware/chipset. Many seemingly different products/brands are based on the same hardware design;
it is not uncommon that chip manufacturers provide so-called “reference designs” for products based on their chips
which are then used by several different device manufacturers and sold under lots of different product or brand names.

This has advantages and disadvantages. An advantage is that a driver for one chipset works with lots of different
products from different manufacturers, as long as their product is based on the same chipset. The disadvantage is that
it is not always easy to see which actual chipset is used in a certain product/brand. Unfortunately sometimes device
manufacturers change the hardware base of their product without changing the product name or at least the product
version number, so that when having two items of the same brand/product name bought at different times, they can
sometimes be based on two different chipsets and therefore use two different drivers or there might be no driver at all
for one of them.

For USB and PCI/PCI-Express/ExpressCard devices, a good way to find out on which chipset they are based is
to look at their device IDs. All USB/PCI/PCI-Express/ExpressCard devices have so called “vendor” and “product”
IDs, and the combination of these two is usually the same for any product based on the same chipset.

On Linux systems, these IDs can be read with the Isusb command for USB devices and with the Ispei -nn com-
mand for PCI/PCI-Express/ExpressCard devices. The vendor and product IDs are usually given in the form of two
hexadecimal numbers, separated by a colon, such as “1d6b:0001”.

An example for the output of Isusb: “Bus 001 Device 001: ID 1d6b:0002 Linux Foundation 2.0 root hub”,
whereby 1d6b is the vendor ID and 0002 is the product ID.

An example for the output of Ispci -nn for an Ethernet card: “03:00.0 Ethernet controller [0200]: Realtek Semi-
conductor Co., Ltd. RTL8111/8168B PCI Express Gigabit Ethernet controller [10ec:8168] (rev 06)”. The IDs are
given inside the rightmost square brackets, i.e. here 10ec is the vendor- and 8168 is the product ID.

As another example, a graphics card could give the following output: “04:00.0 VGA compatible controller [0300]:
Advanced Micro Devices [AMD] nee ATI RV710 [Radeon HD 4350] [1002:954f]".

On Windows systems, the IDs for a device can be found in the Windows device manager on the tab “details”,
where the vendor ID is prefixed with VEN_ and the product ID is prefixed with DEV_. On newer Windows systems,
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you have to select the property “Hardware IDs” in the device manager’s details tab to actually see the IDs, as they are
not displayed by default.

Searching on the internet with the vendor/product ID, “kFreeBSD” and “driver” as the search terms often re-
sults in information regarding the driver support status for a certain chipset. If a search for the vendor/product ID
does not yield usable results, a search for the chip code names, which are also often provided by Isusb and lspci
(“RTL8111”/“RTL8168B” in the network card example and “RV710” in the graphics card example), can help.

3.3.3.1 Testing hardware compatibility with a Live-System

Debian GNU/kFreeBSD is also available as a so-called “live system” for certain architectures. A live system is a
preconfigured ready-to-use system in a compressed format that can be booted and used from a read-only medium like
a CD or DVD. Using it by default does not create any permanent changes on your computer. You can change user
settings and install additional programs from within the live system, but all this only happens in the computer’s RAM,
i.e. if you turn off the computer and boot the live system again, everything is reset to its defaults. If you want to see
whether your hardware is supported by Debian GNU/kFreeBSD, the easiest way is to run a Debian live system on it
and try it out.

There are a few limitations in using a live system. The first is that as all changes you do within the live system must
be held in your computer’s RAM, this only works on systems with enough RAM to do that, so installing additional large
software packages may fail due to memory constraints. Another limitation with regards to hardware compatibility
testing is that the official Debian GNU/kFreeBSD live system contains only free components, i.e. there are no non-free
firmware files included in it. Such non-free packages can of course be installed manually within the system, but there
is no automatic detection of required firmware files like in the debian—installer, so installation of non-free
components must be done manually if needed.

Information about the available variants of the Debian live images can be found at the Debian Live Images website.

3.3.4 Network Settings

If your computer is connected to a fixed network (i.e. an Ethernet or equivalent connection — not a dialup/PPP
connection) which is administered by somebody else, you should ask your network’s system administrator for this
information:

e Your host name (you may be able to decide this on your own).

» Your domain name.

» Your computer’s [P address.

o The netmask to use with your network.

o The IP address of the default gateway system you should route to, if your network has a gateway.
» The system on your network that you should use as a DNS (Domain Name Service) server.

If the network you are connected to uses DHCP (Dynamic Host Configuration Protocol) for configuring network
settings, you don’t need this information because the DHCP server will provide it directly to your computer during
the installation process.

If you have internet access via DSL or cable modem (i.e. over a cable tv network) and have a router (often
provided preconfigured by your phone or catv provider) which handles your network connectivity, DHCP is usually
available by default.

If you use a WLAN/WiFi network, you should find out:

o The ESSID (“network name”) of your wireless network.

o The WEP or WPA/WPA?2 security key to access the network (if applicable).

3.4 Meeting Minimum Hardware Requirements

Once you have gathered information about your computer’s hardware, check that your hardware will let you do the
type of installation that you want to do.

Depending on your needs, you might manage with less than some of the recommended hardware listed in the
table below. However, most users risk being frustrated if they ignore these suggestions.

A Pentium 4, 1GHz system is the minimum recommended for a desktop system.
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Table 3.2 Recommended Minimum System Requirements

Install Type RAM (minimum) RAM (recommended) Hard Drive
No desktop 512MB 1GB 4GB
With Desktop 1GB 2GB 10GB

The minimum values assumes that swap will be enabled and a non-live image is used. The “No desktop” value
assumes that the text-based installer (not the graphical one) is used.

The actual minimum memory requirements are a lot less than the numbers listed in this table. With swap enabled,
it is possible to install Debian with as little as 170MB. The same goes for the disk space requirements, especially if you
pick and choose which applications to install; see Section D.1 for additional information on disk space requirements.

The installer normally automatically enables memory-saving tricks to be able to run on such low-memory system,
but on architectures that are less tested it may miss doing so. It can however be enabled manually by appending the
lowmem=1 or even lowmem=2 boot parameter (see also Section 6.3.1.1 and Section 5.3.1).

WARNING

On kfreebsd-amd64 the lowmem levels have not been tested, so automatic detection
is probably outdated and you thus probably need to pass the boot parameter if your
system has little memory.

Installation on systems with less memory or disk space available may be possible but is only advised for experienced
users.

It is possible to run a graphical desktop environment on older or low-end systems, but in that case it is recom-
mended to install a window manager that is less resource-hungry than those of the GNOME or KDE Plasma desktop
environments; alternatives include xfce4, icewm and wmaker, but there are others to choose from.

It is practically impossible to give general memory or disk space requirements for server installations as those very
much depend on what the server is to be used for.

Remember that these sizes don’t include all the other materials which are usually to be found, such as user files,
mail, and data. It is always best to be generous when considering the space for your own files and data.

Disk space required for the smooth operation of the Debian GNU/kFreeBSD system itself is taken into account
in these recommended system requirements. Notably, the /var partition contains a lot of state information specific
to Debian in addition to its regular contents, like logfiles. The dpkg files (with information on all installed packages)
can easily consume 40MB. Also, apt puts downloaded packages here before they are installed. You should usually
allocate at least 200MB for /var, and a lot more if you install a graphical desktop environment.

3.5 Pre-Partitioning for Multi-Boot Systems

Partitioning your disk simply refers to the act of breaking up your disk into sections. Each section is then independent
of the others. It’s roughly equivalent to putting up walls inside a house; if you add furniture to one room it doesn’t
affect any other room.

If you already have an operating system on your system (Windows, OS/2, MacOS, Solaris, FreeBSD, ...) which
uses the whole disk and you want to stick Debian on the same disk, you will need to repartition it. Debian requires
its own hard disk partitions. It cannot be installed on Windows or Mac OS X partitions. It may be able to share some
partitions with other Unix systems, but that’s not covered here. At the very least you will need a dedicated partition
for the Debian root filesystem.

You can find information about your current partition setup by using a partitioning tool for your current operating
system, such as the integrated Disk Manager in Windows. Partitioning tools always provide a way to show existing
partitions without making changes.

In general, changing a partition with a file system already on it will destroy any information there. Thus you should
always make backups before doing any repartitioning. Using the analogy of the house, you would probably want to
move all the furniture out of the way before moving a wall or you risk destroying it.

Several modern operating systems offer the ability to move and resize certain existing partitions without destroying
their contents. This allows making space for additional partitions without losing existing data. Even though this works
quite well in most cases, making changes to the partitioning of a disk is an inherently dangerous action and should
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only be done after having made a full backup of all data. For FAT/FAT32 and NTFS partitions as used by Windows
systems, the ability to move and resize them losslessly is provided both by debian-installer as well as by the
integrated Disk Manager of Windows.

3.6 Pre-Installation Hardware and Operating System Setup

This section will walk you through pre-installation hardware setup, if any, that you will need to do prior to installing
Debian. Generally, this involves checking and possibly changing BIOS/UEFI/system firmware settings for your sys-
tem. The “BIOS/UEFI” or “system firmware” is the core software used by the hardware; it is most critically invoked
during the bootstrap process (after power-up).

3.6.1 Invoking the BIOS/UEFI Set-Up Menu

The BIOS/UEFI provides the basic functions needed to boot your machine and to allow your operating system to
access your hardware. Your system provides a BIOS/UEFI setup menu, which is used to configure the BIOS/UEFI.
To enter the BIOS/UEFI setup menu you have to press a key or key combination after turning on the computer. Often
it is the Delete or the F2 key, but some manufacturers use other keys. Usually upon starting the computer there will
be a message stating which key to press to enter the setup screen.

3.6.2 Boot Device Selection

Within the BIOS/UEFI setup menu, you can select which devices shall be checked in which sequence for a bootable
operating system. Possible choices usually include the internal harddisks, the CD/DVD-ROM drive and USB mass
storage devices such as USB sticks or external USB harddisks. On modern systems there is also often a possibility to
enable network booting via PXE.

Depending on the installation media (CD/DVD ROM, USB stick, network boot) you have chosen you should
enable the appropriate boot devices if they are not already enabled.

Most BIOS/UEFI versions allow you to call up a boot menu on system startup in which you select from which
device the computer should start for the current session. If this option is available, the BIOS/UEFI usually displays a
short message like “press F12 for boot menu” on system startup. The actual key used to select this menu varies from
system to system; commonly used keys are F12, F11 and F8. Choosing a device from this menu does not change the
default boot order of the BIOS/UEF], i.e. you can start once from a USB stick while having configured the internal
harddisk as the normal primary boot device.

If your BIOS/UEFI does not provide you with a boot menu to do ad-hoc choices of the current boot device,
you will have to change your BIOS/UEFI setup to make the device from which the debian-installer shall be
booted the primary boot device.

Unfortunately some computers may contain buggy BIOS/UEFI versions. Booting debian—-installer froma
USB stick might not work even if there is an appropriate option in the BIOS/UEFI setup menu and the stick is selected
as the primary boot device. On some of these systems using a USB stick as boot medium is impossible; others can
be tricked into booting from the stick by changing the device type in the BIOS/UEFI setup from the default “USB
harddisk” or “USB stick” to “USB ZIP” or “USB CDROM?”. You may need to configure your BIOS/UEFI to enable
“USB legacy support”.

If you cannot manipulate the BIOS/UEFI to boot directly from a USB stick you still have the option of using an
ISO copied to the stick. Boot debian-installer using Section 4.4 and, after scanning the hard drives for an
installer ISO image, select the USB device and choose an installation image.
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Chapter 4

Obtaining System Installation Media

4.1 Official Debian GNU/kFreeBSD installation images

By far the easiest way to install Debian GNU/kFreeBSD is from a set of official Debian installation images. You can
buy a set of CDs/DVDs from a vendor (see the CD vendors page). You may also download the installation images
from a Debian mirror and make your own set, if you have a fast network connection and a CD/DVD burner (see the
Debian CD/DVD page and Debian CD FAQ for detailed instructions). If you have such optical installation media,
and they are bootable on your machine, you can skip right to Chapter 5. Much effort has been expended to ensure the
most-used files are on the first DVD image, so that a basic desktop installation can be done with only the first DVD.

Also, keep in mind: if the installation media you are using don’t contain some packages you need, you can always
install those packages afterwards from your running new Debian system (after the installation has finished). If you
need to know on which installation image to find a specific package, visit https://cdimage-search.debian.org/.

If your machine doesn’t support booting from optical media, but you do have a set of DVD, you can use an
alternative strategy such as hard disk, usb stick, net boot, or manually loading the kernel from the disc to initially boot
the system installer. The files you need for booting by another means are also on the disc; the Debian network archive
and folder organization on the disc are identical. So when archive file paths are given below for particular files you
need for booting, look for those files in the same directories and subdirectories on your installation media.

Once the installer is booted, it will be able to obtain all the other files it needs from the disc.

If you don’t have an installation media set, then you will need to download the installer system files and place them
on the hard disk or usb stick or a connected computer so they can be used to boot the installer.

4.2 Downloading Files from Debian Mirrors

To find the nearest (and thus probably the fastest) mirror, see the list of Debian mirrors.

4.2.1 Where to Find Installation Files

Various installation files can be found on each Debian mirror in the directory debian/dists/trixie/main/installer-
kfreebsd-amd64/current/images/ — the MANIFEST lists each image and its purpose.

4.3 Preparing Files for USB Memory Stick Booting

To prepare the USB stick, we recommend to use a system where GNU/Linux is already running and where USB is
supported. With current GNU/Linux systems the USB stick should be automatically recognized when you insert it.
If it is not you should check that the usb-storage kernel module is loaded. When the USB stick is inserted, it will be
mapped to a device named /dev/sdX, where the “X” is a letter in the range a-z. You should be able to see to which
device the USB stick was mapped by running the command Isblk before and after inserting it. (The output of dmesg
(as root) is another possible method for that.) To write to your stick, you may have to turn off its write protection
switch.
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WARNING

Make very sure that you use the correct device name for your USB stick. If you use
the wrong device the result could be that all information on, for example, a hard disk
is lost.

: The procedures described in this section will destroy anything already on the device!

4.4 Preparing Files for Hard Disk Booting

The installer may be booted using boot files placed on an existing hard drive partition, either launched from another
operating system or by invoking a boot loader directly from the BIOS. On modern UEFI systems, the kernel may be
booted directly from the UEFI partition without the need of a boot loader.

A full, “pure network” installation can be achieved using this technique. This avoids all hassles of removable
media, like finding and burning CD/DVD images.

4.5 Preparing Files for TFTP Net Booting

If your machine is connected to a local area network, you may be able to boot it over the network from another
machine, using TFTP. If you intend to boot the installation system from another machine, the boot files will need
to be placed in specific locations on that machine, and the machine configured to support booting of your specific
machine.

You need to set up a TFTP server, and for many machines a DHCP server, or BOOTP server.

BOOTP is an IP protocol that informs a computer of its IP address and where on the network to obtain a boot
image. The DHCP (Dynamic Host Configuration Protocol) is a more flexible, backwards-compatible extension of
BOOTP. Some systems can only be configured via DHCP.

The Trivial File Transfer Protocol (TFTP) is used to serve the boot image to the client. Theoretically, any server,
on any platform, which implements these protocols, may be used. In the examples in this section, we shall provide
commands for SunOS 4.x, SunOS 5.x (a.k.a. Solaris), and GNU/Linux.

4.5.1 Setting up a DHCP server

One free software DHCP server is ISC dhepd. For Debian GNU/kFreeBSD, the i sc—dhcp-server package is
recommended. Here is a sample configuration file for it (see /etc/dhcp/dhcpd. conf):

option domain-name "example.com”;

option domain-name-servers nsl.example.com;
option subnet-mask 255.255.255.0;
default-lease-time 600;

max—lease—-time 7200;

server—-name ”servername”;

subnet 192.168.1.0 netmask 255.255.255.0 {
range 192.168.1.200 192.168.1.253;
option routers 192.168.1.1;

}

host clientname {
filename ”/tftpboot.img”;
server—name "servername”;
next—-server servername;
hardware ethernet 01:23:45:67:89:AB;
fixed-address 192.168.1.90;

In this example, there is one server servername which performs all of the work of DHCP server, TFTP server,

and network gateway. You will almost certainly need to change the domain-name options, as well as the server name

and client hardware address. The £ilename option should be the name of the file which will be retrieved via TFTP.
After you have edited the dhcepd configuration file, restartit with /etc/init .d/isc—-dhcp-server restart.
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4.5.2 Setting up a BOOTP server

There are two BOOTP servers available for GNU/Linux. The first is CMU bootpd. The other is actually a DHCP
server: ISC dhcpd. In Debian GNU/kFreeBSD these are contained in the bootp and i sc-dhcp-server pack-
ages respectively.

To use CMU bootpd, you must first uncomment (or add) the relevant line in /etc/inetd.conf. On Debian
GNU/kFreeBSD, you can run update—inetd —-enable bootps,then /etc/init.d/inetd reload
to do so. Just in case your BOOTP server does not run Debian, the line in question should look like:

bootps dgram udp wait root /usr/sbin/bootpd bootpd -i -t 120

Now, you must create an /et c/bootptab file. This has the same sort of familiar and cryptic format as the good old
BSDprintcap, termcap, and disktab files. See the bootpt ab manual page for more information. For CMU
bootpd, you will need to know the hardware (MAC) address of the client. Here is an example /etc/bootptab:

client:\
hd=/tftpboot:\
bf=tftpboot.img:\
ip=192.168.1.90:\
sm=255.255.255.0:\
sa=192.168.1.1:\
ha=0123456789AB:

You will need to change at least the “ha” option, which specifies the hardware address of the client. The “bf” option
specifies the file a client should retrieve via TFTP; see Section 4.5.4 for more details.

By contrast, setting up BOOTP with ISC dhepd is really easy, because it treats BOOTP clients as a moderately
special case of DHCP clients. Some architectures require a complex configuration for booting clients via BOOTP.
If yours is one of those, read the section Section 4.5.1. Otherwise you will probably be able to get away with simply
adding the allow bootp directive to the configuration block for the subnet containing the clientin /et c/dhcp/
dhcpd. conf, and restart dhcpd with /ete/init .d/isc—dhcp-server restart.

4.5.3 Enabling the TFTP Server

To get the TFTP server ready to go, you should first make sure that tftpd is enabled.

In the case of t ftpd—hpa there are two ways the service can be run. It can be started on demand by the system’s
inetd daemon, or it can be set up to run as an independent daemon. Which of these methods is used is selected
when the package is installed and can be changed by reconfiguring the package.

NotE
Historically, TFTP servers used /tftpboot as directory to serve images from.
However, Debian GNU/kFreeBSD packages may use other directories to comply
with the Filesystem Hierarchy Standard. For example, t ftpd—hpa by default uses
/srv/tftp. You may have to adjust the configuration examples in this section
accordingly.

All in.tftpd alternatives available in Debian should log TFTP requests to the system logs by default. Some of
them support a —v argument to increase verbosity. It is recommended to check these log messages in case of boot
problems as they are a good starting point for diagnosing the cause of errors.

4.5.4 Move TFTP Images Into Place

Next, place the TFTP boot image you need, as found in Section 4.2.1, in the tftpd boot image directory. You may
have to make a link from that file to the file which tftpd will use for booting a particular client. Unfortunately, the
file name is determined by the TFTP client, and there are no strong standards.
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4.6 Automatic Installation

For installing on multiple computers it’s possible to do fully automatic installations. Debian packages intended for
this include fai-quickstart, which can use an install server (have a look at the FAI home page for detailed
information) and the Debian Installer itself.

4.6.1 Automatic Installation Using the Debian Installer

The Debian Installer supports automating installs via preconfiguration files. A preconfiguration file can be loaded from
the network or from removable media, and used to fill in answers to questions asked during the installation process.
Full documentation on preseeding including a working example that you can edit is in Appendix B.

4.7 Verifying the integrity of installation files

You can verify the integrity of downloaded files against checksums provided in SHA256SUMS or SHA512SUMS
files on Debian mirrors. You can find them in the same places as the installation images itself. Visit the following
locations:

« checksum files for CD images,
o checksum files for DVD images,
o checksum files for other installation files.

To compute the checksum of a downloaded installation file, use

sha256sum filename.iso

respective

sha512sum filename.iso

and then compare the shown checksum against the corresponding one in the SHA2 56 SUMS respective SHA512SUMS
file.

The Debian CD FAQ has more useful information on this topic (such as the script check_debian_iso, to
semi-automate above procedure), as well as instructions, how to verify the integrity of the above checksum files
themselves.
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Chapter 5

Booting the Installation System

5.1 Booting the Installer on 64-bit PC

W ARNING

If you have any other operating systems on your system that you wish to keep (dual
boot setup), you should make sure that they have been properly shut down before

@ you boot the installer. Installing an operating system while another operating system
is in hibernation (has been suspended to disk) could result in loss of, or damage to
the state of the suspended operating system which could cause problems when it is
rebooted.

5.1.1 Booting from USB Memory Stick

If your computer will boot from USB, this will probably be the easiest route for installation. Assuming you have
prepared everything from Section 3.6.2 and Section 4.3, just plug your USB stick into some free USB connector and
reboot the computer. The system should boot up, and unless you have used the flexible way to build the stick and not
enabled it, you should be presented with a graphical boot menu (on hardware that supports it). Here you can select
various installer options, or just hit Enter.

5.1.2 Booting from optical disc (CD/DVD)

If you have a set of optical discs, and your machine supports booting directly off those, great! Simply insert the disc,
reboot, and proceed to the next chapter.

Note that certain optical drives may require special drivers, and thus be inaccessible in the early installation stages.
If it turns out the standard way of booting off an optical disc doesn’t work for your hardware, revisit this chapter and
read about alternate kernels and installation methods which may work for you.

Even if you cannot boot from optical disc, you can probably install the Debian system components and any
packages you want from such disc. Simply boot using a different medium and when it’s time to install the operating
system, base system, and any additional packages, point the installation system at the optical drive.

If you have problems booting, see Section 5.4.

5.2 Accessibility

Some users may need specific support because of e.g. some visual impairment. accessibility features have to be
enabled manually. Some boot parameters can be appended to enable accessibility features. Note that on most archi-
tectures the boot loader interprets your keyboard as a QWERTY keyboard.
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5.2.1 Installer front-end

The Debian installer supports several front-ends for asking questions, with varying convenience for accessibility:
notably, text uses plain text while newt uses text-based dialog boxes. The choice can be made at the boot prompt,
see the documentation for DEBIAN_FRONTEND in Section 5.3.1.

With the newt front-end (used mostly with braille), one mostly just selects answers with arrow keys and presses
Enter to validate the choice. Pressing Tab or Shift - Tab allows to switch between dialog elements, and notably
to access the Go Back button, which brings back again to previous questions. Some dialogs contain check boxes,
which can be ticked on and off by pressing Space.

With the text front-end (used mostly with speech), one mostly selects answers either by typing their number
followed by pressing Enter, or by selecting an answer with arrow keys, and pressing Enter to validate the choice.
One can also not type anything and just press Enter to simply accept the default value. Typing < and pressing Enter
brings back again to previous questions. When a selection of choices has to be made (e.g. during task selection), one
can type ! to express an empty selection.

5.2.2 High-Contrast Theme

For users with low vision, the installer can use a high-contrast color theme that makes it more readable. To enable it,
you can use the “Accessible high contrast” entry from the boot screen with the d shortcut, or append the theme=dark
boot parameter.

5.2.3 Zoom

For users with low vision, the graphical installer has a very basic zoom support: the Control-+ and Control- shortcuts
increase and decrease the font size.

5.2.4 Expert install, rescue mode, automated install

Expert, Rescue, and Automated installation choices are also available with accessibility support. To access them, one
has to first enter the “Advanced options” submenu from the boot menu by typing a. When using a BIOS system (the
boot menu will have beeped only once), this has to be followed by Enter ; for UEFI systems (the boot menu will
have beeped twice) that must not be done. Then, to enable speech synthesis, s can optionally be pressed (followed
again by Enter on BIOS systems but not on UEFI systems). From there, various shortcuts can be used: x for expert
installation, r for rescue mode, or a for automated installation. Again these need to be followed by Enter when using
a BIOS system.

The automated install choice allows to install Debian completely automatically by using preseeding, whose source
can be entered after accessibility features get started. Preseeding itself is documented in Appendix B.

5.2.5 Accessibility of the installed system

Documentation on accessibility of the installed system is available on the Debian Accessibility wiki page.

5.3 Boot Parameters

If this is the first time you’re booting the system, try the default boot parameters (i.e., don’t try setting parameters)
and see if it works correctly. It probably will. If not, you can reboot later and look for any special parameters that
inform the system about your hardware.

5.3.1 Debian Installer Parameters

The installation system recognizes a few additional boot parameters' which may be useful.

A number of parameters have a “short form” that helps avoid the limitations of the kernel command line options
and makes entering the parameters easier. If a parameter has a short form, it will be listed in brackets behind the
(normal) long form. Examples in this manual will normally use the short form too.

"With current kernels (2.6.9 or newer) you can use 32 command line options and 32 environment options. If these numbers are exceeded, the
kernel will panic. Also there is a limit of 255 characters for the whole kernel command line, everything above this limit may be silently truncated.
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debconf/priority (priority) This parameter sets the lowest priority of messages to be displayed.

The default installation uses priority=high. This means that both high and critical priority messages are
shown, but medium and low priority messages are skipped. If problems are encountered, the installer adjusts
the priority as needed.

If you add priority=medium as boot parameter, you will be shown the installation menu and gain more
control over the installation. When priority=1ow is used, all messages are shown (this is equivalent to the
expert boot method). With priority=critical, the installation system will display only critical messages
and try to do the right thing without fuss.

DEBIAN_FRONTEND This boot parameter controls the type of user interface used for the installer. The current
possible parameter settings are:

« DEBIAN_FRONTEND=noninteractive
« DEBIAN FRONTEND=text

« DEBIAN_FRONTEND=newt

« DEBIAN_ FRONTEND=gtk

The default frontend is DEBIAN_FRONTEND=newt. DEBIAN_FRONTEND=text may be preferable for
serial console installs. Some specialized types of install media may only offer a limited selection of frontends,
but the newt and text frontends are available on most default install media. On architectures that support it,
the graphical installer uses the gtk frontend.

BOOT_DEBUG Setting this boot parameter to 2 will cause the installer’s boot process to be verbosely logged.
Setting it to 3 makes debug shells available at strategic points in the boot process. (Exit the shells to continue
the boot process.)

BOOT_DEBUG=0 This is the default.
BOOT_DEBUG=1 More verbose than usual.
BOOT_DEBUG=2 Lots of debugging information.

BOOT_DEBUG=3 Shells are run at various points in the boot process to allow detailed debugging. Exit the
shell to continue the boot.

log_host, log_port Causes the installer to send log messages to a remote syslog on the specified host and port as well
as to a local file. If not specified, the port defaults to the standard syslog port 514.

lowmem Can be used to force the installer to a lowmem level higher than the one the installer sets by default based
on available memory. Possible values are 1 and 2. See also Section 6.3.1.1.

noshell Prevents the installer from offering interactive shells on tty2 and tty3. Useful for unattended installations
where physical security is limited.

debian-installer/framebuffer (fb) Some architectures use the kernel framebuffer to offer installation in a number
of languages. If framebuffer causes a problem on your system you can disable the feature using the parameter
fb=false. Problem symptoms are error messages about bterm or bogl, a blank screen, or a freeze within a
few minutes after starting the install.

debian-installer/theme (theme) A theme determines how the user interface of the installer looks (colors, icons,
etc.). Which themes are available may differ per frontend. Currently both the newt and gtk frontend have
(apart from the default look) only one additional theme named “dark” theme, which was designed for visually
impaired users. Set this theme by booting with theme=dark (there is also the keyboard shortcut d for this in
the boot menu).

netcfg/disable_autoconfig By default, the debian-installer automatically probes for network configuration
via IPv6 autoconfiguration and DHCP. If the probe succeeds, you won't have a chance to review and change
the obtained settings. You can get to the manual network setup only in case the automatic configuration fails.

If you have an IPv6 router or a DHCP server on your local network, but want to avoid them because e.g. they
give wrong answers, you can use the parameter netcfg/disable_autoconfig=true to prevent any
automatic configuration of the network (neither v4 nor v6) and to enter the information manually.
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hw-detect/start_pcmcia Setto false to prevent starting PCMCIA services, if that causes problems. Some laptops
are well known for this misbehavior.

preseed/url (url) Specify the url to a preconfiguration file to download and use for automating the install. See
Section 4.6.

preseed/file (file) Specify the path to a preconfiguration file to load for automating the install. See Section 4.6.

preseed/interactive Set to true to display questions even if they have been preseeded. Can be useful for testing
or debugging a preconfiguration file. Note that this will have no effect on parameters that are passed as boot
parameters, but for those a special syntax can be used. See Section B.5.2 for details.

auto-install/enable (auto) Delay questions that are normally asked before preseeding is possible until after the net-
work is configured. See Section B.2.3 for details about using this to automate installs.

finish-install/keep-consoles During installations from serial or management console, the regular virtual consoles
(VT1 to VT6) are normally disabled in /etc/inittab. Setto true to prevent this.

cdrom-detect/eject By default, before rebooting, debian-installer automatically ejects the optical media
used during the installation. This can be unnecessary if the system does not automatically boot off such media.
In some cases it may even be undesirable, for example if the optical drive cannot reinsert the media itself and
the user is not there to do it manually. Many slot loading, slim-line, and caddy style drives cannot reload media
automatically.

Set to £alse to disable automatic ejection, and be aware that you may need to ensure that the system does not
automatically boot from the optical drive after the initial installation.

base-installer/install-recommends (recommends) By setting this option to £alse, the package management sys-
tem will be configured to not automatically install “Recommends”, both during the installation and for the
installed system. See also Section 6.3.5.

Note that this option allows to have a leaner system, but can also result in features being missing that you might
normally expect to be available. You may have to manually install some of the recommended packages to
obtain the full functionality you want. This option should therefore only be used by very experienced users.

debian-installer/allow_unauthenticated By default the installer requires that repositories be authenticated using a
known gpg key. Set to true to disable that authentication. Warning: insecure, not recommended.

rescue/enable Set to true to enter rescue mode rather than performing a normal installation. See Section 8.5.

5.3.2 Using boot parameters to answer questions

With some exceptions, a value can be set at the boot prompt for any question asked during the installation, though
this is only really useful in specific cases. General instructions how to do this can be found in Section B.2.2. Some
specific examples are listed below.

debian-installer/language (language), debian-installer/country (country), debian-installer/locale (locale) There
are two ways to specify the language, country and locale to use for the installation and the installed system.

The first and easiest is to pass only the parameter 1ocale. Language and country will then be derived from
its value. You can for example use locale=de_CH.UTF-8 to select German as language and Switzerland
as country (de_CH.UTF-8 will be set as default locale for the installed system). Limitation is that not all
possible combinations of language, country and locale can be achieved this way.

The second, more flexible option is to specify language and country separately. In this case locale
can optionally be added to specify a specific default locale for the installed system. Example: language=en
country=DE locale=en_GB.UTF-8.

anna/choose_modules (modules) Can be used to automatically load installer components that are not loaded by
default. Examples of optional components that may be useful are openssh-client-udeb (so you can use
scp during the installation) and ppp—udeb (see Section D.3).

netcfg/disable_autoconfig Set to true if you want to disable IPv6 autoconfiguration and DHCP and instead force
static network configuration.
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mirror/protocol (protocol) By default the installer will use the http protocol to download files from Debian mirrors
and changing that to ftp is not possible during installations at normal priority. By setting this parameter to £tp,
you can force the installer to use that protocol instead. Note that you cannot select an ftp mirror from a list,
you have to enter the hostname manually.

tasksel:tasksel/first (tasks) Can be used to select tasks that are not available from the interactive task list, such as
the kde—desktop task. See Section 6.3.6.2 for additional information.

5.3.3 Passing parameters to kernel modules

If drivers are compiled into the kernel, you can pass parameters to them as described in the kernel documentation.
However, if drivers are compiled as modules and because kernel modules are loaded a bit differently during an instal-
lation than when booting an installed system, it is not possible to pass parameters to modules as you would normally
do. Instead, you need to use a special syntax recognized by the installer which will then make sure that the parameters
are saved in the proper configuration files and will thus be used when the modules are actually loaded. The parameters
will also be propagated automatically to the configuration for the installed system.

Note that it is now quite rare that parameters need to be passed to modules. In most cases the kernel will be able
to probe the hardware present in a system and set good defaults that way. However, in some situations it may still be
needed to set parameters manually.

The syntax to use to set parameters for modules is:

module_name.parameter name=value

If you need to pass multiple parameters to the same or different modules, just repeat this. For example, to set an old
3Com network interface card to use the BNC (coax) connector and IRQ 10, you would pass:

3¢509.xcvr=3 3c509.irg=10

5.3.4 Blacklisting kernel modules

Sometimes it may be necessary to blacklist a module to prevent it from being loaded automatically by the kernel and
udev. One reason could be that a particular module causes problems with your hardware. The kernel also sometimes
lists two different drivers for the same device. This can cause the device to not work correctly if the drivers conflict
or if the wrong driver is loaded first.

You can blacklist a module using the following syntax: module_name.blacklist=yes. This will cause the
module to be blacklisted in /etc/modprobe.d/blacklist.local both during the installation and for the
installed system.

Note that a module may still be loaded by the installation system itself. You can prevent that from happening
by running the installation in expert mode and unselecting the module from the list of modules displayed during the
hardware detection phases.

5.4 Troubleshooting the Installation Process

5.4.1 Reliability of optical media

Sometimes, especially with older drives, the installer may fail to boot from an optical disc. The installer may also
— even after booting successfully from such disc — fail to recognize the disc or return errors while reading from it
during the installation.

There are many different possible causes for these problems. We can only list some common issues and provide
general suggestions on how to deal with them. The rest is up to you.

There are two very simple things that you should try first.

« If the disc does not boot, check that it was inserted correctly and that it is not dirty.

« If the installer fails to recognize the disc, try just running the option Detect and mount installation media a
second time. Some DMA related issues with very old CD-ROM drives are known to be resolved in this way.

If this does not work, then try the suggestions in the subsections below. Most, but not all, suggestions discussed
there are valid for CD-ROM and DVD.

If you cannot get the installation working from optical disc, try one of the other installation methods that are
available.
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54.1.1 Common issues

o Some older CD-ROM drives do not support reading from discs that were burned at high speeds using a modern
CD writer.

e Some very old CD-ROM drives do not work correctly if “direct memory access” (DMA) is enabled for them.

5.4.1.2 How to investigate and maybe solve issues

If the optical disc fails to boot, try the suggestions listed below.

o Check that your BIOS/UEFI actually supports booting from optical disc (only an issue for very old systems)
and that booting from such media is enabled in the BIOS/UEFI.

« If you downloaded an iso image, check that the md5sum of that image matches the one listed for the image in
the MD5SUMS file that should be present in the same location as where you downloaded the image from.

$ md5sum debian-testing-i386-netinst.iso
a20391b12£f7£f£f22e£f705ceed4059c6b92 debian-testing-i386-netinst.iso

Next, check that the mdSsum of the burned disc matches as well. The following command should work. It uses
the size of the image to read the correct number of bytes from the disc.

$ dd if=/dev/cdrom | \

> head -c ‘stat --format=%s debian-testing-i386-netinst.iso’ | \
> md5sum

a20391b12f7££22e£f705cee4059c6b92 -

262668+0 records in

262668+0 records out

134486016 bytes (134 MB) copied, 97.474 seconds, 1.4 MB/s

If, after the installer has been booted successfully, the disc is not detected, sometimes simply trying again may
solve the problem. If you have more than one optical drive, try changing the disc to the other drive. If that does not
work or if the disc is recognized but there are errors when reading from it, try the suggestions listed below. Some
basic knowledge of kFreeBSD is required for this. To execute any of the commands, you should first switch to the
second virtual console (VT2) and activate the shell there.

o Switch to VT4 or view the contents of /var/log/syslog (use nano as editor) to check for any specific
error messages. After that, also check the output of dmesg.

o Check in the output of dmesg if your optical drive was recognized. You should see something like (the lines
do not necessarily have to be consecutive):

atal.00: ATAPI: MATSHITADVD-RAM UJ-822S, 1.61, max UDMA/33

atal.00: configured for UDMA/33

scsi 0:0:0:0: CD-ROM MATSHITA DVD-RAM UJ-822S 1.61 PQ: 0 ANSI: 5
sr0: scsi3-mmc drive: 24x/24x writer dvd-ram cd/rw xa/form2 cdda tray

cdrom: Uniform CD-ROM driver Revision: 3.20

If you don’t see something like that, chances are the controller your drive is connected to was not recognized
or may be not supported at all. If you know what driver is needed for the controller, you can try loading it
manually using modprobe.

o Check that there is a device node for your optical drive under /dev/. In the example above, this would be
/dev/sr0. There should also be a /dev/cdrom.

» Use the mount command to check if the optical disc is already mounted; if not, try mounting it manually:

$ mount /dev/hdc /cdrom

Check if there are any error messages after that command.

o Check if DMA is currently enabled:
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$ cd /proc/ide/hdc
$ grep using_dma settings
using_dma 1 0 1 rw

A “1” in the first column after using_dma means it is enabled. If it is, try disabling it:

$ echo -n "using_dma:0” >settings

Make sure that you are in the directory for the device that corresponds to your optical drive.

« If there are any problems during the installation, try checking the integrity of the installation media using the
option near the bottom of the installer’s main menu. This option can also be used as a general test if the disc
can be read reliably.

5.4.2 Boot Configuration

If you have problems and the kernel hangs during the boot process, doesn’t recognize peripherals you actually have,
or drives are not recognized properly, the first thing to check is the boot parameters, as discussed in Section 5.3.
In some cases, malfunctions can be caused by missing device firmware (see Section 2.2 and Section 6.4).

5.4.3 Interpreting the Kernel Startup Messages

During the boot sequence, you may see many messages in the form can’t find something, Or something

not present,can’t initialize something,oreventhis driver release depends on something.
Most of these messages are harmless. You see them because the kernel for the installation system is built to run on
computers with many different peripheral devices. Obviously, no one computer will have every possible peripheral

device, so the operating system may emit a few complaints while it looks for peripherals you don’t own. You may

also see the system pause for a while. This happens when it is waiting for a device to respond, and that device is not

present on your system. If you find the time it takes to boot the system unacceptably long, you can create a custom

kernel later .

5.4.4 Reporting Installation Problems

If you get through the initial boot phase but cannot complete the install, the menu option Save debug logs may be
helpful. It lets you store system error logs and configuration information from the installer on a storage medium, or
download them using a web browser. This information may provide clues as to what went wrong and how to fix it. If
you are submitting a bug report, you may want to attach this information to the bug report.

Other pertinent installation messages may be found in /var/log/ during the installation, and /var/log/
installer/ after the computer has been booted into the installed system.

5.4.5 Submitting Installation Reports

If you still have problems, please submit an installation report (in English please, whenever possible). We also en-
courage installation reports to be sent even if the installation is successful, so that we can get as much information as
possible on the largest number of hardware configurations.
Note that your installation report will be published in the Debian Bug Tracking System (BTS) and forwarded to a
public mailing list. Make sure that you use an e-mail address that you do not mind being made public.
If you have a working Debian system, the easiest way to send an installation reportis toinstall the installation-report
and reportbug packages (apt install installation-report reportbug), configure reportbug as explained in
Section 8.4.2, and run the command reportbug installation-reports.
Alternatively you can use this template when filling out installation reports, and file the report as a bug report
against the installation-reports pseudo package, by sending it to submit@bugs.debian.org.

Package: installation-reports
Boot method: <How did you boot the installer? CD/DVD? USB stick? Network?>
Image version: <Full URL to image you downloaded is best>

Date: <Date and time of the install>

Machine: <Description of machine (eg, IBM Thinkpad R32)>
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Processor:
Memory:
Partitions: <df -Tl will do; the raw partition table is preferred>

Output of lspci -knn (or lspci -nn):

Base System Installation Checklist:
[0] = OK, [E] = Error (please elaborate below), [ ] = didn’t try it

Initial boot:

Detect network card:
Configure network:
Detect media:

Load installer modules:
Detect hard drives:
Partition hard drives:
Install base system:
Clock/timezone setup:
User/password setup:
Install tasks:

Install boot loader:
Overall install:

Comments/Problems:

<Description of the install, in prose, and any thoughts, comments
and ideas you had during the initial install.>

Please make sure that any installation logs that you think would

be useful are attached to this report. (You can find them in the installer
system in /var/log/ and later on the installed system under
/var/log/installer.) Please compress large files using gzip.

In the bug report, describe what the problem is, including the last visible kernel messages in the event of a kernel
hang. Describe the steps that you did which brought the system into the problem state.
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Chapter 6

Using the Debian Installer

6.1 How the Installer Works

For this architecture the installer uses a text-based user interface. A graphical user interface is currently not available.

The Debian Installer consists of a number of special-purpose components to perform each installation task. Each
component performs its task, asking the user questions as necessary to do its job. The questions themselves are given
priorities, and the priority of questions to be asked is set when the installer is started.

When a default installation is performed, only essential (high priority) questions will be asked. This results in
a highly automated installation process with little user interaction. Components are automatically run in sequence;
which components are run depends mainly on the installation method you use and on your hardware. The installer
will use default values for questions that are not asked.

If there is a problem, the user will see an error screen, and the installer menu may be shown in order to select
some alternative action. If there are no problems, the user will never see the installer menu, but will simply answer
questions for each component in turn. Serious error notifications are set to priority “critical” so the user will always
be notified.

Some of the defaults that the installer uses can be influenced by passing boot arguments when debian-installer
is started. If, for example, you wish to force static network configuration (IPv6 autoconfiguration and DHCP are used
by default if available), you could add the boot parameter netcfg/disable_autoconfig=true. See Sec-
tion 5.3.1 for available options.

Power users may be more comfortable with a menu-driven interface, where each step is controlled by the user
rather than the installer performing each step automatically in sequence. To use the installer in a manual, menu-driven
way, add the boot argument priority=medium.

If your hardware requires you to pass options to kernel modules as they are installed, you will need to start the
installer in “expert” mode. This can be done by either using the expert command to start the installer or by adding
the boot argument priority=1low. Expert mode gives you full control over debian—-installer.

In the text-based environment the use of a mouse is not supported. Here are the keys you can use to navigate
within the various dialogs. The Tab or right arrow keys move “forward”, and the Shift-Tab or left arrow keys
move “backward” between displayed buttons and selections. The up and down arrow select different items within a
scrollable list, and also scroll the list itself. In addition, in long lists, you can type a letter to cause the list to scroll
directly to the section with items starting with the letter you typed and use Pg-Up and Pg-Down to scroll the list in
sections. The space bar selects an item such as a checkbox. Use Enter to activate choices.

Some dialogs may offer additional help information. If help is available this will be indicated on the bottom line
of the screen by displaying that help information can be accessed by pressing the F1 key.

Error messages and logs are redirected to the fourth console. You can access this console by pressing Left Alt-F4
(hold the left Alt key while pressing the F4 function key); get back to the main installer process with Left Alt-F1.

These messages can also be found in /var/log/syslog. Afterinstallation, this log is copied to /var/log/
installer/syslog on your new system. Other installation messages may be found in /var/log/ during the
installation, and /var/log/installer/ after the computer has been booted into the installed system.

6.2 Components Introduction

Here is a list of installer components with a brief description of each component’s purpose. Details you might need
to know about using a particular component are in Section 6.3.
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main-menu Shows the list of components to the user during installer operation, and starts a component when it is
selected. Main-menu’s questions are set to priority medium, so if your priority is set to high or critical (high is
the default), you will not see the menu. On the other hand, if there is an error which requires your intervention,
the question priority may be downgraded temporarily to allow you to resolve the problem, and in that case the
menu may appear.

You can get to the main menu by selecting the Go Back button repeatedly to back all the way out of the currently
running component.

localechooser Allows the user to select localization options for the installation and the installed system: language,
country and locales. The installer will display messages in the selected language, unless the translation for that
language is not complete in which case some messages may be shown in English.

console-setup Shows a list of keyboard (layouts), from which the user chooses the one which matches his own model.
hw-detect Automatically detects most of the system’s hardware, including network cards, disk drives, and PCMCIA.
cdrom-detect Looks for and mounts a Debian installation media.

netcfg Configures the computer’s network connections so it can communicate over the internet.

iso-scan Searches for ISO images (. 1 so files) on hard drives.

choose-mirror Presents a list of Debian archive mirrors. The user may choose the source of his installation packages.

cdrom-checker Checks integrity of installation media. This way, the user may assure him/herself that the installation
image was not corrupted.

lowmem Lowmem tries to detect systems with low memory and then does various tricks to remove unnecessary parts
of debian-installer from the memory (at the cost of some features).

anna Anna’s Not Nearly APT. Installs packages which have been retrieved from the chosen mirror or installation
media.

user-setup Sets up the root password, and adds a non-root user.
clock-setup Updates the system clock and determines whether the clock is set to UTC or not.
tzsetup Selects the time zone, based on the location selected earlier.

partman Allows the user to partition disks attached to the system, create file systems on the selected partitions, and
attach them to the mountpoints. Included are also interesting features like a fully automatic mode or LVM
support. This is the preferred partitioning tool in Debian.

partman-lvm Helps the user with the configuration of the LVM (Logical Volume Manager).

partman-md Allows the user to set up Software RAID (Redundant Array of Inexpensive Disks). This Software
RAID is usually superior to the cheap IDE (pseudo hardware) RAID controllers found on newer motherboards.

base-installer Installs the most basic set of packages which would allow the computer to operate under Debian
GNU/kFreeBSD when rebooted.

apt-setup Configures apt, mostly automatically, based on what media the installer is running from.
pkgsel Uses tasksel to select and install additional software.

os-prober Detects currently installed operating systems on the computer and passes this information to the bootloader-
installer, which may offer you an ability to add discovered operating systems to the bootloader’s start menu.
This way the user could easily choose at the boot time which operating system to start.

bootloader-installer The various bootloader installers each install a boot loader program on the hard disk, which is
necessary for the computer to start up using kFreeBSD without using a USB stick or CD-ROM. Many boot
loaders allow the user to choose an alternate operating system each time the computer boots.

shell Allows the user to execute a shell from the menu, or in the second console.

save-logs Provides a way for the user to record information on a USB stick, network, hard disk, or other media when
trouble is encountered, in order to accurately report installer software problems to Debian developers later.
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6.3 Using Individual Components

In this section we will describe each installer component in detail. The components have been grouped into stages
that should be recognizable for users. They are presented in the order they appear during the install. Note that not all
modules will be used for every installation; which modules are actually used depends on the installation method you
use and on your hardware.

6.3.1 Setting up Debian Installer and Hardware Configuration

Let’s assume the Debian Installer has booted and you are facing its first screen. At this time, the capabilities of
debian-installer are still quite limited. It doesn’t know much about your hardware, preferred language, or
even the task it should perform. Don’t worry. Because debian—installer is quite clever, it can automatically
probe your hardware, locate the rest of its components and upgrade itself to a capable installation system. However,
you still need to help debian-installer with some information it can’t determine automatically (like selecting
your preferred language, keyboard layout or desired network mirror).

You will notice that debian-installer performs hardware detection several times during this stage. The
first time is targeted specifically at the hardware needed to load installer components (e.g. your CD-ROM or network
card). As not all drivers may be available during this first run, hardware detection needs to be repeated later in the
process.

During hardware detection debian-installer checks if any of the drivers for the hardware devices in your
system require firmware to be loaded. If any firmware is requested but unavailable, a dialog will be displayed that
allows the missing firmware to be loaded from a removable medium. See Section 6.4 for further details.

6.3.1.1 Check available memory / low memory mode

One of the first things debian-installer does, is to check available memory. If the available memory is limited,
this component will make some changes in the installation process which hopefully will allow you to install Debian
GNU/kFreeBSD on your system.

The first measure taken to reduce memory consumption by the installer is to disable translations, which means that
the installation can only be done in English. Of course, you can still localize the installed system after the installation
has completed.

If that is not sufficient, the installer will further reduce memory consumption by loading only those components
essential to complete a basic installation. This reduces the functionality of the installation system. You will be given
the opportunity to load additional components manually, but you should be aware that each component you select will
use additional memory and thus may cause the installation to fail.

If the installer runs in low memory mode, it is recommended to create a relatively large swap partition (1-2GB).
The swap partition will be used as virtual memory and thus increases the amount of memory available to the system.
The installer will activate the swap partition as early as possible in the installation process. Note that heavy use of
swap will reduce performance of your system and may lead to high disk activity.

Despite these measures, it is still possible that your system freezes, that unexpected errors occur or that processes
are killed by the kernel because the system runs out of memory (which will result in “Out of memory” messages on
VT4 and in the syslog).

For example, it has been reported that creating a big ext3 file system fails in low memory mode when there
is insufficient swap space. If a larger swap doesn’t help, try creating the file system as ext2 (which is an essential
component of the installer) instead. It is possible to change an ext2 partition to ext3 after the installation.

It is possible to force the installer to use a higher lowmem level than the one based on available memory by using
the boot parameter “lowmem” as described in Section 5.3.1.

6.3.1.2 Selecting Localization Options

In most cases the first questions you will be asked concern the selection of localization options to be used both for the
installation and for the installed system. The localization options consist of language, location and locales.

The language you choose will be used for the rest of the installation process, provided a translation of the different
dialogs is available. If no valid translation is available for the selected language, the installer will default to English.

The selected geographic location (in most cases a country) will be used later in the installation process to select
the correct time zone and a Debian mirror appropriate for that country. Language and country together will help
determine the default locale for your system and select the correct keyboard layout.

You will first be asked to select your preferred language. The language names are listed both in English (left side)
and in the language itself (right side); the names on the right side are also shown in the proper script for the language.
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The list is sorted on the English names. At the top of the list is an extra option that allows you to select the “C” locale
instead of a language. Choosing the “C” locale will result in the installation proceeding in English; the installed system
will have no localization support as the 1ocales package will not be installed.

Next you will be asked to select your geographic location. If you selected a language that is recognized as an
official language for more than one country', you will be shown a list of only those countries. To select a country
that is not in that list, choose other (the last option). You will then be presented with a list of continents; selecting a
continent will lead to a list of relevant countries on that continent.

If the language has only one country associated with it, a list of countries will be displayed for the continent or
region the country belongs to, with that country selected as the default. Use the Go Back option to select countries
on a different continent.

NoTE

It is important to select the country where you live or where you are located as it
determines the time zone that will be configured for the installed system.

If you selected a combination of language and country for which no locale is defined and there exist multiple
locales for the language, then the installer will allow you to choose which of those locales you prefer as the default
locale for the installed system?. In all other cases a default locale will be selected based on the selected language and
country.

Any default locale selected as described in the previous paragraph will use UTF-8 as character encoding.

If you are installing at low priority, you will have the option of selecting additional locales, including so-called
“legacy” locales®, to be generated for the installed system; if you do, you will be asked which of the selected locales
should be the default for the installed system.

6.3.1.3 Choosing a Keyboard

Keyboards are often tailored to the characters used in a language. Select a layout that conforms to the keyboard you
are using, or select something close if the keyboard layout you want isn’t represented. Once the system installation is
complete, you’ll be able to select a keyboard layout from a wider range of choices (run dpkg-reconfigure keyboard-
configuration as root after you have completed the installation).

Move the highlight to the keyboard selection you desire and press Enter. Use the arrow keys to move the highlight
— they are in the same place in all national language keyboard layouts, so they are independent of the keyboard
configuration.

6.3.1.4 Looking for the Debian Installer ISO Image

When installing via the hd-media method, there will be a moment where you need to find and mount the Debian
Installer iso image in order to get the rest of the installation files. The component iso-scan does exactly this.

At first, iso-scan automatically mounts all block devices (e.g. partitions and logical volumes) which have some
known filesystem on them and sequentially searches for filenames ending with .iso (or .ISO for that matter).
Beware that the first attempt scans only files in the root directory and in the first level of subdirectories (i.e. it finds
/whatever.iso, /data/whatever.iso, but not /data/tmp/whatever.iso). After an iso image has
been found, iso-scan checks its content to determine if the image is a valid Debian iso image or not. In the former
case we are done, in the latter iso-scan seeks for another image.

In case the previous attempt to find an installer iso image fails, iso-scan will ask you whether you would like to
perform a more thorough search. This pass doesn’t just look into the topmost directories, but really traverses whole
filesystem.

If iso-scan does not discover your installer iso image, reboot back to your original operating system and check if
the image is named correctly (ending in . 1 s0), if it is placed on a filesystem recognizable by debian-installer,
and if it is not corrupted (verify the checksum). Experienced Unix users could do this without rebooting on the second
console.

'In technical terms: where multiple locales exist for that language with differing country codes.

2At medium and low priority you can always select your preferred locale from those available for the selected language (if there’s more than
one).

3Legacy locales are locales which do not use UTF-8, but one of the older standards for character encoding such as ISO 8859-1 (used by West
European languages) or EUC-JP (used by Japanese).
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Note that the partition (or disk) hosting the ISO image can’t be reused during the installation process as it will be in
use by the installer. To work-around this, and provided that you have enough system memory, the installer can copy the
ISO image into RAM before mounting it. This is controlled by the low priority i so-scan/copy_1iso_to_ram
debconf question (it is only asked if the memory requirement is met).

6.3.1.5 Configuring the Network

As you enter this step, if the system detects that you have more than one network device, you'll be asked to choose
which device will be your primary network interface, i.e. the one which you want to use for installation. The other
interfaces won’t be configured at this time. You may configure additional interfaces after installation is complete; see
the interfaces(5) man page.

6.3.1.5.1 Automatic network configuration

By default, debian-installer tries to configure your computer’s network automatically as far as possible. If
the automatic configuration fails, that may be caused by many factors ranging from an unplugged network cable to
missing infrastructure for automatic configuration. For further explanation in case of errors, check the error messages
on the fourth console. In any case, you will be asked if you want to retry, or if you want to perform a manual
setup. Sometimes the network services used for autoconfiguration can be slow in their responses, so if you are sure
everything is in place, simply start the autoconfiguration attempt again. If autoconfiguration fails repeatedly, you can
instead choose the manual network setup.

6.3.1.5.2 Manual network configuration

The manual network setup in turn asks you a number of questions about your network, notably IP address,
Netmask, Gateway, Name server addresses, and a Hostname. Moreover, if you have a wireless net-
work interface, you will be asked to provide your Wireless ESSID (“wireless network name”) and a WEP key
or WPA/WPA2 passphrase. Fill in the answers from Section 3.3.

NotE

Some technical details you might, or might not, find handy: the program assumes
the network IP address is the bitwise-AND of your system’s IP address and your
netmask. The default broadcast address is calculated as the bitwise OR of your
system’s |IP address with the bitwise negation of the netmask. It will also guess
your gateway. If you can’t find any of these answers, use the offered defaults — if

necessary, you can change them by editing /etc/network/interfaces once
the system has been installed.

6.3.1.5.3 IPv4 and IPv6

From Debian GNU/kFreeBSD 7.0 (“Wheezy”) onwards, debian—-installer supports IPv6 as well as the “clas-
sic” IPv4. All combinations of IPv4 and IPv6 (IPv4-only, IPv6-only and dual-stack configurations) are supported.

Autoconfiguration for IPv4 is done via DHCP (Dynamic Host Configuration Protocol). Autoconfiguration for
IPv6 supports stateless autoconfiguration using NDP (Neighbor Discovery Protocol, including recursive DNS server
(RDNSS) assignment), stateful autoconfiguration via DHCPv6 and mixed stateless/stateful autoconfiguration (address
configuration via NDP, additional parameters via DHCPv6).

6.3.2 Setting Up Users And Passwords

Just before configuring the clock, the installer will allow you to set up the “root” account and/or an account for the
first user. Other user accounts can be created after the installation has been completed.

6.3.2.1 Set the Root Password

The root account is also called the super-user; it is a login that bypasses all security protection on your system. The
root account should only be used to perform system administration, and only used for as short a time as possible.
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Any password you create should contain at least 6 characters, and should contain both upper- and lower-case
characters, as well as punctuation characters. Take extra care when setting your root password, since it is such a
powerful account. Avoid dictionary words or use of any personal information which could be guessed.

If anyone ever tells you they need your root password, be extremely wary. You should normally never give your
root password out, unless you are administering a machine with more than one system administrator.

In case you do not specify a password for the “root” user here, this account will be disabled but the sudo package
will be installed later to enable administrative tasks to be carried out on the new system. By default, the first user
created on the system will be allowed to use the sudo command to become root.

6.3.2.2 Create an Ordinary User

The system will ask you whether you wish to create an ordinary user account at this point. This account should be
your main personal log-in. You should not use the root account for daily use or as your personal login.

Why not? Well, one reason to avoid using root’s privileges is that it is very easy to do irreparable damage as
root. Another reason is that you might be tricked into running a Trojan-horse program — that is a program that takes
advantage of your super-user powers to compromise the security of your system behind your back. Any good book
on Unix system administration will cover this topic in more detail — consider reading one if it is new to you.

You will first be prompted for the user’s full name. Then you’ll be asked for a name for the user account; generally
your first name or something similar will suffice and indeed will be the default. Finally, you will be prompted for a
password for this account.

If at any point after installation you would like to create another account, use the adduser command.

6.3.3 Configuring the Clock and Time Zone

The installer will first attempt to connect to a time server on the Internet (using the NTP protocol) in order to correctly
set the system time. If this does not succeed, the installer will assume the time and date obtained from the system
clock when the installation system was booted are correct. It is not possible to manually set the system time during
the installation process.

Depending on the location selected earlier in the installation process, you may be shown a list of time zones
relevant for that location. If your location has only one time zone and you are doing a default installation, you will not
be asked anything and the system will assume that time zone.

In expert mode or when installing at medium priority, you will have the additional option to select “Coordinated
Universal Time” (UTC) as time zone.

If for some reason you wish to set a time zone for the installed system that does not match the selected location,
there are two options.

1. The simplest option is to just select a different time zone after the installation has been completed and you've
booted into the new system. The command to do this is:

# dpkg-reconfigure tzdata

2. Alternatively, the time zone can be set at the very start of the installation by passing the parameter t ime /zone=value
when you boot the installation system. The value should of course be a valid time zone, for example Europe/London
or UTC.

For automated installations the time zone can be set to any desired value using preseeding.

6.3.4 Partitioning and Mount Point Selection

At this time, after hardware detection has been executed a final time, debian—installer should be at its full
strength, customized for the user’s needs and ready to do some real work. As the title of this section indicates, the
main task of the next few components lies in partitioning your disks, creating filesystems, assigning mountpoints and
optionally configuring closely related options like RAID, LVM or encrypted devices.

If you are uncomfortable with partitioning, or just want to know more details, see Appendix C.

First you will be given the opportunity to automatically partition either an entire drive, or available free space on
a drive. This is also called “guided” partitioning. If you do not want to autopartition, choose Manual from the menu.
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6.3.4.1 Supported partitioning options

The partitioner used in debian-installer is fairly versatile. It allows to create many different partitioning
schemes, using various partition tables, file systems and advanced block devices.

Exactly which options are available depends mainly on the architecture, but also on other factors. For example,
on systems with limited internal memory some options may not be available. Defaults may vary as well. The type of
partition table used by default can for example be different for large capacity hard disks than for smaller hard disks.
Some options can only be changed when installing at medium or low debconf priority; at higher priorities sensible
defaults will be used.

The following file systems are supported.

o ext2,
o FATI6, FAT32

The partitioner accepts units as power-of-ten (1 MB = 1000 kB = 1000000 B), as well as power-of-two (1 MiB
= 1024 kiB = 1048576 B). Unit prefixes are supported until EB/EiB (exabyte/exbibyte).

6.3.4.2 Guided Partitioning

If you choose guided partitioning for a whole disk, you will first be asked to select the disk you want to use. Check
that all your disks are listed and, if you have several disks, make sure you select the correct one. The order they are
listed in may differ from what you are used to. The size of the disks may help to identify them.

Any data on the disk you select will eventually be lost, but you will always be asked to confirm any changes before
they are written to the disk.

Next, you will be able to choose from the schemes listed in the table below. All schemes have their pros and
cons, some of which are discussed in Appendix C. If you are unsure, choose the first one. Bear in mind that guided
partitioning needs a certain minimal amount of free space to operate with. If you don’t give it at least about 1GB of
space (depends on chosen scheme), guided partitioning will fail.

Partitioning scheme Minimum space Created partitions

All files in one partition 600MB /, swap

Separate /home partition 500MB /, /home, swap

Sepa'lr'ate /home, /var and /tmp 1GB /, /home, /var, /tmp, swap
partitions

After selecting a scheme, the next screen will show your new partition table, including information on whether
and how partitions will be formatted and where they will be mounted.
The list of partitions might look like this:

SCSI1 (0,0,0) (sda) - 6.4 GB WDC AC36400L
#1 primary 16.4 MB B f ext2 /boot
#2 primary 551.0 MB swap swap
#3 primary 5.8 GB ntfs

pri/log 8.2 MB FREE SPACE

SCSI2 (1,0,0) (sdb) - 80.0 GB ST380021A
#1 primary 15.9 MB ext3
#2 primary 996.0 MB fatlé6
#3 primary 3.9 GB xfs /home
#5 logical 6.0 GB f ext4d /
#6 logical 1.0 GB f ext3 /var
#7 logical 498.8 MB ext3

This example shows two hard drives divided into several partitions; the first disk has some free space. Each partition
line consists of the partition number, its type, size, optional flags, file system, and mountpoint (if any). Note: this
particular setup cannot be created using guided partitioning but it does show possible variation that can be achieved
using manual partitioning.

This concludes the guided partitioning. If you are satisfied with the generated partition table, you can choose
Finish partitioning and write changes to disk from the menu to implement the new partition table (as described at the
end of this section). If you are not happy, you can choose to Undo changes to partitions and run guided partitioning
again, or modify the proposed changes as described below for manual partitioning.
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6.3.4.3 Manual Partitioning

A similar screen to the one shown just above will be displayed if you choose manual partitioning except that your
existing partition table will be shown and without the mount points. How to manually set up your partition table and
the usage of partitions by your new Debian system will be covered in the remainder of this section.

If you select a pristine disk which has neither partitions nor free space on it, you will be asked if a new partition
table should be created (this is needed so you can create new partitions). After this, a new line entitled “FREE SPACE”
should appear in the table under the selected disk.

If you select some free space, you will have the opportunity to create a new partition. You will have to answer a
quick series of questions about its size, type (primary or logical), and location (beginning or end of the free space).
After this, you will be presented with a detailed overview of your new partition. The main setting is Use as:, which
determines if the partition will have a file system on it, or be used for swap, or not be used at all. Other settings
include mountpoint, mount options, and bootable flag; which settings are shown depends on how the partition is to be
used. If you don’t like the preselected defaults, feel free to change them to your liking. E.g. by selecting the option
Use as:, you can choose a different filesystem for this partition, including options to use the partition for swap, or not
use it at all. When you are satisfied with your new partition, select Done setting up the partition and you will return
to partman’s main screen.

If you decide you want to change something about your partition, simply select the partition, which will bring
you to the partition configuration menu. This is the same screen as is used when creating a new partition, so you can
change the same settings. One thing that may not be very obvious at a first glance is that you can resize the partition
by selecting the item displaying the size of the partition. Filesystems known to work are at least fat16, fat32, ext2,
ext3 and swap. This menu also allows you to delete a partition.

Be sure to create at least two partitions: one for the root filesystem (which must be mounted as /) and one for
swap. If you forget to mount the root filesystem, partman won’t let you continue until you correct this issue.

After you are satisfied with partitioning, select Finish partitioning and write changes to disk from the partitioning
menu. You will be presented with a summary of changes made to the disks and asked to confirm that the filesystems
should be created as requested.

6.3.4.4 Configuring Multidisk Devices (Software RAID)

If you have more than one harddrive* in your computer, you can use partman-md to set up your drives for increased
performance and/or better reliability of your data. The result is called Multidisk Device (or after its most famous
variant software RAID).
MD is basically a bunch of partitions located on different disks and combined together to form a logical device.
This device can then be used like an ordinary partition (i.e. in partman you can format it, assign a mountpoint, etc.).
What benefits this brings depends on the type of MD device you are creating. Currently supported are:

RAIDO Is mainly aimed at performance. RAIDO splits all incoming data into stripes and distributes them equally
over each disk in the array. This can increase the speed of read/write operations, but when one of the disks
fails, you will lose everything (part of the information is still on the healthy disk(s), the other part was on the
failed disk).

The typical use for RAIDO is a partition for video editing.

RAID1 Is suitable for setups where reliability is the first concern. It consists of several (usually two) equally-sized
partitions where every partition contains exactly the same data. This essentially means three things. First, if
one of your disks fails, you still have the data mirrored on the remaining disks. Second, you can use only a
fraction of the available capacity (more precisely, it is the size of the smallest partition in the RAID). Third,
file-reads are load-balanced among the disks, which can improve performance on a server, such as a file server,
that tends to be loaded with more disk reads than writes.

Optionally you can have a spare disk in the array which will take the place of the failed disk in the case of
failure.

RAIDS Is a good compromise between speed, reliability and data redundancy. RAIDS splits all incoming data
into stripes and distributes them equally on all but one disk (similar to RAIDO). Unlike RAIDO, RAIDS also
computes parity information, which gets written on the remaining disk. The parity disk is not static (that would
be called RAID4), but is changing periodically, so the parity information is distributed equally on all disks.
When one of the disks fails, the missing part of information can be computed from remaining data and its
parity. RAIDS must consist of at least three active partitions. Optionally you can have a spare disk in the array
which will take the place of the failed disk in the case of failure.

“To be honest, you can construct an MD device even from partitions residing on single physical drive, but that won’t give any benefits.
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As you can see, RAIDS has a similar degree of reliability to RAID1 while achieving less redundancy. On the
other hand, it might be a bit slower on write operations than RAIDO due to computation of parity information.

RAIDG6 Is similar to RAIDS except that it uses two parity devices instead of one.
A RAIDG6 array can survive up to two disk failures.

RAID10 RAID10 combines striping (as in RAIDO) and mirroring (as in RAID1). It creates n copies of incoming
data and distributes them across the partitions so that none of the copies of the same data are on the same
device. The default value of n is 2, but it can be set to something else in expert mode. The number of partitions
used must be at least n. RAID10 has different layouts for distributing the copies. The default is near copies.

Near copies have all of the copies at about the same offset on all of the disks. Far copies have the copies at
different offsets on the disks. Offset copies copy the stripe, not the individual copies.

RAID10 can be used to achieve reliability and redundancy without the drawback of having to calculate parity.

To sum it up:

Minimum Survives disk

Devices Spare Device failure? Available Space

Type

Size of the smallest
partition multiplied
by number of
devices in RAID
Size of the smallest
partition in RAID
Size of the smallest
partition multiplied
RAIDS5 3 optional yes by (number of
devices in RAID
minus one)

Size of the smallest
partition multiplied
RAID6 4 optional yes by (number of
devices in RAID
minus two)

Total of all
partitions divided
RAIDI10 2 optional yes by the number of
chunk copies
(defaults to two)

RAIDO 2 no no

RAIDI1 2 optional yes

If you want to know more about Software RAID, have a look at Software RAID HOWTO.

To create an MD device, you need to have the desired partitions it should consist of marked for use in a RAID.
(This is done in partman in the Partition settings menu where you should select Use as: — physical volume for
RAID.)

Note
Make sure that the system can be booted with the partitioning scheme you are plan-
% ning. In general it will be necessary to create a separate file system for /boot when
using RAID for the root (/) file system. Most boot loaders do support mirrored (not
striped!) RAID1, so using for example RAIDS for / and RAID1 for /boot can be an
option.

Next, you should choose Configure software RAID from the main partman menu. (The menu will only appear
after you mark at least one partition for use as physical volume for RAID.) On the first screen of partman-md simply
select Create MD device. You will be presented with a list of supported types of MD devices, from which you should
choose one (e.g. RAID1). What follows depends on the type of MD you selected.
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« RAIDO is simple — you will be issued with the list of available RAID partitions and your only task is to select
the partitions which will form the MD.

o RAIDI is a bit more tricky. First, you will be asked to enter the number of active devices and the number
of spare devices which will form the MD. Next, you need to select from the list of available RAID partitions
those that will be active and then those that will be spare. The count of selected partitions must be equal to
the number provided earlier. Don’t worry. If you make a mistake and select a different number of partitions,
debian-installer won't let you continue until you correct the issue.

o RAIDS has a setup procedure similar to RAID1 with the exception that you need to use at least three active
partitions.

« RAIDG also has a setup procedure similar to RAID1 except that at least four active partitions are required.

o RAID10 again has a setup procedure similar to RAID1 except in expert mode. In expert mode, debian-installer
will ask you for the layout. The layout has two parts. The first part is the layout type. It is either n (for near
copies), £ (for far copies), or o (for offset copies). The second part is the number of copies to make of the
data. There must be at least that many active devices so that all of the copies can be distributed onto different
disks.

It is perfectly possible to have several types of MD at once. For example, if you have three 200 GB hard drives
dedicated to MD, each containing two 100 GB partitions, you can combine the first partitions on all three disks into
the RAIDO (fast 300 GB video editing partition) and use the other three partitions (2 active and 1 spare) for RAID1
(quite reliable 100 GB partition for /home).

After you set up MD devices to your liking, you can Finish partman-md to return back to the partman to create
filesystems on your new MD devices and assign them the usual attributes like mountpoints.

6.3.4.5 Configuring the Logical Volume Manager (LVM)

If you are working with computers at the level of system administrator or “advanced” user, you have surely seen the
situation where some disk partition (usually the most important one) was short on space, while some other partition
was grossly underused and you had to manage this situation by moving stuff around, symlinking, etc.

To avoid the described situation you can use Logical Volume Manager (LVM). Simply said, with LVM you can
combine your partitions (physical volumes in LVM lingo) to form a virtual disk (so called volume group), which can
then be divided into virtual partitions (logical volumes). The point is that logical volumes (and of course underlying
volume groups) can span across several physical disks.

Now when you realize you need more space for your old 160GB /home partition, you can simply add a new
300GB disk to the computer, join it with your existing volume group and then resize the logical volume which holds
your /home filesystem and voila — your users have some room again on their renewed 460GB partition. This
example is of course a bit oversimplified. If you haven’t read it yet, you should consult the LVM HOWTO.

LVM ssetup in debian—-installer is quite simple and completely supported inside partman. First, you have
to mark the partition(s) to be used as physical volumes for LVM. This is done in the Partition settings menu where
you should select Use as: — physical volume for LVM.

W ARNING

Be aware: the new LVM setup will destroy all data on all partitions marked with an
LVM type code. So, if you already have an LVM on some of your disks, and want
to install Debian additionally to that machine, the old (already existing) LVM will be
wiped out! The same counts for partitions, which are (for any reason) misleadingly
marked with an LVM type code, but contain something different (like an encrypted
volume). You need to remove such disks from the system, before performing a new
LVM setup!

When you return to the main partman screen, you will see a new option Configure the Logical Volume Manager.
When you select that, you will first be asked to confirm pending changes to the partition table (if any) and after that
the LVM configuration menu will be shown. Above the menu a summary of the LVM configuration is shown. The
menu itself is context sensitive and only shows valid actions. The possible actions are:
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« Display configuration details: shows LVM device structure, names and sizes of logical volumes and more
o Create volume group

o Create logical volume

» Delete volume group

» Delete logical volume

« Extend volume group

» Reduce volume group

o Finish: return to the main partman screen

Use the options in that menu to first create a volume group and then create your logical volumes inside it.
After you return to the main partman screen, any created logical volumes will be displayed in the same way as
ordinary partitions (and you should treat them as such).

6.3.4.6 Configuring Encrypted Volumes

debian-installer allows you to set up encrypted partitions. Every file you write to such a partition is immedi-
ately saved to the device in encrypted form. Access to the encrypted data is granted only after entering the passphrase
used when the encrypted partition was originally created. This feature is useful to protect sensitive data in case your
laptop or hard drive gets stolen. The thief might get physical access to the hard drive, but without knowing the right
passphrase, the data on the hard drive will look like random characters.

The two most important partitions to encrypt are: the home partition, where your private data resides, and the
swap partition, where sensitive data might be stored temporarily during operation. Of course, nothing prevents you
from encrypting any other partitions that might be of interest. For example /var where database servers, mail servers
or print servers store their data, or /tmp which is used by various programs to store potentially interesting temporary
files. Some people may even want to encrypt their whole system. Generally the only exception here is the /boot
partition which must remain unencrypted, because historically there was no way to load the kernel from an encrypted
partition. (GRUB is now able to do that, but debian-installer currently lacks native support for encrypted
/boot. The setup is therefore covered in a separate document.)

NoTE

unencrypted ones because the data needs to be decrypted or encrypted for every
read or write. The performance impact depends on your CPU speed, chosen cipher
and a key length.

Please note that the performance of encrypted partitions will be less than that of

To use encryption, you have to create a new partition by selecting some free space in the main partitioning menu.
Another option is to choose an existing partition (e.g. a regular partition, an LVM logical volume or a RAID volume).
In the Partition settings menu, you need to select physical volume for encryption at the Use as: option. The menu will
then change to include several cryptographic options for the partition.

The encryption method supported by debian—-installer is dm-crypt (included in newer Linux kernels, able
to host LVM physical volumes).

Let’s have a look at the options available when you select encryption via Device—-mapper (dm-crypt). As
always: when in doubt, use the defaults, because they have been carefully chosen with security in mind.

Encryption: aes This option lets you select the encryption algorithm (cipher) which will be used to encrypt the
data on the partition. debian—-installer currently supports the following block ciphers: aes, blowfish,
serpent, and twofish. It is beyond the scope of this document to discuss the qualities of these different algorithms,
however, it might help your decision to know that in 2000, AES was chosen by the American National Institute
of Standards and Technology as the standard encryption algorithm for protecting sensitive information in the
21st century.
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Key size: 256 Here you can specify the length of the encryption key. With a larger key size, the strength of the
encryption is generally improved. On the other hand, increasing the length of the key usually has a negative
impact on performance. Available key sizes vary depending on the cipher.

IV algorithm: xts—-plain64 The Initialization Vector or IV algorithm is used in cryptography to ensure that
applying the cipher on the same clear fext data with the same key always produces a unique cipher text. The
idea is to prevent the attacker from deducing information from repeated patterns in the encrypted data.

From the provided alternatives, the default xt s—plainé64 is currently the least vulnerable to known attacks.
Use the other alternatives only when you need to ensure compatibility with some previously installed system
that is not able to use newer algorithms.

Encryption key: Passphrase Here you can choose the type of the encryption key for this partition.

Passphrase The encryption key will be computed® on the basis of a passphrase which you will be able to enter
later in the process.

Random key A new encryption key will be generated from random data each time you try to bring up the

encrypted partition. In other words: on every shutdown the content of the partition will be lost as the key
is deleted from memory. (Of course, you could try to guess the key with a brute force attack, but unless
there is an unknown weakness in the cipher algorithm, it is not achievable in our lifetime.)
Random keys are useful for swap partitions because you do not need to bother yourself with remembering
the passphrase or wiping sensitive information from the swap partition before shutting down your com-
puter. However, it also means that you will not be able to use the “suspend-to-disk” functionality offered
by newer Linux kernels as it will be impossible (during a subsequent boot) to recover the suspended data
written to the swap partition.

Erase data: yes Determines whether the content of this partition should be overwritten with random data before
setting up the encryption. This is recommended because it might otherwise be possible for an attacker to discern
which parts of the partition are in use and which are not. In addition, this will make it harder to recover any
leftover data from previous installations®.

After you have selected the desired parameters for your encrypted partitions, return back to the main partitioning
menu. There should now be a new menu item called Configure encrypted volumes. After you select it, you will be
asked to confirm the deletion of data on partitions marked to be erased and possibly other actions such as writing a
new partition table. For large partitions this might take some time.

Next you will be asked to enter a passphrase for partitions configured to use one. Good passphrases should be
longer than 8 characters, should be a mixture of letters, numbers and other characters and should not contain common
dictionary words or information easily associable with you (such as birthdates, hobbies, pet names, names of family
members or relatives, etc.).

WARNING

Before you input any passphrases, you should have made sure that your keyboard
is configured correctly and generates the expected characters. If you are unsure,
you can switch to the second virtual console and type some text at the prompt. This

@ ensures that you won'’t be surprised later, e.g. by trying to input a passphrase using
a qwerty keyboard layout when you used an azerty layout during the installation.
This situation can have several causes. Maybe you switched to another keyboard
layout during the installation, or the selected keyboard layout might not have been
set up yet when entering the passphrase for the root file system.

If you selected to use methods other than a passphrase to create encryption keys, they will be generated now.
Because the kernel may not have gathered a sufficient amount of entropy at this early stage of the installation, the
process may take a long time. You can help speed up the process by generating entropy: e.g. by pressing random keys,
or by switching to the shell on the second virtual console and generating some network and disk traffic (downloading
some files, feeding big files into /dev/null, etc.). This will be repeated for each partition to be encrypted.

SUsing a passphrase as the key currently means that the partition will be set up using LUKS.
61t is believed that the guys from three-letter agencies can restore the data even after several rewrites of the magnetooptical media, though.
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After returning to the main partitioning menu, you will see all encrypted volumes as additional partitions which
can be configured in the same way as ordinary partitions. The following example shows a volume encrypted via
dm-crypt.

Encrypted volume (sdaZ2_crypt) - 115.1 GB Linux device-mapper
#1 115.1 GB F ext3

Now is the time to assign mount points to the volumes and optionally change the file system types if the defaults do
not suit you.

Pay attention to the identifiers in parentheses (sda2_crypt in this case) and the mount points you assigned to
each encrypted volume. You will need this information later when booting the new system. The differences between
the ordinary boot process and the boot process with encryption involved will be covered later in Section 7.2.

Once you are satisfied with the partitioning scheme, continue with the installation.

6.3.5 Installing the Base System

Although this stage is the least problematic, it consumes a significant fraction of the install because it downloads,
verifies and unpacks the whole base system. If you have a slow computer or network connection, this could take some
time.

During installation of the base system, package unpacking and setup messages are redirected to tty4. You can
access this terminal by pressing Left Alt-F4; get back to the main installer process with Left Alt-F1.

The unpack/setup messages generated during this phase are also saved in /var/log/syslog. You can check
them there if the installation is performed over a serial console.

As part of the installation, a kFreeBSD kernel will be installed. At the default priority, the installer will choose one
for you that best matches your hardware. In lower priority modes, you will be able to choose from a list of available
kernels.

When packages are installed using the package management system, it will by default also install packages that
are recommended by those packages. Recommended packages are not strictly required for the core functionality of
the selected software, but they do enhance that software and should, in the view of the package maintainers, normally
be installed together with that software.

NoTE

For technical reasons packages installed during the installation of the base system
% are installed without their “Recommends”. The rule described above only takes ef-

fect after this point in the installation process.

6.3.6 Installing Additional Software

At this point you have a usable but limited system. Most users will want to install additional software on the system to
tune it to their needs, and the installer allows you do so. This step can take even longer than installing the base system
if you have a slow computer or network connection.

6.3.6.1 Configuring apt

One of the tools used to install packages on a Debian GNU/kFreeBSD system is the program apt, from the apt
package’. Other front-ends for package management, like aptitude and synaptic, are also in use. These front-ends
are recommended for new users, since they integrate some additional features (package searching and status checks)
in a nice user interface.

apt must be configured so that it knows from where to retrieve packages. The results of this configuration are writ-
ten to the file /etc/apt/sources.list. You can examine and edit this file to your liking after the installation
is complete.

If you are installing at default priority, the installer will largely take care of the configuration automatically, based
on the installation method you are using and possibly using choices made earlier in the installation. In most cases

"Note that the program which actually installs the packages is called dpkg. However, this program is more of a low-level tool. apt is a higher-
level tool, which will invoke dpkg as appropriate. It knows how to retrieve packages from your installation media, the network, or wherever. It is
also able to automatically install other packages which are required to make the package you're trying to install work correctly.
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the installer will automatically add a security mirror and, if you are installing the stable distribution, a mirror for the
“stable-updates” service.

If you are installing at a lower priority (e.g. in expert mode), you will be able to make more decisions yourself.
You can choose whether or not to use the security and/or stable-updates services, and you can choose to add packages
from the “contrib”, “non-free”, and “non-free-firmware” sections of the archive.

6.3.6.1.1 Installing from more than one DVD image

If you are installing from a DVD image that is part of a larger set, the installer will ask if you want to scan additional
installation media. If you have such additional media available, you probably want to do this so the installer can use
the packages included on them.

If you do not have any additional media, that is no problem: using them is not required. If you also do not use a
network mirror (as explained in the next section), it can mean that not all packages belonging to the tasks you select
in the next step of the installation can be installed.

NoTE

Packages are included on DVD images in the order of their popularity. This means
that for most uses only the firstimage of a set is needed and that only very few people

actually use any of the packages included on the last images of a set.

It also means that buying or downloading and burning a full DVD set is just a waste
of money as you’ll never use most of them. In most cases you are better off getting
only the first 1 to 2 DVDs and installing any additional packages you may need from
the Internet by using a mirror.

If you do scan multiple installation media, the installer will prompt you to exchange them when it needs packages
from one that isn’t currently in the drive. Note that only discs that belong to the same set should be scanned. The
order in which they are scanned does not really matter, but scanning them in ascending order will reduce the chance
of mistakes.

6.3.6.1.2 Using a network mirror

One question that will be asked during most installs is whether or not to use a network mirror as a source for packages.
In most cases the default answer should be fine, but there are some exceptions.

If you are not installing from a DVD image, you really should use a network mirror as otherwise you will end
up with only a very minimal system. However, if you have a limited Internet connection it is best not to select the
desktop task in the next step of the installation.

If you are installing from DVD, any packages needed during the installation should be present on the first DVD
image. Use of a network mirror is optional.

One advantage of adding a network mirror is that updates, that have occurred since the DVD images were created
and have been included in a point release, will become available for installation, thus extending the life of your DVD
set without compromising the security or stability of the installed system.

In summary: selecting a network mirror is generally a good idea, except if you do not have a good Internet
connection. If the current version of a package is available from installation media, the installer will always use that.
The amount of data that will be downloaded if you do select a mirror thus depends on

1. the tasks you select in the next step of the installation,
2. which packages are needed for those tasks,
3. which of those packages are present on the installation media you have scanned, and

4. whether any updated versions of packages included on the installation media are available from a mirror (either
a regular package mirror, or a mirror for security or stable-updates).

Note that the last point means that, even if you choose not to use a network mirror, some packages may still be
downloaded from the Internet if there is a security or stable-updates update available for them and those services have
been configured.
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6.3.6.1.3 Choosing a network mirror

Unless you chose not to use a network mirror, you will be presented with a list of network mirrors based upon your
country selection earlier in the installation process. Choosing the offered default is usually fine.

The offered default is deb.debian.org, which is not a mirror itself but will redirect to a mirror that should be up-to-
date and fast. These mirrors support TLS (https protocol) and IPv6. This service is maintained by the Debian System
Administration (DSA) team.

A mirror can also be specified by hand by choosing “enter information manually” . You can then specify a mirror
host name and an optional port number. This actually has to be a URL base, i.e. when specifying an IPv6 address,
one has to add square brackets around it, for instance “[2001:db8::1]”.

If your computer is on an IPv6-only network (which is probably not the case for the vast majority of users), using
the default mirror for your country might not work. All the mirrors in the list are reachable via IPv4, but only some
of them can be used via IPv6. As connectivity of individual mirrors can change over time, this information is not
available in the installer. If there is no IPv6 connectivity for the default mirror for your country, you can either try
some of the other mirrors offered to you or choose the “enter information manually” option. You can then specify
“ftp.ipv6.debian.org” as the mirror name, which is an alias for a mirror available via IPv6, although it will probably
not be the fastest possible one.

6.3.6.2 Selecting and Installing Software

During the installation process, you are given the opportunity to select additional software to install. Rather than
picking individual software packages from the available packages, this stage of the installation process focuses on
selecting and installing predefined collections of software to quickly set up your computer to perform various tasks.

These tasks loosely represent a number of different jobs or things you want to do with your computer, such as
“Desktop environment”, “Web server”, or “SSH server”®. Section D.1 lists the space requirements for the available
tasks.

Some tasks may be pre-selected based on the characteristics of the computer you are installing. If you disagree
with these selections you can deselect them. You can even opt to install no tasks at all at this point.

Trp

In the standard user interface of the installer, you can use the space bar to toggle

selection of a task.

NoTE

The “Desktop environment” task will install a graphical desktop environment.

By default, debian-installer installs the desktop environment. It is possible to
interactively select a different desktop environment during the installation. It is also

% possible to install multiple desktops, but some combinations of desktop may not be
co-installable.

Note that this will only work if the packages needed for the desired desktop environ-
ment are actually available. Installing any of the available desktop environments this
way should work fine if you are using a DVD image or any other installation method
with a network mirror.

The various server tasks will install software roughly as follows. Web server: apache?2; SSH server: openssh.

The “Standard system utilities” task will install any package that has a priority “standard”. This includes a lot of
common utilities that are normally available on any Linux or Unix system. You should leave this task selected unless
you know what you are doing and want a really minimal system.

8You should know that to present this list, the installer is merely invoking the tasksel program. It can be run at any time after installation to
install more packages (or remove them), or you can use a more fine-grained tool such as aptitude. If you are looking for a specific single package,
after installation is complete, simply run aptitude install package, where package is the name of the package you are looking for.
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If during language selection a default locale other than the “C” locale was selected, tasksel will check if any
localization tasks are defined for that locale and will automatically try to install relevant localization packages. This
includes for example packages containing word lists or special fonts for your language. If a desktop environment was
selected, it will also install appropriate localization packages for that (if available).

Once you've selected your tasks, select Continue. At this point, apt will install the packages that are part of the
selected tasks. If a particular program needs more information from the user, it will prompt you during this process.

You should be aware that especially the Desktop task is very large. Especially when installing from a netinst CD
image in combination with a mirror for packages not on the netinst, the installer may want to retrieve a lot of packages
over the network. If you have a relatively slow Internet connection, this can take a long time. There is no option to
cancel the installation of packages once it has started.

Even when packages are included on the installation image, the installer may still retrieve them from the mirror if
the version available on the mirror is more recent than the one included on the image. If you are installing the stable
distribution, this can happen after a point release (an update of the original stable release); if you are installing the
testing distribution this will happen if you are using an older image.

6.3.7 Making Your System Bootable

If you are installing a diskless workstation, obviously, booting off the local disk isn’t a meaningful option, and this
step will be skipped.

6.3.7.1 Detecting other operating systems

Before a boot loader is installed, the installer will attempt to probe for other operating systems which are installed on
the machine. If it finds a supported operating system, you will be informed of this during the boot loader installation
step, and the computer will be configured to boot this other operating system in addition to Debian.

Note that multiple operating systems booting on a single machine is still something of a black art. The automatic
support for detecting and setting up boot loaders to boot other operating systems varies by architecture and even by
subarchitecture. If it does not work you should consult your boot manager’s documentation for more information.

6.3.7.2 Install the Grub Boot Loader on the drive

The kfreebsd-amd64 boot loader is called “grub”. Grub is a flexible and robust boot loader and a good default choice
for new users and old hands alike.

By default, grub will be installed on the UEFI partition/the Boot Record of the primary drive, where it will take
over complete control of the boot process. If you prefer, you can install it elsewhere. See the grub manual for complete
information.

If you do not want to install grub, use the Go Back button to get to the main menu, and from there select whatever
bootloader you would like to use.

6.3.7.3 Continue Without Boot Loader

This option can be used to complete the installation even when no boot loader is to be installed, either because the
arch/subarch doesn’t provide one, or because none is desired (e.g. you will use existing boot loader).

If you plan to manually configure your bootloader, you should check the name of the installed kernelin /target /
boot. You should also check that directory for the presence of an initrd; if one is present, you will probably have to
instruct your bootloader to use it. Other information you will need are the disk and partition you selected for your /
filesystem and, if you chose to install /boot on a separate partition, also your /boot filesystem.

6.3.8 Finishing the Installation

This is the last step in the Debian installation process during which the installer will do any last minute tasks. It mostly
consists of tidying up after the debian-installer.

6.3.8.1 Setting the System Clock

The installer may ask you if the computer’s clock is set to UTC. Normally this question is avoided if possible and
the installer tries to work out whether the clock is set to UTC based on things like what other operating systems are
installed.

In expert mode you will always be able to choose whether or not the clock is set to UTC. Systems that (also) run
Windows are normally set to local time. If you want to dual-boot, select local time instead of UTC.
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At this point debian-installer will also attempt to save the current time to the system’s hardware clock.
This will be done either in UTC or local time, depending on the selection that was just made.

6.3.8.2 Reboot the System

You will be prompted to remove the boot media (CD, USB stick, etc) that you used to boot the installer. After that
the system will be rebooted into your new Debian system.

6.3.9 Troubleshooting

The components listed in this section are usually not involved in the installation process, but are waiting in the back-
ground to help the user in case something goes wrong.

6.3.9.1 Saving the installation logs

If the installation is successful, the logfiles created during the installation process will be automatically saved to /var/
log/installer/ on your new Debian system.

Choosing Save debug logs from the main menu allows you to save the log files to a USB stick, network, hard disk,
or other media. This can be useful if you encounter fatal problems during the installation and wish to study the logs
on another system or attach them to an installation report.

6.3.9.2 Using the Shell and Viewing the Logs

There are several methods you can use to get a shell while running an installation. On most systems, and if you are
not installing over serial console, the easiest method is to switch to the second virtual console by pressing Left Alt-F2°
(on a Mac keyboard, Option-F2). Use Left Alt-F1 to switch back to the installer itself.

If you cannot switch consoles, there is also an Execute a Shell item on the main menu that can be used to start a
shell. You can get to the main menu from most dialogs by using the Go Back button one or more times. Type exit
to close the shell and return to the installer.

At this point you are booted from the RAM disk, and there is a limited set of Unix utilities available for your use.
You can see what programs are available with the command Is /bin /sbin /usr/bin /usr/sbin and by typing help. The
shell is a Bourne shell clone called ash and has some nice features like autocompletion and history.

To edit and view files, use the text editor nano. Log files for the installation system can be found in the /var/log
directory.

NotE

Although you can do basically anything in a shell that the available commands allow
you to do, the option to use a shell is really only there in case something goes wrong

% and for debugging.
Doing things manually from the shell may interfere with the installation process and

result in errors or an incomplete installation. In particular, you should always use let
the installer activate your swap partition and not do this yourself from a shell.

6.3.10 Installation over network-console

One of the more interesting components is network-console. It allows you to do a large part of the installation over the
network via SSH. The use of the network implies you will have to perform the first steps of the installation from the
console, at least to the point of setting up the networking. (Although you can automate that part with Section 4.6.)

This component is not loaded into the main installation menu by default, so you have to explicitly ask for it. If you
are installing from optical media, you need to boot with medium priority or otherwise invoke the main installation
menu and choose Load installer components from installation media and from the list of additional components select
network-console: Continue installation remotely using SSH. Successful load is indicated by a new menu entry called
Continue installation remotely using SSH.

9That is: press the Alt key on the left-hand side of the space bar and the F2 function key at the same time.
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After selecting this new entry, you will be asked for a new password to be used for connecting to the installation
system and for its confirmation. That’s all. Now you should see a screen which instructs you to login remotely as the
user installer with the password you just provided. Another important detail to notice on this screen is the fingerprint
of this system. You need to transfer the fingerprint securely to the person who will continue the installation remotely.

Should you decide to continue with the installation locally, you can always press Enter, which will bring you back
to the main menu, where you can select another component.

Now let’s switch to the other side of the wire. As a prerequisite, you need to configure your terminal for UTF-8
encoding, because that is what the installation system uses. If you do not, remote installation will be still possible,
but you may encounter strange display artefacts like destroyed dialog borders or unreadable non-ascii characters.
Establishing a connection with the installation system is as simple as typing:

$ ssh -1 installer install_ host

Where install_host is either the name or IP address of the computer being installed. Before the actual login the
fingerprint of the remote system will be displayed and you will have to confirm that it is correct.

NoOTE

The ssh server in the installer uses a default configuration that does not send keep-
alive packets. In principle, a connection to the system being installed should be kept
open indefinitely. However, in some situations — depending on your local network
setup — the connection may be lost after some period of inactivity. One common
case where this can happen is when there is some form of Network Address Trans-
lation (NAT) somewhere between the client and the system being installed. Depend-

ing on at which point of the installation the connection was lost, you may or may not

be able to resume the installation after reconnecting.

You may be able to avoid the connection being dropped by adding the option
-0 ServerAlivelInterval=value When starting the ssh connection, or by
adding that option in your ssh configuration file. Note however that in some cases
adding this option may also cause a connection to be dropped (for example if keep-
alive packets are sent during a brief network outage, from which ssh would other-
wise have recovered), so it should only be used when needed.

NoTE

If you install several computers in turn and they happen to have the same IP address
or hostname, ssh will refuse to connect to such host. The reason is that it will have

different fingerprint, which is usually a sign of a spoofing attack. If you are sure this is
not the case, you will need to delete the relevant line from ~/ . ssh/known_hosts*

and try again.

“The following command will remove an existing entry for a host: ssh-keygen -R
<hostname|IP address>.

After the login you will be presented with an initial screen where you have two possibilities called Start menu and
Start shell. The former brings you to the main installer menu, where you can continue with the installation as usual.
The latter starts a shell from which you can examine and possibly fix the remote system. You should only start one
SSH session for the installation menu, but may start multiple sessions for shells.
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WARNING

to the installation session running on the local console. Doing so may corrupt the
database that holds the configuration of the new system. This in turn may resultin a
failed installation or problems with the installed system.

: After you have started the installation remotely over SSH, you should not go back

6.4 Loading Missing Firmware

As described in Section 2.2, some devices require firmware to be loaded. In most cases the device will not work at
all if the firmware is not available; sometimes basic functionality is not impaired if it is missing and the firmware is
only needed to enable additional features.

Starting with Debian GNU/kFreeBSD 12.0, following the 2022 General Resolution about non-free firmware,
official installation images (like netinst) can include non-free firmware packages. Even with those firmware packages
available, some firmware files might still be missing. Or one might be using netboot files, which don’t include firmware
packages.

If a device driver requests firmware that is not available, debian—-installer will display a dialog offering to
load the missing firmware. If this option is selected, debian-installer will scan available devices for either
loose firmware files or packages containing firmware. If found, the firmware will be copied to the correct location
(/1ib/firmware) and the driver module will be reloaded.

NoTE

architecture, the installation method and the stage of the installation. Especially dur-
ing the early stages of the installation, loading the firmware is most likely to succeed
from a FAT-formatted USB stick.

Which devices are scanned and which file systems are supported depends on the

Note that it is possible to skip loading the firmware if you know the device will also function without it, or if the
device is not needed during the installation.

6.4.1 Preparing a medium

The most common method to load such firmware is from some removable medium such as a USB stick. To prepare
a USB stick (or other medium like a hard drive partition), the firmware files or packages must be placed in either the
root directory or a directory named /firmware of the file system on the medium. The recommended file system
to use is FAT as that is most certain to be supported during the early stages of the installation.

Tarballs and zip files containing current packages for the most common firmware, and the associated metadata to
ensure a proper detection by the installer (dep1 1 directory), are available from:

e https://cdimage.debian.org/cdimage/firmware/trixie/

Just download the tarball or zip file for the correct release and unpack it to the file system on the medium.
It is also possible to copy individual firmware files to the medium. Loose firmware could be obtained for example
from an already installed system or from a hardware vendor.

6.4.2 Firmware and the Installed System

Any firmware loaded during the installation will be copied automatically to the installed system. In most cases this
will ensure that the device that requires the firmware will also work correctly after the system is rebooted into the
installed system. However, if the installed system runs a different kernel version than the installer, there is a slight
chance that the firmware cannot be loaded due to version skew.

If the firmware was loaded from a firmware package, debian—-installer will also install this package for the
installed system and will automatically add the non-free-firmware section of the package archive in APT’s sources.
1ist. This has the advantage that the firmware should be updated automatically if a new version becomes available.
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If loading the firmware was skipped during the installation, the relevant device will probably not work with the
installed system until the firmware (package) is installed manually.

NoTE

% If the firmware was loaded from loose firmware files, the firmware copied to the in-
stalled system will not be automatically updated unless the corresponding firmware

package (if available) is installed after the installation is completed.

6.4.3 Completing the Installed System

Depending on how the installation was performed, it might be that the need for some firmware was not detected during
installation, that the relevant firmware was not available, or that one chose not to install some firmware at that time.
In some cases, a successful installation can still end up in a black screen or a garbled display when rebooting into the
installed system. When that happens, the following workarounds can be tried:

e Pass the nomodeset option on the kernel command line. This might help boot into a “fallback graphics”
mode.

o Use the Ctrl-Alt-F2 key combination to switch to VT2, which might offer a functional login prompt.

6.5 Customization

Using the shell (see Section 6.3.9.2), the installation process can be carefully customized, to fit exceptional use cases:

6.5.1 Installing an alternative init system

Debian uses systemd as its default init system. However, other init systems (such as sysvinit and OpenRC) are sup-
ported, and the easiest time to select an alternative init system is during the installation process. For detailed instruc-
tions on how to do so, please see the Init page on the Debian wiki.
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Chapter 7

Booting Into Your New Debian System

7.1 The Moment of Truth

Your system’s first boot on its own power is what electrical engineers call the “smoke test”.

If you did a default installation, the first thing you should see when you boot the system is the menu of the grub
bootloader. The first choices in the menu will be for your new Debian system. If you had any other operating systems
on your computer (like Windows) that were detected by the installation system, those will be listed lower down in the
menu.

If the system fails to start up correctly, don’t panic. If the installation was successful, chances are good that there
is only a relatively minor problem that is preventing the system from booting Debian. In most cases such problems
can be fixed without having to repeat the installation. One available option to fix boot problems is to use the installer’s
built-in rescue mode (see Section 8.5).

If you are new to Debian and kFreeBSD, you may need some help from more experienced users. For less common
architectures like 64-bit PC, your best option is to ask on the debian-bsd mailing list. You can also file an installation
report as described in Section 5.4.5. Please make sure that you describe your problem clearly and include any messages
that are displayed and may help others to diagnose the issue.

If you had any other operating systems on your computer that were not detected or not detected correctly, please
file an installation report.

7.2 Mounting encrypted volumes

If you created encrypted volumes during the installation and assigned them mount points, you will be asked to enter
the passphrase for each of these volumes during the boot.
For partitions encrypted using dm-crypt you will be shown the following prompt during the boot:

Starting early crypto disks... part_crypt (starting)
Enter LUKS passphrase:

In the first line of the prompt, part is the name of the underlying partition, e.g. sda2 or md0. You are now probably
wondering for which volume you are actually entering the passphrase. Does it relate to your /home? Or to /var?
Of course, if you have just one encrypted volume, this is easy and you can just enter the passphrase you used when
setting up this volume. If you set up more than one encrypted volume during the installation, the notes you wrote down
as the last step in Section 6.3.4.6 come in handy. If you did not make a note of the mapping between part_crypt
and the mount points before, you can still find it in /etc/crypttab and /etc/fstab of your new system.

The prompt may look somewhat different when an encrypted root file system is mounted. This depends on which
initramfs generator was used to generate the initrd used to boot the system. The example below is for an initrd
generated using initramfs-tools:

Begin: Mounting root file system...
Begin: Running /scripts/local-top ...
Enter LUKS passphrase:

No characters (even asterisks) will be shown while entering the passphrase. If you enter the wrong passphrase,
you have two more tries to correct it. After the third try the boot process will skip this volume and continue to mount
the next filesystem. Please see Section 7.2.1 for further information.

After entering all passphrases the boot should continue as usual.
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7.2.1 Troubleshooting

If some of the encrypted volumes could not be mounted because a wrong passphrase was entered, you will have to
mount them manually after the boot. There are several cases.

 The first case concerns the root partition. When it is not mounted correctly, the boot process will halt and you
will have to reboot the computer to try again.

 The easiest case is for encrypted volumes holding data like /home or /srv. You can simply mount them
manually after the boot.

However for dm-crypt this is a bit tricky. First you need to register the volumes with device mapper by running:

# /etc/init.d/cryptdisks start

This will scan all volumes mentioned in /et c/crypttab and will create appropriate devices under the /dev
directory after entering the correct passphrases. (Already registered volumes will be skipped, so you can repeat
this command several times without worrying.) After successful registration you can simply mount the volumes
the usual way:

# mount /mount_point

« If any volume holding noncritical system files could not be mounted (/usr or /var), the system should still
boot and you should be able to mount the volumes manually like in the previous case. However, you will also
need to (re)start any services usually running in your default runlevel because it is very likely that they were not
started. The easiest way is to just reboot the computer.

7.3 LogIn

Once your system boots, you'll be presented with the login prompt. Log in using the personal login and password you
selected during the installation process. Your system is now ready for use.

If you are a new user, you may want to explore the documentation which is already installed on your system as
you start to use it. There are currently several documentation systems, work is proceeding on integrating the different
types of documentation. Here are a few starting points.

Documentation accompanying programs you have installed can be found in /usr/share/doc/, under a sub-
directory named after the program (or, more precise, the Debian package that contains the program). However,
more extensive documentation is often packaged separately in special documentation packages that are mostly not in-
stalled by default. For example, documentation about the package management tool apt can be found in the packages
apt—-doc or apt-howto.

In addition, there are some special folders within the /usr/share/doc/ hierarchy. Linux HOWTOs are
installed in .gz (compressed) format, in /usr/share/doc/HOWTO/en-txt /. After installing dhelp, you will
find a browsable index of documentation in /usr/share/doc/HTML/index.html.

One easy way to view these documents using a text based browser is to enter the following commands:

$ cd /usr/share/doc/
S w3m .

The dot after the w3m command tells it to show the contents of the current directory.

If you have a graphical desktop environment installed, you can also use its web browser. Start the web browser
from the application menu and enter /usr/share/doc/ in the address bar.

You can also type info command or man command to see documentation on most commands available at the
command prompt. Typing help will display help on shell commands. And typing a command followed by ——help
will usually display a short summary of the command’s usage. If a command’s results scroll past the top of the screen,
type | more after the command to cause the results to pause before scrolling past the top of the screen. To see a
list of all commands available which begin with a certain letter, type the letter and then two tabs.
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Chapter 8

Next Steps and Where to Go From Here

8.1 Shutting down the system

To shut down a running Debian GNU/kFreeBSD system, you must not reboot with the reset switch on the front or
back of your computer, or just turn off the computer. Debian GNU/kFreeBSD should be shut down in a controlled
manner, otherwise files might get lost and/or disk damage might occur. If you run a desktop environment, there is
usually an option to “log out” available from the application menu that allows you to shutdown (or reboot) the system.

Alternatively you can press the key combination Ctrl-Alt-Del . If the key combinations do not work, a last option
is to log in as root and type the necessary commands. Use reboot to reboot the system. Use halt to halt the system
without powering it off !. To power off the machine, use poweroff or shutdown -h now. The systemd init system
provides additional commands that perform the same functions; for example systemctl reboot or systemctl poweroff.

8.2 Orienting Yourself to Debian

Debian is a little different from other distributions. Even if you’re familiar with Linux in other distributions, there are
things you should know about Debian to help you to keep your system in a good, clean state. This chapter contains
material to help you get oriented; it is not intended to be a tutorial for how to use Debian, but just a very brief glimpse
of the system for the very rushed.

8.2.1 Debian Packaging System

The most important concept to grasp is the Debian packaging system. In essence, large parts of your system should
be considered under the control of the packaging system. These include:

e /usr (excluding /usr/local)

e /var (you could make /var/local and be safe in there)
e /bin

e /sbin

e /1lib

For instance, if you replace /usr/bin/perl, that will work, but then if you upgrade your per1 package, the file
you put there will be replaced. Experts can get around this by putting packages on “hold” in aptitude.

One of the best installation methods is apt. You can use the command line version of apt as well as tools like
aptitude or synaptic (which are just graphical frontends for apt). Note that apt will also let you merge main, contrib,
non-free, and non-free-firmware so you can have restricted packages (strictly speaking not belonging to Debian) as
well as packages from Debian GNU/kFreeBSD at the same time.

'Under the SysV init system halt had the same effect as poweroff, but with systemd as init system (the default since jessie) their effects are
different.
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CHAPTER 8. NEXT STEPS AND WHERE TO GO ... 8.3. FURTHER READING AND INFORMATION

8.2.2 Additional Software Available for Debian

There are official and unofficial software repositories that are not enabled in the default Debian install. These contain
software which many find important and expect to have. Information on these additional repositories can be found on
the Debian Wiki page titled The Software Available for Debian’s Stable Release.

8.2.3 Application Version Management

Alternative versions of applications are managed by update-alternatives. If you are maintaining multiple versions of
your applications, read the update-alternatives man page.

8.2.4 Cron Job Management

Any jobs under the purview of the system administrator should be in /et c, since they are configuration files. If you
have a root cron job for daily, weekly, or monthly runs, put themin /etc/cron. {daily, weekly, monthly}.
These are invoked from /etc/crontab, and will run in alphabetic order, which serializes them.

On the other hand, if you have a cron job that (a) needs to run as a special user, or (b) needs to run at a special time
or frequency, you can use either /etc/crontab, or, better yet, /etc/cron.d/whatever. These particular
files also have an extra field that allows you to stipulate the user account under which the cron job runs.

In either case, you just edit the files and cron will notice them automatically. There is no need to run a special
command. For more information see cron(8), crontab(5), and /usr/share/doc/cron/README.Debian.

8.3 Further Reading and Information

The Debian web site contains a large quantity of documentation about Debian. In particular, see the Debian GNU/-
Linux FAQ and the Debian Reference. An index of more Debian documentation is available from the Debian Doc-
umentation Project. The Debian community is self-supporting; to subscribe to one or more of the Debian mailing
lists, see the Mail List Subscription page. Last, but not least, the Debian Mailing List Archives contain a wealth of
information on Debian.

If you need information about a particular program, you should first try man program, or info program.

There is lots of useful documentation in /usr/share/doc as well. In particular, /usr/share/doc/
HOWTO and /usr/share/doc/FAQ contain lots of interesting information. To submit bugs, look at /usr/
share/doc/debian/bug*. Toread about Debian-specific issues for particular programs, look at /usr/share/
doc/ (package name) /README.Debian.

8.4 Setting Up Your System To Use E-Mail

Today, email is an important part of many people’s life. As there are many options as to how to set it up, and as having
it set up correctly is important for some Debian utilities, we will try to cover the basics in this section.

There are three main functions that make up an e-mail system. First there is the Mail User Agent (MUA) which is
the program a user actually uses to compose and read mails. Then there is the Mail Transfer Agent (MTA) that takes
care of transferring messages from one computer to another. And last there is the Mail Delivery Agent (MDA) that
takes care of delivering incoming mail to the user’s inbox.

These three functions can be performed by separate programs, but they can also be combined in one or two
programs. It is also possible to have different programs handle these functions for different types of mail.

On Linux and Unix systems mutt is historically a very popular MUA. Like most traditional Linux programs 