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Abstract
This document contains installation instructions for the Debian GNU/Linux 13 system (codename
trixie” ), for the 32-bit hard-float ARMv7 ( “armhf” ) architecture. It also contains pointers to more
information and information on how to make the most of your new Debian system.

“

52
=

This translation of the installation guide is not up-to-date and currently there
is noone actively working on updating it. Keep this in mind when reading it; it
may contain outdated or wrong information. Read or double-check the English
variant, if in doubt. If you can help us with updating the translation, please
contact debian-boot@lists.debian.org or the debian-110n-xxx mailinglist for this
language. Many thanks
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GNU/Linux A Unix fERRREBFEE, E—F1K, EMEGEREA—EZT. SERENRR, B
$5BA(8 GNU/Linux REIRE b%D%Eﬁi’Fﬁ%% %at GNU/Linux L8 SRVENIARE, HEEEMIF
R4, aMEﬁ GNU/Linux, KR53 #IFE3E TIFERE B EBERSERE AT TN,

GNU/Linux EfEHR 1984 £, E8%, EHREEE ST (Free Software Foundation) B8 2 R B B
Unix fEX R4, B% GNU,

The GNU Project has developed a comprehensive set of free software tools for use with Unix™ and
Unix-like operating systems such as GNU/Linux. These tools enable users to perform tasks ranging
from the mundane (such as copying or removing files from the system) to the arcane (such as writing
and compiling programs or doing sophisticated editing in a variety of document formats).

While many groups and individuals have contributed to GNU/Linux, the largest single contributor
is still the Free Software Foundation, which created not only most of the tools used in GNU/Linux, but
also the philosophy and the community that made GNU/Linux possible.

Linux #Zi0y (kernel) EREHZE 1991 £, E8F, 8% Linus Torvalds S HAEARIE2 R 2
47 Usenet $TEIBE4H comp.os.minix L2 T —fEERK Minix 2O RERAE, 552 %E Linux
International 89 Linux FE5,

Linus Torvalds continues to coordinate the work of several hundred developers with the help of a
number of subsystem maintainers. There is an official website for the Linux kernel. Information about
the 1inux-kernel mailing list can be found on the linux-kernel mailing list FAQ.

GNU/Linux users have immense freedom of choice in their software. For example, they can choose
from a dozen different command line shells and several graphical desktops. This selection is often
bewildering to users of other operating systems, who are not used to thinking of the command line or
desktop as something that they can change.

GNU/Linux is also less likely to crash, better able to run more than one program at the same time,
and more secure than many operating systems. With these advantages, Linux is the fastest growing
operating system in the server market. More recently, Linux has begun to be popular among home
and business users as well.
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1.4 {+BER Debian GNU/Hurd?

Debian GNU/Hurd is a Debian GNU system with the GNU Hurd —a set of servers running on top of the
GNU Mach microkernel.

The Hurd is still unfinished, and is unsuitable for day-to-day use, but work is continuing. The Hurd
is currently only being developed for the i386 architecture, although ports to other architectures will
be made once the system becomes more stable.

Please note that Debian GNU/Hurd is not a Linux system, and thus some information on Linux
system may not apply to it.

#5218 Debian GNU/Hurd B4 E A& debian-hurd@lists.debian.org i@{SiaE RIS E S E:.

1.5 What is the Debian Installer?

Debian Installer, also known as “d-i” , is the software system to install a basic working Debian sys-
tem. A wide range of hardware such as embedded devices, laptops, desktops and server machines is
supported and a large set of free software for many purposes is offered.

The installation is conducted by answering a basic set of questions. Also available are an expert
mode that allows to control every aspect of the installation and an advanced feature to perform au-
tomated installations. The installed system can be used as is or further customized. The installation
can be performed from a multitude of sources: USB, CD/DVD/Blu-Ray or the network. The installer
supports localized installations in more than 80 languages.

The installer has its origin in the boot-floppies project, and it was first mentioned by Joey Hess in
2000. Since then the installation system has been continuously developed by volunteers improving
and adding more features.

More information can be found on the Debian Installer page, on the Wiki and on the debian-boot
mailing list.

1.6 BX1Z Debian

For information on how to download Debian GNU/Linux from the Internet or from whom official Debian
installation media can be purchased, see the distribution web page. The list of Debian mirrors contains
a full set of official Debian mirrors, so you can easily find the nearest one.
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4. The next & 5 describes booting into the installation system. This chapter also discusses trou-
bleshooting procedures in case you have problems with this step.

5. Perform the actual installation according to & 6. This involves choosing your language, config-
uring peripheral driver modules, configuring your network connection, so that remaining instal-
lation files can be obtained directly from a Debian server (if you are not installing from a set of
DVD installation images), partitioning your hard drives and installation of a base system, then
selection and installation of tasks. (Some background about setting up the partitions for your
Debian system is explained in ff§k C.)

6. Boot into your newly installed base system, from & 7.
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Calling software free doesn’ t mean that the software isn’ t copyrighted, and it doesn’ t mean
that installation media containing that software must be distributed at no charge. Free software, in
part, means that the licenses of individual programs do not require you to pay for the privilege of
distributing or using those programs. Free software also means that not only may anyone extend,
adapt, and modify the software, but that they may distribute the results of their work as well.

5
The Debian project, as a pragmatic concession to its users, does make some
packages available that do not meet our criteria for being free. These packages
are not part of the official distribution, however, and are only available from
the contrib or non-free areas of Debian mirrors or on third-party CD/DVD-

ROMs; see the Debian FAQ, under “The Debian FTP archives” , for more infor-
mation about the layout and contents of the archives.
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Chapter 2

AEEIEEF Debian FAFREIEMNE M. LEEXEIEZSH/ GNU F Linux ATz EEEEABHEAE .

2.1 SZIERVRERES

Debian does not impose hardware requirements beyond the requirements of the Linux kernel and the
GNU tool-sets. Therefore, any architecture or platform to which the Linux kernel, libc, gcc, etc. have
been ported, and for which a Debian port exists, can run Debian. Please refer to the Ports pages at
https://www.debian.org/ports/arm/ for more details on 32-bit hard-float ARMv7 architecture
systems which have been tested with Debian GNU/Linux.

AEEES-LEEANEMULEMEIMNGEZ EMIES, MARE?TSEHAEXE 32-bit
hard-float ARMv7 HTEEERCE

211 ZEMERERE

Debian GNU/Linux 13 supports 9 major architectures and several variations of each architecture known
as “flavors” .

- Debian 7584 FIRE [
AMDG64 & Intel 64 amde4
. default x86 machines | default
Inte| xB6-based 1386 Xen PV domains only | xen
ARM armel Mqrvell Kirkwood and marvell
Orion
ﬁ‘gﬂﬂ with hardware armhf multiplatform armmp
64bit ARM armo4
. MIPS Malta 5kc-malta
8.‘}[3"[ MIS.S ) mips64el Cavium Octeon octeon
ittie-endian Loongson 3 loongson-3
. MIPS Malta 4kc-malta
3I'2t?llt MIE.S mipsel Cavium Octeon octeon
(little-endian) Loongson 3 loongson-3
Power Systems ppc64el IBM POWERS or
newer machines
. IPL from VM-reader .
64bit IBM S/390 s390x and DASD generic

This document covers installation for the 32-bit hard-float ARMv7 architecture using the Linux ker-
nel. If you are looking for information on any of the other Debian-supported architectures take a look
at the Debian-Ports pages.
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2.1.2 Three different ARM ports

The ARM architecture has evolved over time and modern ARM processors provide features which are
not available in older models. Debian therefore provides three ARM ports to give the best support for
a very wide range of different machines:

* Debian/armel targets older 32-bit ARM processors without support for a hardware floating point
unit (FPU),

* Debian/armhf works only on newer 32-bit ARM processors which implement at least the ARMv7
architecture with version 3 of the ARM vector floating point specification (VFPv3). It makes use of
the extended features and performance enhancements available on these models.

+ Debian/arm64 works on 64-bit ARM processors which implement at least the ARMv8 architecture.

Technically, all currently available ARM CPUs can be run in either endian mode (big or little), but
in practice the vast majority use little-endian mode. All of Debian/armé4, Debian/armhf and De-
bian/armel support only little-endian systems.

2.1.3 Variations in ARM CPU designs and support complexity

ARM systems are much more heterogeneous than those based on the i386/amd64-based PC architec-
ture, so the support situation can be much more complicated.

The ARM architecture is used mainly in so-called “system-on-chip” (SoC) designs. These SoCs are
designed by many different companies with vastly varying hardware components even for the very
basic functionality required to bring the system up. System firmware interfaces have been increasingly
standardised over time, but especially on older hardware firmware/boot interfaces vary a great deal,
so on these systems the Linux kernel has to take care of many system-specific low-level issues which
would be handled by the mainboard’ s BIOS/UEFI in the PC world.

At the beginning of the ARM support in the Linux kernel, the hardware variety resulted in the re-
quirement of having a separate kernel for each ARM system in contrast to the “one-fits-all” kernel for
PC systems. As this approach does not scale to a large number of different systems, work was done to
allow booting with a single ARM kernel that can run on different ARM systems. Support for newer ARM
systems is now implemented in a way that allows the use of such a multiplatform kernel, but for several
older systems a separate specific kernel is still required. Because of this, the standard Debian distribu-
tion only supports installation on a selected number of such older ARM systems, alongside the newer
systems which are supported by the ARM multiplatform kernels (called “armmp” ) in Debian/armhf.

2.1.4 Platforms supported by Debian/armhf
The following systems are known to work with Debian/armhf using the multiplatform (armmp) kernel:

Freescale MX53 Quick Start Board (MX53 LOCO Board) The IMX53QSB is a development board based
on the i.MX53 SoC.

Versatile Express The Versatile Express is a development board series from ARM consisting of a base-
board which can be equipped with various CPU daughter boards.

Certain Allwinner sunXi-based development boards and embedded systems The armmp kernel supports
several development boards and embedded systems based on the Allwinner A10 (architecture co-
dename “sun4i” ), A10s/A13 (architecture codename “sun5i” ), A20 (architecture codename
“sun7i” ), A31/A31s (architecture codename “sun6i” ) and A23/A33 (part of the “sun8i” family)
SoCs. Full installer support (including provision of ready-made SD card images with the installer)
is currently available for the following sunXi-based systems:

* Cubietech Cubieboard 1 + 2 / Cubietruck
* LeMaker Banana Pi and Banana Pro

* LinkSprite pcDuino and pcDuino3

* Olimex A10-Olinuxino-LIME / A20-Olinuxino-LIME / A20-Olinuxino-LIME2 / A20-Olinuxino
Micro / A20-SOM-EVB
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* Xunlong OrangePi Plus

System support for Allwinner sunXi-based devices is limited to drivers and device-tree informa-
tion available in the mainline Linux kernel. Vendor-specific kernel trees (such as the Allwinner SDK
kernels) and the android-derived linux-sunxi.org kernel 3.4 series are not supported by Debian.

The mainline Linux kernel generally supports serial console, ethernet, SATA, USB and MMC/SD-
cards on Allwinner A10, A10s/A13, A20, A23/A33 and A31/A31s SoCs. The level of support for local
display (HDMI/VGA/LCD) and audio hardware varies between individual systems. For most sys-
tems, the kernel doesn’ t have native graphics drivers but instead uses the “simplefb” infrastruc-
ture in which the bootloader initializes the display and the kernel just re-uses the pre-initialized
framebuffer. This generally works reasonably well, although it results in certain limitations (the
display resolution cannot be changed on the fly and display powermanagement is not possible).

Onboard flash memory intended to be used as a mass storage device generally exists in two
basic variants on sunXi-based systems: raw NAND flash and eMMC flash. Most older sunXi-based
boards with onboard flash storage use raw NAND flash for which supportis not generally available
in the mainline kernel and therefore also not in Debian. A number of newer systems use eMMC
flash instead of raw NAND flash. An eMMC flash chip basically appears as a fast, non-removable
SD card and is supported in the same way as a regular SD card.

The installer includes basic support for a number of sunXi-based systems not listed above, butitis
largely untested on those systems as the Debian project doesn’ t have access to the correspond-
ing hardware. No pre-built SD card images with the installer are provided for those systems.
Development boards with such limited support include:

* Olimex A10s-Olinuxino Micro / A13-Olinuxino / A13-Olinuxino Micro
* Sinovoip BPI-M2 (A31s-based)
* Xunlong Orange Pi (A20-based) / Orange Pi Mini (A20-based)

In addition to the SoCs and systems listed above, the installer has very limited support for the
Allwinner H3 SoC and a number of boards based on it. Mainline kernel support for the H3 is still
largely work in progress at the time of the Debian 9 release freeze, so the installer only supports
serial console, MMC/SD and the USB host controller on H3-based systems. There is no driver
for the on-board ethernet port of the H3 yet, so networking is only possible with a USB ethernet
adaptor or a USB wifi dongle. Systems based on the H3 for which such very basic installer support
is available include:

* FriendlyARM NanoPi NEO

» Xunlong Orange Pi Lite / Orange Pi One / Orange Pi PC / Orange Pi PC Plus / Orange Pi Plus
/ Orange Pi Plus 2E / Orange Pi 2

NVIDIA Jetson TK1 The NVIDIA Jetson TK1 is a developer board based on the Tegra K1 chip (also known
as Tegra 124). The Tegra K1 features a quad-core 32-bit ARM Cortex-A15 CPU and Kepler GPU
(GK20A) with 192 CUDA cores. Other systems based on the Tegra 124 may work, too.

Seagate Personal Cloud and Seagate NAS The Seagate Personal Cloud and Seagate NAS are NAS de-
vices based on Marvell’ s Armada 370 platform. Debian supports the Personal Cloud (SRN21C),
Personal Cloud 2-Bay (SRN22C), Seagate NAS 2-Bay (SRPD20) and Seagate NAS 4-Bay (SRPD40).

SolidRun Cubox-i2eX / Cubox-i4Pro The Cubox-i series is a set of small, cubical-shaped systems based
on the Freescale i.MX6 SoC family. System support for the Cubox-i series is limited to drivers
and device-tree information available in the mainline Linux kernel; the Freescale 3.0 kernel se-
ries for the Cubox-i is not supported by Debian. Available drivers in the mainline kernel include
serial console, ethernet, USB, MMC/SD-card and display support over HDMI (console and X11).
In addition to that, the eSATA port on the Cubox-i4Pro is supported.

Wandboard The Wandboard Quad, Dual and Solo are development boards based on the Freescale
i.MX6 Quad SoC. System support is limited to drivers and device-tree information available in the
mainline Linux kernel; the wandboard-specific 3.0 and 3.10 kernel series from wandboard.org
are not supported by Debian. The mainline kernel includes driver support for serial console,
display via HDMI (console and X11), ethernet, USB, MMC/SD, SATA (Quad only) and analog audio.
Support for the other audio options (S/PDIF, HDMI-Audio) and for the onboard WLAN/Bluetooth
module is untested or not available in Debian 9.
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Generally, the ARM multiplatform support in the Linux kernel allows running debian-installer
on armhf systems not explicitly listed above, as long as the kernel used by debian-installer has
support for the target system’ s components and a device-tree file for the target is available. In these
cases, the installer can usually provide a working installation, but it may not be able to automatically
make the system bootable. Doing that in many cases requires device-specific information.

When using debian-installer on such systems, you may have to manually make the system
bootable at the end of the installation, e.g. by running the required commands in a shell started from
within debian-installer.

215 ZRiEss

Multiprocessor support —also called “symmetric multiprocessing” or SMP —is available for this archi-
tecture. The standard Debian 13 kernel image has been compiled with SMP-alternatives support. This
means that the kernel will detect the number of processors (or processor cores) and will automatically
deactivate SMP on uniprocessor systems.

Having multiple processors in a computer was originally only an issue for high-end server systems
but has become common in recent years nearly everywhere with the introduction of so called “multi-
core” processors. These contain two or more processor units, called “cores” , in one physical chip.

2.1.6 Graphics Hardware Support

Debian’ s support for graphical interfaces is determined by the underlying support found in X.Org’ s
X11 system, and the kernel. Basic framebuffer graphics is provided by the kernel, whilst desktop en-
vironments use X11. Whether advanced graphics card features such as 3D-hardware acceleration or
hardware-accelerated video are available, depends on the actual graphics hardware used in the system
and in some cases on the installation of additional “firmware” blobs (see & 2.2).

Nearly all ARM machines have the graphics hardware built-in, rather than being on a plug-in card.
Some machines do have expansion slots which will take graphics cards, but that is a rarity. Hardware
designed to be headless with no graphics at all is quite common. Whilst basic framebuffer video pro-
vided by the kernel should work on all devices that have graphics, fast 3D graphics invariably needs
binary drivers to work. The situation is changing quickly but at the time of the trixie release free drivers
for nouveau (Nvidia Tegra K1 SoC) and freedreno (Qualcomm Snapdragon SoCs) are available in the
release. Other hardware needs non-free drivers from 3rd parties.

Details on supported graphics hardware and pointing devices can be found at https://wiki.
freedesktop.org/xorg/. Debian 13 ships with X.Org version 7.7.

2.1.7 HBRXIERRIERS

Almost any network interface card (NIC) supported by the Linux kernel should also be supported by
the installation system; drivers should normally be loaded automatically.

On 32-bit hard-float ARMv7, most built-in Ethernet devices are supported and modules for addi-
tional PCI and USB devices are provided.

2.1.8 REREEEMmERE

Linux supports a large variety of hardware devices such as mice, printers, scanners, PCMCIA/CardBus/-
ExpressCard and USB devices. However, most of these devices are not required while installing the
system.

2.2 Devices Requiring Firmware

Besides the availability of a device driver, some hardware also requires so-called firmware or microcode
to be loaded into the device before it can become operational. This is most common for network
interface cards (especially wireless NICs), but for example some USB devices and even some hard disk
controllers also require firmware.

With many graphics cards, basic functionality is available without additional firmware, but the use
of advanced features requires an appropriate firmware file to be installed in the system.
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On many older devices which require firmware to work, the firmware file was permanently placed
in an EEPROM/Flash chip on the device itself by the manufacturer. Nowadays most new devices do not
have the firmware embedded this way anymore, so the firmware file must be uploaded into the device
by the host operating system every time the system boots.

In most cases firmware is non-free according to the criteria used by the Debian GNU/Linux project
and thus cannot be included in the main distribution. If the device driver itself is included in the dis-
tribution and if Debian GNU/Linux legally can distribute the firmware, it will often be available as a
separate package from the non-free-firmware section of the archive (prior to Debian GNU/Linux 12.0:
from the non-free section).

However, this does not mean that such hardware cannot be used during installation. Starting with
Debian GNU/Linux 12.0, following the 2022 General Resolution about non-free firmware, official in-
stallation images can include non-free firmware packages. By default, debian-installer will detect
required firmware (based on kernel logs and modalias information), and install the relevant packages
if they are found on an installation medium (e.g. on the netinst). The package manager gets auto-
matically configured with the matching components so that those packages get security updates. This
usually means that the non-free-firmware component gets enabled, in addition to main.

Users who wish to disable firmware lookup entirely can do so by setting the firmware=never boot
parameter. It" s an alias for the longer hw-detect/firmware-lookup=never form.

Unless firmware lookup is disabled entirely, debian-installer still supports loading firmware
files or packages containing firmware from a removable medium, such as a USB stick. See &i 6.4
for detailed information on how to load firmware files or packages during the installation. Note that
debian-installer is less likely to prompt for firmware files now that non-free firmware packages
can be included on installation images.

Ifthe debian-installer prompts for a firmware file and you do not have this firmware file avail-
able or do not want to install a non-free firmware file on your system, you can try to proceed without
loading the firmware. There are several cases where a driver prompts for additional firmware because
it may be needed under certain circumstances, but the device does work without it on most systems
(this e.g. happens with certain network cards using the tg3 driver).

2.3 4%RIA GNU/Linux FREEmERE

There are several vendors, who ship systems with Debian or other distributions of GNU/Linux pre-
installed. You might pay more for the privilege, but it does buy a level of peace of mind, since you can
be sure that the hardware is well-supported by GNU/Linux.

Eﬁ%E§E_1@T2ﬂE Linux BREM R4, —EEEABMARLK, BE Linux MODERBZIEEN
BENAREE, 3 E,_\E'JEEE‘?;%E&I%?‘J:EE’J 2 EENH, RIEHE GEHEMA) NEERESR
Linux RARTREEEEME, FFSIBHE Linux RIFRURERSSHE .
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Some hardware manufacturers simply won’ t tell us how to write drivers for their hardware. Others
won’ tallow us access to the documentation without a non-disclosure agreement that would prevent
us from releasing the driver’ s source code, which is one of the central elements of free software.
Since we haven’ t been granted access to usable documentation on these devices, they simply won’ t
work under Linux.

In many cases there are standards (or at least some de-facto standards) describing how an operating
system and its device drivers communicate with a certain class of devices. All devices which comply to
such a (de-facto-)standard can be used with a single generic device driver and no device-specific drivers
are required. With some kinds of hardware (e.g. USB “Human Interface Devices” , i.e. keyboards,
mice, etc., and USB mass storage devices like USB flash disks and memory card readers) this works
very well and practically every device sold in the market is standards-compliant.

In other fields, among them e.g. printers, this is unfortunately not the case. While there are many
printers which can be addressed via a small set of (de-facto-)standard control languages and therefore
can be made to work without problems in any operating system, there are quite a few models which
only understand proprietary control commands for which no usable documentation is available and
therefore either cannot be used at all on free operating systems or can only be used with a vendor-
supplied closed-source driver.

10
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Even if there is a vendor-provided closed-source driver for such hardware when purchasing the
device, the practical lifespan of the device is limited by driver availability. Nowadays product cycles
have become short and it is not uncommon that a short time after a consumer device has ceased
production, no driver updates get made available any more by the manufacturer. If the old closed-
source driver does not work anymore after a system update, an otherwise perfectly working device
becomes unusable due to lacking driver support and there is nothing that can be done in this case. You
should therefore avoid buying closed hardware in the first place, regardless of the operating system
you want to use it with.

You can help improve this situation by encouraging manufacturers of closed hardware to release
the documentation and other resources necessary for us to provide free drivers for their hardware.

2.4 TEEN

This section will help you determine which different media types you can use to install Debian. There is
a whole chapter devoted to media, & 4, which lists the advantages and disadvantages of each media
type. You may want to refer back to this page once you reach that section.

2.41 CD-ROM/DVD-ROM/BD-ROM

Installation from optical disc is supported for most architectures.

2.4.2 4BE&

The network can be used during the installation to retrieve files needed for the installation. Whether
the network is used or not depends on the installation method you choose and your answers to certain
questions that will be asked during the installation. The installation system supports most types of net-
work connections (including PPPoE, but not ISDN or PPP), via either HTTP or FTP. After the installation
is completed, you can also configure your system to use ISDN and PPP.

You can also boot the installation system over the network without needing any local media like
CDs/DVDs or USB sticks. If you already have a netboot-infrastructure available (i.e. you are already
running DHCP and TFTP services in your network), this allows an easy and fast deployment of a large
number of machines. Setting up the necessary infrastructure requires a certain level of technical ex-
perience, so this is not recommended for novice users.

BURRR,; ERERERSESERAE, LEMR NFS BEMENAIERRRR A —ERE,

243 TERE

Booting the installation system directly from a hard disk is another option for many architectures. This
will require some other operating system to load the installer onto the hard disk. This method is only
recommended for special cases when no other installation method is available.

244 Un*x 5 GNU R4

If you are running another Unix-like system, you could use it to install Debian GNU/Linux without using
the debian-installer described in the rest of this manual. This kind of install may be useful for
users with otherwise unsupported hardware or on hosts which can’ t afford downtime. If you are
interested in this technique, skip to the &i D.3. This installation method is only recommended for
advanced users when no other installation method is available.

245 ZEMRBERS

The Debian installer contains a kernel which is built to maximize the number of systems it runs on.
IDE systems are also supported.

11
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2.5 IERRMEIREANEK

We recommend at least 512MB of memory and 4GB of hard disk space to perform an installation. For
more detailed values, see &fi 3.4.

12



Chapter 3

==

Z 8t Debian GNU/Linux Z Bl

AR ISR U EE Debian ZHIEETIE, BREHHENEN, BECHEES
i, UREVSHEM —LnENER,

3.1 LTEMIA

8%, BR—THREMTENES, (£ Debian B, MWAEITELEMLTRNBERIEELR, TTEREN
IEREEIRNIA S BIERRHIIIEME,

A2 ERNFRAREBEBRERRNEBZANINMIRAER, WEETEMRRK, MEFATERSE
ENTE, REREGICEANERENENARELBERTR —BL1T.
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EER, ARABFEEETARBRNZTRENE, ErIUMBARE, MELEN BEMIRIFERR
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MTFHREREERRKBENESETSR:

1. B ERARLRARIVERE R B ERSE XXHE RN TR,
2. ERREZE, WEEEKWERENMTES ARG,
3. 7EFERE % Debian (RE—ReJUAAREIL S BEM =
4

. Locate and/or download the installer software and any specialized driver or firmware files your
machine requires.

wv

Set up boot media such as CDs/DVDs/USB sticks or provide a network boot infrastructure from
which the installer can be booted.

FRTRRLER.

Select the installation language.
WERETRE, RUFRAEERIEL

E 37 H 8 A SR & 8% Debian 5 ElE
10. EEFEEBCHNTE. TEREELRZRE.
11. Select and install additional software.

12. &8 boot loader, E&ERI# Debian GNU/Linux 1 (k) EBMNE M AR,

© o N o

13. Load the newly installed system for the first time.

IREERFBETIEIEE, TENEMITUENERISELSREELINREEY. FRES
T TEIE . B TER . BINE:

The installer software, debian-installer, is the primary concern of this manual. It detects
hardware and loads appropriate drivers, uses dhcp-client to set up the network connection, runs
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debootstrap to install the base system packages, and runs tasksel to allow you to install certain
additional software. Many more actors play smaller parts in this process, butdebian-installer has
completed its task when you load the new system for the first time.

To tune the system to your needs, tasksel allows you to choose to install various predefined
bundles of software like a Web server or a Desktop environment.

One important option during the installation is whether or not to install a graphical desktop envi-
ronment, consisting of the X Window System and one of the available graphical desktop environments.
If you choose not to select the “Desktop environment” task, you will only have a relatively basic, com-
mand line driven system. Installing the Desktop environment task is optional because in relation to a
text-mode-only system it requires a comparatively large amount of disk space and because many De-
bian GNU/Linux systems are servers which don’ t really have any need for a graphical user interface
to do their job.

Just be aware that the X Window System is completely separate from debian-installer, and in
fact is much more complicated. Troubleshooting of the X Window System is not within the scope of
this manual.

3.2 RINIGHIFRBER !

Before you start, make sure to back up every file that is now on your system. If this is the first time a
non-native operating system is going to be installed on your computer, it is quite likely you will need to
re-partition your disk to make room for Debian GNU/Linux. Anytime you partition your disk, you run a
risk of losing everything on the disk, no matter what program you use to do it. The programs used in
the installation of Debian GNU/Linux are quite reliable and most have seen years of use; but they are
also quite powerful and a false move can cost you. Even after backing up, be careful and think about
your answers and actions. Two minutes of thinking can save hours of unnecessary work.

If you are creating a multi-boot system, make sure that you have the distribution media of any
other present operating systems on hand. Even though this is normally not necessary, there might be
situations in which you could be required to reinstall your operating system’ s boot loader to make
the system boot or in a worst case even have to reinstall the complete operating system and restore
your previously made backup.

33 —LEEAMEH

331 X%

3311 TEFMH

This document you are now reading, in plain ASCII, HTML or PDF format.
 install.zh TW.txt
e install.zh TW.html
* install.zh_TW.pdf

3.3.1.2 WERENH
BEESRENEREMWEIENEREN,

332 ESPEREHKRIER

ASERT, TRENEBIRAIGIEE, EFRTERF, BfIEZREERERRZAAE— TEME
BELERYT,
ESEIREMNEER:

- S{EREREMHIYF,
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* The BIOS/UEFI setup screens of your computer. You can view these screens when you start your
computer by pressing a combination of keys. Check your manual for the combination. Often, it
is the Delete or the F2 key, but some manufacturers use other keys or key combinations. Usually
upon starting the computer there will be a message stating which key to press to enter the setup
screen.

- SEFENEERE,

- HfFRZREENRARIESNTE, SEEREEREEMNER, ZE RN EIEFIECIE IS
BARIBEA.

s BNAREESNEMARMEBRBRERART. o] ASHREMEFNRERBNETEHERE
.

Table 3.1 Hardware Information Helpful for an Install

hEEe BEZEREN

THEENEE

ETERE JlIE 7

Whether IDE (also known as PATA), SATA or

bR SCSI
Bl:ESD)
HEE,
TREHMEERRND EE,
Network interfaces Type/model of available network interfaces.

BER+ Type/model and manufacturer.

333 MEREEEM

Many products work without trouble on Linux. Moreover, hardware supportin Linux is improving daily.
However, Linux still does not run as many different types of hardware as some operating systems.

Drivers in Linux in most cases are not written for a certain “product” or “brand” from a spe-
cific manufacturer, but for a certain hardware/chipset. Many seemingly different products/brands are
based on the same hardware design; it is not uncommon that chip manufacturers provide so-called
“reference designs” for products based on their chips which are then used by several different device
manufacturers and sold under lots of different product or brand names.

This has advantages and disadvantages. An advantage is that a driver for one chipset works with
lots of different products from different manufacturers, as long as their product is based on the same
chipset. The disadvantage is that it is not always easy to see which actual chipset is used in a certain
product/brand. Unfortunately sometimes device manufacturers change the hardware base of their
product without changing the product name or at least the product version number, so that when
having two items of the same brand/product name bought at different times, they can sometimes be
based on two different chipsets and therefore use two different drivers or there might be no driver at
all for one of them.

For USB and PCI/PCI-Express/ExpressCard devices, a good way to find out on which chipset they
are based is to look at their device IDs. All USB/PCI/PCI-Express/ExpressCard devices have so called
“vendor” and “product” IDs, and the combination of these two is usually the same for any product
based on the same chipset.

On Linux systems, these IDs can be read with the Isusb command for USB devices and with the Ispci
-nn command for PCI/PCI-Express/ExpressCard devices. The vendor and product IDs are usually given
in the form of two hexadecimal numbers, separated by a colon, such as “1d6b:0001” .

An example for the output of Isush: “Bus 001 Device 001: ID 1d6b:0002 Linux Foundation 2.0 root
hub” , whereby 1d6b is the vendor ID and 0002 is the product ID.

An example for the output of Ispci -nn for an Ethernet card: “03:00.0 Ethernet controller [0200]:
Realtek Semiconductor Co., Ltd. RTL8111/8168B PCI Express Gigabit Ethernet controller [10ec:8168]
(rev 06)” . The IDs are given inside the rightmost square brackets, i.e. here 10ec is the vendor- and
8168 is the product ID.

15



CHAPTER 3. %% DEBIAN GNU/LINUX Z#i 3.3. —LLHANER

As another example, a graphics card could give the following output: “04:00.0 VGA compatible
controller [0300]: Advanced Micro Devices [AMD] nee ATI RV710 [Radeon HD 4350] [1002:954f]” .

On Windows systems, the IDs for a device can be found in the Windows device manager on the tab
“details” , where the vendor ID is prefixed with VEN_ and the product ID is prefixed with DEV_. On
newer Windows systems, you have to select the property “Hardware IDs” in the device manager’ s
details tab to actually see the IDs, as they are not displayed by default.

Searching on the internet with the vendor/product ID, “Linux” and “driver” as the search terms
often results in information regarding the driver support status for a certain chipset. If a search for
the vendor/product ID does not yield usable results, a search for the chip code names, which are also
often provided by Isusb and Ispci ( “RTL8111” / “RTL8168B” in the network card example and “RV710”
in the graphics card example), can help.

3.3.3.1 Testing hardware compatibility with a Live-System

Debian GNU/Linux is also available as a so-called “live system” for certain architectures. A live system
is a preconfigured ready-to-use system in a compressed format that can be booted and used from a
read-only medium like a CD or DVD. Using it by default does not create any permanent changes on your
computer. You can change user settings and install additional programs from within the live system,
but all this only happens in the computer’ s RAM, i.e. if you turn off the computer and boot the live
system again, everything is reset to its defaults. If you want to see whether your hardware is supported
by Debian GNU/Linux, the easiest way is to run a Debian live system on it and try it out.

There are a few limitations in using a live system. The first is that as all changes you do within the live
system must be held in your computer’ s RAM, this only works on systems with enough RAM to do that,
soinstalling additional large software packages may fail due to memory constraints. Another limitation
with regards to hardware compatibility testing is that the official Debian GNU/Linux live system contains
only free components, i.e. there are no non-free firmware files included in it. Such non-free packages
can of course be installed manually within the system, but there is no automatic detection of required
firmware files like in the debian-installer, so installation of non-free components must be done
manually if needed.

Information about the available variants of the Debian live images can be found at the Debian Live
Images website.

3.34 #BB8:%

If your computer is connected to a fixed network (i.e. an Ethernet or equivalent connection —not
a dialup/PPP connection) which is administered by somebody else, you should ask your network’ s
system administrator for this information:

© BIERB (BFFRTUBCIRE),

 BRiBRERE,

« I&ERERY IP futlt,

. ISIBRRREEEE,

« TEERERFRRNERY IP fitt, WNREMFEBERIERREE,
« IZHUMEEE RS DNS (B 2B ARTS) EIARZZ IR AR,

If the network you are connected to uses DHCP (Dynamic Host Configuration Protocol) for configur-
ing network settings, you don’ t need this information because the DHCP server will provide it directly
to your computer during the installation process.

If you have internet access via DSL or cable modem (i.e. over a cable tv network) and have a router
(often provided preconfigured by your phone or catv provider) which handles your network connectiv-
ity, DHCP is usually available by default.

If you use a WLAN/WiFi network, you should find out:

« The ESSID ( “network name” ) of your wireless network.

* The WEP or WPA/WPA2 security key to access the network (if applicable).
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3.4 MERIEHIEIEEX

—BENET EHEIEERENATIAY, SRS TEMWEE, JrTREMENENTERL.
ERENER, ST UAER TEREAINERRTERR, B8, IRBRSLRENG, 2

REMEBTRERY,

Table 3.2 BENRRZRHAFK

ZEEFER RAM (minimum) RAM (recommended) | FEE
BIHEAS 512MB 1GB 4GB
BRARG 1GB 2GB 10GB

The minimum values assumes that swap will be enabled and a non-live image is used. The “No
desktop” value assumes that the text-based installer (not the graphical one) is used.

The actual minimum memory requirements are a lot less than the numbers listed in this table. With
swap enabled, it is possible to install Debian with as little as 140MB. The same goes for the disk space
requirements, especially if you pick and choose which applications to install; see &i D.2 for additional
information on disk space requirements.

The installer normally automatically enables memory-saving tricks to be able to run on such low-
memory system, but on architectures that are less tested it may miss doing so. It can however be
enabled manually by appending the lowmem=1 or even lowmem=2 boot parameter (see also &fi 6.3.1.1
and §i 5.3.2).

Installation on systems with less memory or disk space available may be possible but is only advised
for experienced users.

Itis possible to run a graphical desktop environment on older or low-end systems, but in that case
it is recommended to install a window manager that is less resource-hungry than those of the GNOME
or KDE Plasma desktop environments; alternatives include xfce4, icewm and wmaker, but there are
others to choose from.

It is practically impossible to give general memory or disk space requirements for server installa-
tions as those very much depend on what the server is to be used for.

Remember that these sizes don’ t include all the other materials which are usually to be found,
such as user files, mail, and data. It is always best to be generous when considering the space for your
own files and data.

Disk space required for the smooth operation of the Debian GNU/Linux system itself is taken into
account in these recommended system requirements. Notably, the /var partition contains a lot of
state information specific to Debian in addition to its regular contents, like logfiles. The dpkg files (with
information on all installed packages) can easily consume 40MB. Also, apt puts downloaded packages
here before they are installed. You should usually allocate at least 200MB for /var, and a lot more if
you install a graphical desktop environment.

3.5 RZEREARRSETDEINEE

S EERIE IR ERASEIEIR = o R, HEIZR, B—RERBINEGHRDHNEBRTRE,
BEMAE—EABLENEEE LT BUNREEET-HEEELRERKE, TEHHECEREEMNZE.

If you already have an operating system on your system which uses the whole disk and you want
to stick Debian on the same disk, you will need to repartition it. Debian requires its own hard disk
partitions. It cannot be installed on Windows or Mac OS X partitions. It may be able to share some
partitions with other Unix systems, but that’ s not covered here. At the very least you will need a
dedicated partition for the Debian root filesystem.

You can find information about your current partition setup by using a partitioning tool for your
current operating system. Partitioning tools always provide a way to show existing partitions without
making changes.

FE—MRERT, NB—EELRIERZRNSEE, EERHEPWERERER, Emm, S5KE
EEAEENRD B AWM En, EESREEIFLE, ERIIRER, ERFEICERNKERBH, &
A E EZ X EWBIRIER.

Several modern operating systems offer the ability to move and resize certain existing partitions
without destroying their contents. This allows making space for additional partitions without losing
existing data. Even though this works quite well in most cases, making changes to the partitioning of a

17



CHAPTER 3. %% DEBIAN GNU/LINUX Z&f 3.6. REFIFEENEERFIIERERE

disk is an inherently dangerous action and should only be done after having made a full backup of all
data.

3.6 TERIEENERZAGHIERHERTE

This section will walk you through pre-installation hardware setup, if any, that you will need to do
prior to installing Debian. Generally, this involves checking and possibly changing BIOS/UEFI/system
firmware settings for your system. The “BIOS/UEFI” or “system firmware” is the core software used
by the hardware; it is most critically invoked during the bootstrap process (after power-up).

3.6.1 ARM firmware

As already mentioned before, there is unfortunately no standard for system firmware on ARM systems.
Even the behaviour of different systems which use nominally the same firmware can be quite differ-
ent. This results from the fact that a large part of the devices using the ARM architecture are embedded
systems, for which the manufacturers usually build heavily customized firmware versions and include
device-specific patches. Unfortunately the manufacturers often do not submit their changes and ex-
tensions back to the mainline firmware developers, so their changes are not integrated into newer
versions of the original firmware.

As a result even newly sold systems often use a firmware that is based on a years-old manufacturer-
modified version of a firmware whose mainline codebase has evolved a lot further in the meantime
and offers additional features or shows different behaviour in certain aspects. In addition to that, the
naming of onboard devices is not consistent between different manufacturer-modified versions of the
same firmware, therefore it is nearly impossible to provide usable product-independend instructions
for ARM-based systems.

3.6.2 Debian-provided U-Boot (system firmware) images

Debian provides U-Boot images for various armhf systems that can load their U-Boot from an SD card
at .../images/u-boot/ . The U-Boot builds are offered in two formats: raw U-Boot components and a
ready-made card image that can easily be written onto an SD card. The raw U-Boot components are
provided for advanced users; the generally recommended way is to use one of the ready-made SD card
images. They are named <system-type>.sdcard.img.gz and can be written to a card e.g. with

zcat <system-type>.sdcard.img.gz > /dev/SD_CARD_DEVICE

As with all images, please be aware that writing the image to an SD card wipes all previous contents of
the card!

If Debian provides a U-Boot image for your system, it is recommended that you use this image
instead of the vendor-provided U-Boot, as the version in Debian is usually newer and has more features.

3.6.3 Setting the ethernet MAC address in U-Boot

The MAC address of every ethernet interface should normally be globally unique, and it technically has
to be unique within its ethernet broadcast domain. To achieve this, the manufacturer usually allocates
a block of MAC addresses from a centrally-administered pool (for which a fee has to be paid) and
preconfigures one of these addresses on each item sold.

In the case of development boards, sometimes the manufacturer wants to avoid paying these fees
and therefore provides no globally unique addresses. In these cases the users themselves have to
define MAC addresses for their systems. When no MAC address is defined for an ethernet interface,
some network drivers generate a random MAC address that can change on every boot, and if this
happens, network access would be possible even when the user has not manually set an address, but
e.g. assigning semi-static IP addresses by DHCP based on the MAC address of the requesting client
would obviously not work reliably.

To avoid conflicts with existing officially-assigned MAC addresses, there is an address pool which is
reserved for so-called “locally administered” addresses. It is defined by the value of two specific bits
in the first byte of the address (the article “MAC address” in the English language Wikipedia gives a
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good explanation). In practice this means that e.g. any address starting with hexadecimal ca (such as
ca:ff:ee:12:34:56) can be used as a locally administered address.

On systems using U-Boot as system firmware, the ethernet MAC address is placed in the “ethaddr”
environment variable. It can be checked at the U-Boot command prompt with the command “printenv
ethaddr” and can be set with the command “setenv ethaddr ca:ff:ee:12:34:56” . After setting the value,
the command “saveenv” makes the assignment permanent.

3.6.4 Kernel/Initrd/Device-Tree relocation issues in U-Boot

On some systems with older U-Boot versions there can be problems with properly relocating the Linux
kernel, the initial ramdisk and the device-tree blob in memory during the boot process. In this case,
U-Boot shows the message “Starting kernel ...” , but the system freezes afterwards without further
output. These issues have been solved with newer U-Boot versions from v2014.07 onwards.

If the system has originally used a U-Boot version older than v2014.07 and has been upgraded to
a newer version later, the problem might still occur even after upgrading U-Boot. Upgrading U-Boot
usually does not modify the existing U-Boot environment variables and the fix requires an additional
environment variable (bootm_size) to be set, which U-Boot does automatically only on fresh installa-
tions without existing environment data. It is possible to manually set bootm_size to the new U-Boot’ s
default value by running the command “env default bootm_size; saveenv” at the U-Boot prompt.

Another possibility to circumvent relocation-related problems is to run the command “setenv
fdt_high ffffffff; setenv initrd_high Oxffffffff, saveenv” at the U-Boot prompt to completely disable the
relocation of the initial ramdisk and the device-tree blob.
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4.1 Official Debian GNU/Linux installation images

By far the easiest way to install Debian GNU/Linux is from a set of official Debian installation images.
You can buy a set of CDs/DVDs from a vendor (see the CD vendors page). You may also download the
installation images from a Debian mirror and make your own set, if you have a fast network connection
and a CD/DVD burner (see the Debian CD/DVD page and Debian CD FAQ for detailed instructions). If
you have such optical installation media, and they are bootable on your machine, you can skip right to
E 5. Much effort has been expended to ensure the most-used files are on the first DVD image, so that
a basic desktop installation can be done with only the first DVD.

Also, keep in mind: if the installation media you are using don’ t contain some packages you need,
you can always install those packages afterwards from your running new Debian system (after the
installation has finished). If you need to know on which installation image to find a specific package,
visit https://cdimage-search.debian.org/.

If your machine doesn’ t support booting from optical media, but you do have a set of DVD, you
can use an alternative strategy such as net boot, or manually loading the kernel from the disc to initially
boot the system installer. The files you need for booting by another means are also on the disc; the
Debian network archive and folder organization on the disc are identical. So when archive file paths
are given below for particular files you need for booting, look for those files in the same directories
and subdirectories on your installation media.

Once the installer is booted, it will be able to obtain all the other files it needs from the disc.

If you don’ t have an installation media set, then you will need to download the installer system
files and place them on the a connected computer so they can be used to boot the installer.

4.2 ¢ Debian #RR AR T EIER
SEIER RN (RULRETAE R BIRY) SRFMRS, HSM Debian HEIIE,

4.2.1 Where to Find Installation Files

Various installation files can be found on each Debian mirror in the directory debian/dists/trixie/main/-
installer-armhf/current/images/ —the MANIFEST lists each image and its purpose.

4.2.1.1  Armhf Multiplatform Installation Files

The installation files for systems supported by the armhf multiplatform kernel (see &i 2.1.4) consist
of a standard Linux kernel image, a standard Linux initial ramdisk image and a system-specific device-
tree blob. The kernel and the initial ramdisk image for tftp-booting can be obtained from .../images/-
netboot/ and the device-tree blob can be obtained from .../images/device-tree/ . The tar archive for
creating a bootable USB stick with the installer can be obtained from .../images/hd-media/ .

U-boot images for various armhf platforms are available at .../images/u-boot/ .
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4.3 ZE{EUA TFTP 4ERRBAHE R RIE

MRERIMEERERD T — BRI, EeTUEHER LRSI — s EEiE® TFTP REAH, NREE
AR B —EHE FERBREAS, MRRERFERERCGHE CEMNEESHKbT, IHRES
RO BRI RZ I B2 E T TR,

You need to set up a TFTP server, and for many machines a DHCP server, or RARP server, or BOOTP
server.

The Reverse Address Resolution Protocol (RARP) is one way to tell your client what IP address to
use for itself. Another way is to use the BOOTP protocol. BOOTP is an IP protocol that informs a
computer of its IP address and where on the network to obtain a boot image. The DHCP (Dynamic Host
Configuration Protocol) is a more flexible, backwards-compatible extension of BOOTP. Some systems
can only be configured via DHCP.

EBEREMIBE (Trivial File Transfer Protocol, TFTP) BEA X Fimi (MG, Bm L, EER
28, AEMTE LREEWESLEREMTEDWER, EE—N—LAFEm, FMIAFRME Sun0sS
4.x, SunOS 5.x (BNl Solaris) # GNU/Linux EE#)—LEARIEGIF,

At

4.3.1 &%E RARP {alARz3

To set up RARP, you need to know the Ethernet address (a.k.a. the MAC address) of the client computers
to be installed. If you don’ t know this information, you can boot into “Rescue” mode and use the
command ip addr show dev ethO.

On a RARP server system using a Linux kernel or Solaris/SunOS, you use the rarpd program. You
need to ensure that the Ethernet hardware address for the client is listed in the “ethers” database
(either in the /etc/ethers file, or via NIS/NIS+) and in the “hosts” database. Then you need to start
the RARP daemon. Issue the command (as root): /usr/sbin/rarpd -a on most Linux systems and
SunOS 5 (Solaris 2), /usr/sbin/in.rarpd -a on some other Linux systems, or /usr/etc/rarpd
-ain SunOS 4 (Solaris 1).

4.3.2 &%E DHCP faARz:

One free software DHCP server is ISC dhcpd. For Debian GNU/Linux, the isc-dhcp-server package
is recommended. Here is a sample configuration file for it (see /etc/dhcp/dhcpd. conf):

option domain-name "example.com”;

option domain-name-servers ns1.example.com;
option subnet-mask 255.255.255.0;
default-lease-time 600;

max-lease-time 7200;

server-name "servername”;

subnet 192.168.1.0 netmask 255.255.255.0 {
range 192.168.1.200 192.168.1.253;
option routers 192.168.1.1;

}

host clientname {
filename "/tftpboot.img”;
server-name "servername”;
next-server servername;
hardware ethernet 01:23:45:67:89:AB;
fixed-address 192.168.1.90;

EEfFH, —AEHR:S servername B E#M{TEE DHCP {EAR:S. TFTP {FARZIFNRIE BT NRIFT
BT, BRZENEHBEREIE, URERSZRENZFIREIRAL, filename BIRERZEE TFTP
BSHERBHE,

After you have edited the dhcpd configurationfile, restartit with /etc/init.d/isc-dhcp-server
restart.
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4.3.3 Setting up a BOOTP server

There are two BOOTP servers available for GNU/Linux. The first is CMU bootpd. The other is actually a
DHCP server: ISCdhcpd. In Debian GNU/Linux these are contained in the bootp and isc-dhcp-server
packages respectively.

E{EA CMU bootpd, #&47B5EHE /etc/inetd. conf FAERAREIIEIZ R =18 (BB MA—LHH1T). 7E
Debian GNU/Linux &, #&ZaT A#11T update-inetd --enable bootps,#A%#{T /etc/init.d/inetd
reload REMLLTIE, AEERKF, EITRERZEBLERBEK:

bootps dgram wudp wait root /usr/sbin/bootpd bootpd -i -t 120

IRTE, SWIBEBI—(E /etc/bootptab 18R, ©EEBF—LEE BSD BRI EAERIMNZEE R,
BB REIE printcap, termcap, # disktab, 52/ bootptab WFMAEBSESHWE. R
CMU bootpd, ZAGEZIEZFIRIERVEE (MAC) fiilt, E¥EE —{E2Ef] /etc/bootptab:

client:\
hd=/tftpboot:\
bf=tftpboot.img:\
ip=192.168.1.90:\
sm=255.255.255.0:\
sa=192.168.1.1:\
ha=0123456789AB:

RELVEEEN “ha” BIE, EIRE T EFIRIVERELL, “of” BIHRIEE T —EEFiREZSEIE TFTP
EVSHIERBME, HBIE 435 BRGESMEN,

By contrast, setting up BOOTP with ISC dhcpd is really easy, because it treats BOOTP clients as a
moderately special case of DHCP clients. Some architectures require a complex configuration for boot-
ing clients via BOOTP. If yours is one of those, read the section & 4.3.2. Otherwise you will probably be
able to get away with simply adding the allow bootp directive to the configuration block for the sub-
net containing the clientin /etc/dhcp/dhcpd. conf, and restart dhcpd with /etc/init.d/isc-dhcp-server
restart.

4.3.4 RYF TFTP {a]AR2E

To get the TFTP server ready to go, you should first make sure that tftpd is enabled.

In the case of tftpd-hpa there are two ways the service can be run. It can be started on demand
by the system’ s inetd daemon, or it can be set up to run as an independent daemon. Which of
these methods is used is selected when the package is installed and can be changed by reconfiguring
the package.

iE
Historically, TFTP servers used /tftpboot as directory to serve images from.
However, Debian GNU/Linux packages may use other directories to comply with
the Filesystem Hierarchy Standard. For example, tftpd-hpa by default uses
/srv/tftp. You may have to adjust the configuration examples in this section
accordingly.

All in.tftpd alternatives available in Debian should log TFTP requests to the system logs by default.
Some of them support a -v argument to increase verbosity. It is recommended to check these log
messages in case of boot problems as they are a good starting point for diagnosing the cause of errors.

4.3.5 % TFTP REMEEEMINIE

Next, place the TFTP boot image you need, as found in & 4.2.1, in the tftpd boot image directory. You
may have to make a link from that file to the file which tftpd will use for booting a particular client.
Unfortunately, the file name is determined by the TFTP client, and there are no strong standards.
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For installing on multiple computersit’ s possible to do fully automatic installations. Debian packages
intended for this include fai-quickstart, which can use an install server (have a look at the FAI
home page for detailed information) and the Debian Installer itself.

4.4.1 {£F Debian TRIENEITEERE

The Debian Installer supports automating installs via preconfiguration files. A preconfiguration file can
be loaded from the network or from removable media, and used to fill in answers to questions asked
during the installation process.

Full documentation on preseeding including a working example that you can edit is in Ff##% B.

4.5 Verifying the integrity of installation files

You can verify the integrity of downloaded files against checksums provided in SHA256SUMS or SHA512SUMS
files on Debian mirrors. You can find them in the same places as the installation images itself. Visit the
following locations:

* checksum files for CD images,

* checksum files for DVD images,

» checksum files for other installation files.

To compute the checksum of a downloaded installation file, use
sha256sum filename.iso
respective

sha512sum filename.iso

and then compare the shown checksum against the corresponding one in the SHA256SUMS respective
SHA512SUMS file.

The Debian CD FAQ has more useful information on this topic (such as the script check_debian_
iso, to semi-automate above procedure), as well as instructions, how to verify the integrity of the
above checksum files themselves.
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5.1.1 Boot image formats

On ARM-based systems in most cases one of two formats for boot images is used: a) standard Linux
zImage-format kernels ( “vmlinuz” ) in conjunction with standard Linux initial ramdisks ( “initrd.gz” )
or b) uImage-format kernels ( “uIlmage” ) in conjunction with corresponding initial ramdisks ( “ulnitrd”
).

ulmage/ulnitrd are image formats designed for the U-Boot firmware that is used on many ARM-
based systems (mostly 32-bit ones). Older U-Boot versions can only boot files in uImage/ulnitrd for-
mat, so these are often used on older armel systems. Newer U-Boot versions can - besides booting
ulmages/ulnitrds - also boot standard Linux kernels and ramdisk images, but the command syntax to
do that is slightly different from that for booting uImages.

For systems using a multiplatform kernel, besides kernel and initial ramdisk a so-called device-tree
file (or device-tree blob, “dtb” ) is needed. It is specific to each supported system and contains a
description of the particular hardware. The dtb should be supplied on the device by the firmware, but
in practice a newer one often needs to be loaded.

5.1.2 Console configuration

The netboot tarball (8 5.1.3.2), and the installer SD-card images (& 5.1.5) use the (platform-specific)
default console that is defined by U-Boot in the “console” variable. In most cases that is a serial
console, so on those platforms you by default need a serial console cable to use the installer.

On platforms which also support a video console, you can modify the U-Boot “console” variable
accordingly if you would like the installer to start on the video console.

5.1.3 Booting by TFTP

Booting from the network requires that you have a network connection and a TFTP network boot server
(and probably also a DHCP, RARP, or BOOTP server for automatic network configuration).
The server-side setup to support network booting is described in & 4.3.

5.1.3.1 TFTP-booting in U-Boot

Network booting on systems using the U-Boot firmware consists of three steps: a) configuring the
network, b) loading the images (kernel/initial ramdisk/dtb) into memory and c) actually executing the
previosly loaded code.

First you have to configure the network, either automatically via DHCP by running

setenv autoload no
dhcp

or manually by setting several environment variables
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setenv ipaddr <ip address of the client>

setenv netmask <netmask>

setenv serverip <ip address of the tftp server>
setenv dnsip <ip address of the nameserver>

setenv gatewayip <ip address of the default gateway>

If you prefer, you can make these settings permanent by running

saveenv

Afterwards you need to load the images (kernel/initial ramdisk/dtb) into memory. This is done with
the tftpboot command, which has to be provided with the address at which the image shall be stored
in memory. Unfortunately the memory map can vary from system to system, so there is no general
rule which addresses can be used for this.

On some systems, U-Boot predefines a set of environment variables with suitable load addresses:
kernel_addr_r, ramdisk_addr_r and fdt_addr_r. You can check whether they are defined by running

printenv kernel_addr_r ramdisk_addr_r fdt_addr_r

If they are not defined, you have to check your system’ s documentation for appropriate values and
set them manually. For systems based on Allwinner SunXi SOCs (e.g. the Allwinner A10, architecture
name “sun4i” or the Allwinner A20, architecture name “sun7i”), you can e.g. use the following values:

setenv kernel_addr_r 0x46000000
setenv fdt_addr_r 0x47000000
setenv ramdisk_addr_r 0x48000000

When the load addresses are defined, you can load the images into memory from the previously
defined tftp server with

tftpboot ${kernel_addr_r} <filename of the kernel image>
tftpboot ${fdt_addr_r} <filename of the dtb>
tftpboot ${ramdisk_addr_r} <filename of the initial ramdisk image>

The third part is setting the kernel commandline and actually executing the loaded code. U-Boot
passes the content of the “bootargs” environment variable as commandline to the kernel, so any
parameters for the kernel and the installer - such as the console device (see &i 5.3.1) or preseeding
options (see &i 5.3.2 and ffi§% B) - can be set with a command like

setenv bootargs console=ttyS0,115200 rootwait panic=10

The exact command to execute the previously loaded code depends on the image format used. With
ulmage/ulnitrd, the command is

bootm ${kernel_addr_r} ${ramdisk_addr_r} ${fdt_addr_r}

and with native Linux images it is
bootz ${kernel_addr_r} ${ramdisk _addr_r}:${filesize} ${fdt_addr_r}

Note: When booting standard linux images, itis important to load the initial ramdisk image after the
kernel and the dtb as U-Boot sets the filesize variable to the size of the last file loaded and the bootz
command requires the size of the ramdisk image to work correctly. In case of booting a platform-
specific kernel, i.e. a kernel without device-tree, simply omit the ${fdt_addr_r} parameter.

5.1.3.2 Pre-built netboot tarball

Debian provides a pre-built tarball ( .../images/netboot/netboot.tar.gz ) that can simply be unpacked
on your tftp server and contains all files necessary for netbooting. It also includes a boot script that
automates all steps to load the installer. Modern U-Boot versions contain a tftp autoboot feature that
becomes active if there is no bootable local storage device (MMC/SD, USB, IDE/SATA/SCSI) and then
loads this boot script from the tftp server. Prerequisite for using this feature is that you have a dhcp
server in your network which provides the client with the address of the tftp server.

If you would like to trigger the tftp autoboot feature from the U-Boot commandline, you can