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< ZedB®= can you get cp to give a progress bar like wget?

Damn right you can.

#!/binssh
cp_p()
{
strace -q -ewrite cp -- "§{1}" "§{2}" 2281 M\
| awk '{
count += ENF
if (count % 10 == @) {

percent = count / total size * 108

printf "%3d%X [", percent

for (i=0;i<=percent;i++)

printf "="
printf "="
for (i=percent;i<108;i++)
printf " "
printf "]\r"
¥
1
END { print "" }' total_size=%{stat -c '%s' "5{1}") count=0
¥
In action:

% cp_p /mnt/raid/pub/iso/debian/debian-2.2rd4potato-i386-netinst.iso /fdev/null
76% [ === ]
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Why did we need a
better dift?



BLOCKCHAIN



DOCKER



Reproducible builds!



Source code available for free software

But everyone runs binaries

How can we trust that they correspond?




Build farms
Developers' machines

Developers' knees



“Reproducible” builds allows verification
that no flaws have been introduced during
the compilation process



1. Ensure a build always has identical results
2. Multiple parties compare build results

3. Attacker must infect everybody simultaneously



ldentical results?



$ shalsum
61t84a299013682203ca2c8345b7b1735e5¢c575ff a.deb
85ced2fcdced7a7c3ad31c5el1ta382665e3922f0 b.deb



$ diff -urNa
--- a.deb

+++ b.deb

@ -1,603 +1
l<arch>
debian-bina
2.0
-control.tar

-G7zXZE9FE B0

+control.tar

+67 zXZE9FE P

d a.deb b.deb | head -nl0
2018-01-23 11:47:11.829950207 +1100
2018-01-23 11:47:16.333977828 +1100

,643 @@
ry 1496485532 0 0 100644 4
Xz 1496485532 0 0 100644 1664

oP ! EH%eaMe 6T 1Y
G EHOLD >y BesHYO[BxOs6 reBiaD -<j
.XZ 1496485532 0 0 100644 1668 )

oP ! (HB06e0 6L |
G ERO[D>y (B0 YOHxusUreuaD-<j




$ diff -urNad <(xxd a.deb) <(xxd b.deb) | head -n20

--- /proc/self/fd/13 2018-01-23 11:51:56.299697293 +1100
+++ /proc/self/fd/14 2018-01-23 11:51:56.299697293 +1100
@@ -5,10 +5,10 @@

00000040: 2020 600a 322e 300a 6361 6e74 726f 6c2e ".2.0.control,
000PO50: 7461 722e 787a 2020 3134 3936 3438 3535 tar.xz 14964855
00000060 : 3332 2020 3020 2020 2020 3020 2020 2020 32 0 0

-00000070: 3130 3036 3434 2020 3136 3634 2020 2020 100644 1664
+00000070: 3130 3036 3434 2020 3136 3638 2020 2020 100644 1668

000POE80: 2020 600a fd37 7a58 5ab0 0004 e6d6 b4ade S TZXZ .. F
-00000090: 04cO bfOc 8050 2101 1600 POEO 0EEO OEEO ..... o
-000000a0: 8adc 344d e027 ffo6 375d 0017 Obbc 1c7d ..4M.'..7]1..... }
+00000090: 04cO® c30c 8050 2101 1600 0000 00O OO ..... Pl e
+000000a0: e2fe ae8d e027 ffO6 3b5d 0017 Obbc 1c7d ..... S }

000000b0: 0195 cOld 4a3e 7915 c2cc 26a3 5930 12c7 ....J>y...&.YO..

000000cO: 788e 24a0 72a5 b416 6144 2d0f 073c 6a5f x.%$.r...aD-..<j

000000d0: Oad7 2255 a796 3502 6c¢20 faZa 3248 5c80 .."U..5.1 .*2H\.
@@ -52,10105 +52,10099 @@

00000330: f7c4 ab30 9b57 cofb 161f 96fd 789f 8ccd ...0.W...... X

00PPO340: 3683 9e02 b7de e805 98ea al9f adaf aaal 6...............
00000350: 6575 7d72 d91b 1252 9e39 d172 025c d429 eu}r...R.9.r.\.)



$ diff -urNad <(xxd a-control.tar.xz) <(xxd b-control.tar.xz) | head -nlo
--- /proc/self/fd/13 2018-01-23 12:24:53.316388212 +1100
+++ /proc/self/fd/14 2018-01-23 12:24:53.316388212 +1100

a@ -1,6 +1,6 @@

-00000000: fd37 7a58 5a00 0004 ebd6 b446 04cO bfoc .7zXZ...... F....
-00000010: 8050 2101 1600 0000 0000 0000 8adc 344d .P!'........... 4M
-00000020: e027 ffo6 375d 0017 6bbc 1lc7d 0195 cOld .'..7]..... Yo...
+00000000: fd37 7a58 5a00 0004 e6d6 b446 04cO c30c .7zXZ...... F....
+00000010: 8050 2101 1600 0000 0000 0000 e2fe ae8d .P!.............
+00000020: e027 ffO6 3b5d 0017 6bbc 1lc7d 0195 cOld .'..;]..... ) U

00000030: 4a3e 7915 c2cc 26a3 5930 12c7 788e 24a0 J>y...&.Y0..X.$.



$ unxz a-control.tar.xz & unxz b-control.tar.xz

$ dift -urNad <(xxd a-control.tar) <(xxd
--- /proc/self/fd/13
+++ /proc/self/fd/14
d9d -158,8 +158,8 @@

000009d0 :
000009e0:
000E09TO:
-00000abo:
-00000alo:
+00000a00 :
+00000alo:

0000
0000
0000
3031
3661
3436
6366

0000
0000
0000
3063
6265
3135
6234

2018-01-23 12:26:
2018-01-23 12:26:

0000
0000
0000
3964
6231
3165
3136

0000
0000
0000
6534
6539
3139
3737

0000
0000
0000
6461
3932
3236
3833

0000
0000
0000
6434
3032
3631
3166

b-control.tar) | head -nlo
28.564994785 +1100
28.564994785 +1100

0000
0000
0000
3562
6164
6162
3639

0000
0000
0000
6137
3132
3663
3534

010c9ded4dad45ba7
babebl1e99202ad12
46151e192661ab6c
ctb4167783116954



$ tar xf a-control.tar &§ tar xf b-control.tar

$ 17T -urNad a-md5sums b-md5sums

--- a-md5sums  2017-06-03 20:25:32.000000000 +1000
+++ b-md5sums  2017-06-03 20:25:32.000000000 +1000

a@ -1,4 +1,4 @@

-010c9ded4dad45ba76abebl1e99202ad12
+46151e192661abbcctb41677831f6954
7a14b41780e873903f62d14dd16edc25
3d244715045bc4e9f2417fa4fd652ch8
b9e4e837497f0f1b41bbcb26553eb8a4

usr/bin/pnmixer

usr/bin/pnmixer
usr/share/applications/pnmixer.desktop
usr/share/doc/pnmixer/README.md.Qz
usr/share/doc/pnmixer/changelog.Debian.gz



$ Unxz a-data.tar.xz &8 unxz b-data.tar.xz

$ tar xf a-data.tar && tar xf b-data.tar

$ diff -urNad a b | head -n9

diff -urNad a/bin/pnmixer b/bin/pnmixer

--- a/bin/pnmixer 2017-06-03 20:25:32.000000000 +1000
+++ b/bin/pnmixer 2017-06-03 20:25:32.000000000 +1000

JeU6u eU e

LU SR

SH3gNGBG0ae[: ;|
Z6CUuH [ Guban); ;|







$ diffoscope a b

--- a
+++ b
@ -1 +1 @@



$ tar cf a.tar a
$ tar c¢f b.tar b

$ diffoscope a.tar b.tar

--- a.tar

+++ b.tar

— file list
@@ -1 +1 @@

+-rw-r--r-- 0 lamby

@ -1 +1 @@

+bar

Archive formats

(1000)

lamby

(1000)

4 2018-01-22 22:31:50.000000 b



$ gzip a.tar

$ gzip b.tar

Compressed formats

$ diffoscope a.tar.gz b.tar.gz

--- a.tar.gz
+++ b.tar.gz

@@ -1 +1 @@

--- a.tar
— +++ b.tar
— file list
@@ -1 +1 @@

+-rw-r--r--
--- a

— +++ b

@@ -1 +1 @@

+bar

— filetype from file(1l)

+gzip compressed data,

0 lamby

was

"b.tar",

(1000)

last modified:

lamby

(1000)

Mon Jan 22 22:32:08 2018, from Unix

4 2018-01-22 22:31:50.000000 b



Recursive

— hunspell-de-de 20131206-5 all.deb
— control.tar.gz
— control.tar

mdS5sums
- Files in package differs

— data.tar.xz
— data.tar
— ./usr/share/hunspell/de DE.aff
@@ -1,11 +1,11 @@
# this 1s the affix file of the de DE Hunspell dictionary
# derived from the igerman98 dictionary
#
-# Version: 20131206 (build 20150801)
+# Version: 20131206 (build 20150802)

-




ISO images

a.iso vs.
b.iso

live/filesystem.squashfs 74.3 KB

unsquashfs -s {} 470 B
Offset 1, 10 lines modified Offset 1, 10 lines modified
1 Found-a-valid SQUASHFS 4:0 superblock 1 Found-a-valid-SQUASHFS-4:0 superblock
Creation-or-last-append:time:-Wed:Jan-17-16:08: Creation-or-last-append:time:-Thu-Jan-25-16:46:
29-2018 09-2018
Filesystem-size-1139612.52-Kbytes: (1112.90 Filesystem:size:-1139612.62 -Kbytes:-(1112.90
Mbytes) Mbytes)
Compression:xz Compression:xz

Dictionary-size-1048576 Dictionary-size-1048576

Filters -selected: - x86 Filters selected: -x86
Block -size 1048576 Block -size 1048576
Filesystem-is not-exportable via NFS Filesystem is-not-exportable-via-NFS
Inodes-are-compressed Inodes-are:compressed
Data is-compressed Data-is-compressed

N
38

3
4
5
6
7
8
9
1

= WO oo~ & W

unsquashfs -d " -lls {}
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Line ordering

5 a $ b
These These
lines order
dare are

in in
order lines

$ ab

--- a

+++ b

|m ordering differences only
3@ -1,5 +1,5 @G

These

are

in



JSON

$ cat a.json

{"key": "value", "other-key":

$ cat b.json

{"other-key": "before", "key":

$ diffoscope a.json b.json
--- a.json
+++ b.json
--- a.json
— +++ b.json
@ -1,4 +1,4 @@
{

"key": "value",

+ "other-key": "before"

"aftter"}

"value"}



Image content

Pixel difference

Flicker difference

Offset 1, 36 lines modified

TR AR
H5%5 - - %5%5

1
z
:
6
8
9

RS
SRS
%%

5%

L0868
E5%6868

b h e
EEE5%%5%5%8088

oy eTa]

aaaﬁ
fitatats
.- BBBE
BEEE
. BEER
88088888
8oo28s8es
EBA
Bo8

Offset 1,

LD 0 = T LA e L P

36 lines modified

:S@B Bi@B: 848 BpB: 8ol : 3pB: B8 - BiEd: 38 : Bk : Aol : B@8 : B@b 1 Bal : Bad
.8 BRE588aXE88X  pAXABEY  pRXA00X : aXEREX: @@KEEBK QEKEEEX: ﬂ@HS
:58EBBB8:884:8,. SEEBBB888.5:688X8.8: 588XE . 8:388X8 . 6:BBBX8. 8
:BXBBOBBAg. 5. 8XXBBBpp3ABEEXEEE. X8, 88E0E0E: 808 . XB; BEBEAEA: S
:.5.B@:8.385885686.0.88855808568088;:8: :8. BXpB08ap08;58::8. EK@ESK
+8:@:0868838XX8R:6: :8: 30pB0R0A:8: :@:8568.8:8. .8: 88888:8.8: E@@S
:88B88@ B:5858X:8;8:5X '6.8.5:8:8:888888; E E ﬂ@K BBBEEEE@@SB
:‘tttt't'-‘s'S‘t?‘e't't'S i 2= ep 2R R B A 5 8 e

.:535@@xxﬁaaa X X . S8BBAEEE |
@XXB8BB88885 @ . XEXBEEEE.
. . .XSB8B8588@p@As%S: Bt 58588888 :
L1t N%RN%SS : @BEEEEES. | . ; %% tEhED
11 .S5855@5EtS; sasa@a@xxx5xsasaasat
.. 1 XB%:BBBASXSSBEtASALELE%E; @; 568,
.11 ..BX:B8B8;8:55. BtBEABBSES : BBBE%L:
:::8888:8: %t:EXX8B588¢ BEBBBALER:
.. .88BBBBE . :;XBXEBAQ@ SBBBSBXBBBES: .OtB8EE; BABBEXEE
t..1:: . .i:;B8B8t@.BBBEX B.%888;::B88EX:BEERA:8. 8
. :85@B868 8885@ G888 ; :@8888;8:8: 8808
{888 :88t: . : . .BX588888 .8 @ 5:%888 t.B@88ptXe880a.0
:8:8.888t::::t;1t.S. .. XB5@BEBAEBEABAEE, BO ;18888A: 8! 33838, 3
{88 BBBB%: . : :XS5%%;%: : . SSBEEBBERA. B:8; tBBE%; : BEBBEBEEEE8; B !
'8 B BAB%: - -N@EBB%B.B.XXSEE.B 8.8:5:88888 ;tA5p5EEE B.8.88
..8;%8@8%. - . .SELLAA8LtE13EXE00058388888188 ;5 0p: BSXABAXES
BSBBE%86%: : : SBEAABE@38X15E8E & B.888X66:8 ;:88@86:6.8 8.8.8
B8BEX@88%: . :55@ta88:8:8;508.5: 888 . BgE5tE88. ; ;@88p8;8; .8 . 8a8
: . BBBBSSSSSSSSBYSSSXSBELS .t.1::1:55;BEBAESNT;LS

:aassaxx@ﬁﬁaa...
.B8E8EB6E8888 :
B885865888@5a: :
. .[@8885%%15555888
@BB8%55)N% 4888
aassxxsa%ﬁaa 8@
BE8SLE%AABEE: &
ﬁSBS@ttE@EESEK

 XEXBXE@BEaSXSBEsNEX: 858 . BXESXXBX%XX
: %R0 5EBaBRss pppBaBaas a8E688  X8E StﬁB@EE@ﬂEﬁSB AEBEAGSE G888
.8 ;6550388088665880a8X 58588888 88085@B85880B888 6,685 338@8
.88@8:8:8.8 8 §.88883 §.5.580888X38X8885858) 355 ; ApRXARE5EX.
'8 BX:B@888@. 5:5XB8B588885 : BX8EX &, 3355 :8Xg:8:686.5 8:BaBE8
'8S88BQ@ B 8 .B:8:5:B8XAXS@55E8E8:8:8:5:8: .8:8:3pg8t: 8 :B8@B8E8
:8888X888@8: :@:5; 888 8.5: 5AE0EBENE: 5 s 5@8.888;8:8.8 BX8@:







Android boot ROMs, Android APKs, ar archives, bzip2 files,
Coreboot cbfs, CPIO archives, Dalvik dex file, Debian packages,
device (mknod), device tree globs, directories, docx, ELF binaries,
ext filesystem images, fontconfig cache dirs, fonts, gettext
catalogues, GIF images, Git repositories, GZip files, Haskell binaries,
ICC colour profiles, ISO images, Java, bytecode, Javascript, JSON,
LLVM binaries, Macho binaries, Mono executables, odt
documentens, Ogg borbis, OpenSSH keys, Pascal binaries, PDF
files, PGP/GPG keys, PNG images, PostScript, RPM images, R
statistical data, Rust binaries, SQLite databases, squashfs images,
symlinks, tar archives, tcpdump dumps, text files, XML documents,
XZ files, ZIP archives ...



try.diffoscope.org

Try diffoscope now..

pe is a tool to get to the bottom of what makes files or
dwecmrles different. It recursively unpacks archives of many kinds

and transforms various binary formats into more human readable
forms to compare them.

File #1 (max: 60MB) File #2 (max: 60ME])

Choose file Mo f...sen Choose file | Mo f.._sen

Upload & compare files



$ pip install trydiffoscope # or: sudo apt-get install trydiffoscope

$ trydiffoscope --webbrowser /path/to/filel /path/to/file2



Using diffoscope for QA



Just see your changes



Seeing "no" changes



Security "releases"



@@ -119,15 +119,15 @@

Buffer buf;
Packet packet;

SocketFactory socket factory=null;
static final int buffer_margin = 32 + // maximum padding length
i 20 + // maximum mac length
+ 64 + // maximum mac length
32; // margin for deflater; deflater may inflate data

private java.util.Hashtable config=null;



Index of /firmware/netgear

Name Last modified Size Description
& Parent Directory -
E GS7xxTP_V5.2.0.9.ros 2013-02-18 10:20 3.7M
E GS105E v1.02.04.HEX 2013-02-03 21:25 2.4M
E GS108EV2 V1.00.12.bin 2013-06-11 17:14 256K
E GS108Tv2 GS110TP V5.4.2.9.5tk2013-09-02 22:48 3.9M
E GS110T v5.4.0.6.stk 2012-10-12 22:49 4.0M
E asm72xxv2-V8.0.1.36.stk 2012-05-12 00:49 7.6M




Current status



4]

%LALMM___LLLM

October 2015 April July October 2016 April July Dcteber 2017 April July October 201E



Debian & reproducible builds

tests.reproducible-builds.org

quiet)
[\-\-log\-level LOG LEVEL] - [
A e oy port TYPE] - [

[\-F]  [\-h]

[testNames [testNames ...]]
.55 "positional arguments:”
IP

testNames

55 tional -arguments:”

“BL s\fR START DIR, \fB\-\-start\-dir\fR START DIR

Offset_ 62. 15 lines modified

\fB\ \-coverage\-config\fR FILE

Config file for coverage, default: .coveragerc
TP

\fB\-C\fR, \fB\-\-with\-coverage\fR

Turn on- coverage reporting

TP

\fB\-B\fR, -\ fB\ -\ -output\ -buffer\fR

Enable output - buffer

TP

\fB\-D\fR, \fB\-\-debugger\fR

Enter pdb-on test fail or-error

TP

\fB\ -F\fR, -\ fB\-\-fail\-fast\fR

Stop the test run after the first error or failure

UG LE”EL] I\-\ -CO ’rac; PATH]
sport - TYPE] - [\-\- e\ -confi

“[testNames ...]]
ional arguments:®

testNames
SS "optional arguments:”

\‘B\ s\fR START DIR, \fB\-\-start\-dir\fR START DIR

foset 62 15 lines modified

\‘B\—. coverage\ -config\fR FILE

E$;‘1g file for coverage, default: .coveragerc
\fB\-C\fR, \fB\-\-with\-coverage\fR

Turn on-coverage reporting

TP

\fB\-F\fR, -\fB\-\-fail\-fast\fR

S%SD the test run after the first error or failure
\fB\-D\fR, -\ fB\-\-debugger\fR

Enter pdb-on test fail or-error

P

\fB\-B\ TR, -\fB\ -\ -output\ -buffer\fR

Enable output bu fer

Jusr/share/man/manl/nose2-3.5.1.9z

nose2-3.5.1
Offset 4, 16 lines modified
nosej 3\--nose2-3
.SH DESCRIPTIOH
usage: nose2 [\-
config [CONFIG]]
IP

s START DIR] - [\-t TOP LEVEL DIRECTORY]

Uffset 4, 16 lines modified

5
6
7

[\-\-no\-user\-config] [\-\-no\-plugins] [\-\-plugin PLUGINS] 8

[\-\-exclude\ -plugin EXCLUDE PLUGINS] :\-Q-vertose] [\-\-

quiet)

[%-\-1033-1evc LDG LEVEL] - [\ eraqc PATH
[\ rage! prt - TYPE] - [\-\ age -\JI'LG
(] [\-B]

I\ F] I\

[test Names ‘[testNames ...]]

.55 "positional arguments:”

IP

testNames

9

10
11

1.25 KB

1.19 KB

nose2 3-\--nose2-3
.SH DESCRIPTION
usage: -nose2 [\-s START DIR] - [\-t TOP LEVEL DIRECTORY] [\-\-
contig [CONFIG]]

IP

[\-\-no\-user\ cowf g) [\-\-no\-plugins] [\-\-plugin PLUGINS]
[K-\-e;clude\ plugin EXCLUDE PLUGINS]  [\-\-verbose] [\-\
quiet]

[\ \ 1oq\ level LOG_LEVEL] - [\-\-coverage PATH]

report TYPE] - [\-\-coverage\-config FIL

BI
[t:;tNave [testNames ...]]
S5 "positional arguments:”
1P
testNames




Hacking!



Time (s)

750

700

550

450

350

200

150
100

Optimisations

Comparing two MetBSD release tarballs




Parallel processing

Multiple previous attempts...

... Juliana Oliveira working on this now






diffoscope.org



Thanks!

@lolamby diffoscope.org
lamby@debian.org chris-lamb.co.uk


http://twitter.com/lolamby
mailto:lamby@debian.org
https://diffoscope.org/
https://chris-lamb.co.uk/

