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Message #10 received at 400550@bugs.debian.org (full text, mbox, reply):
From: Chris Lamb =chris@chris-lamb.co.uk>
To: 400550@bugs.debian.org

Date: Tue, 19 Dec 2006 12:44:56 +0000

1 (text/plain, inline)]

Chris Lamb, Cambridgeshire, UK GPG: @x634F0A20
[400550.diff (text/x-patch, attachment)]

[signature.asc (application/pgp-signature, attachment)]

Tags added: patch Request was from Chris Lamb =chris

#400550



Message #19 received at 400550@bugs.debian.org (full text, mbox, reply):
From: Thomas Bushnell BSG <tb@becket.net=
To: Chris Lamb <chris@chris-lamb.co.uk=, 400550@bugs.debian.org

Subject: Re: Bug#400550: (no subject)
Date: Tue, 19 Dec 2006 10:15:51 -0800

[Message part 1 (text/plain, inline)]

On Tue, 2006-12-19 at 12:44 +0000, Chris Lamb wrote:
> Tags: patch

Rock on, many thanks. I'll upload this and there's a decent chance it
will be allowed into etch.

Thomas

[signature.asc (application/pgp-signature, inline)]




Why diffoscope?



Source code available for free software...

... everyone runs binaries

Do they correspond?



Build farms

Developer's machines

Blackmail, law-enforcement...



1. Ensure build have identical results
2. Multiple parties compare results

3. Attacker must infect everybody simultaneously



ldentical results?



$ shalsum
61t84a299013682203ca2c8345b7b1735e5¢c575ff a.deb
85ced2fcdced7a7c3ad31c5el1ta382665e3922f0 b.deb



$ diff -urNa
--- a.deb

+++ b.deb

@ -1,603 +1
l<arch>
debian-bina
2.0
-control.tar

-G7zXZE9FE B0

+control.tar

+67 zXZE9FE P

d a.deb b.deb | head -nl0
2018-01-23 11:47:11.829950207 +1100
2018-01-23 11:47:16.333977828 +1100

,643 @@
ry 1496485532 0 0 100644 4
Xz 1496485532 0 0 100644 1664

oP ! EH%eaMe 6T 1Y
G EHOLD >y BesHYO[BxOs6 reBiaD -<j
.XZ 1496485532 0 0 100644 1668 )

oP ! (HB06e0 6L |
G ERO[D>y (B0 YOHxusUreuaD-<j




$ diff -urNad <(xxd a.deb) <(xxd b.deb) | head -n20

--- /proc/self/fd/13 2018-01-23 11:51:56.299697293 +1100
+++ /proc/self/fd/14 2018-01-23 11:51:56.299697293 +1100
@@ -5,10 +5,10 @@

00000040: 2020 600a 322e 300a 6361 6e74 726f 6c2e ".2.0.control,
000PO50: 7461 722e 787a 2020 3134 3936 3438 3535 tar.xz 14964855
00000060 : 3332 2020 3020 2020 2020 3020 2020 2020 32 0 0

-00000070: 3130 3036 3434 2020 3136 3634 2020 2020 100644 1664
+00000070: 3130 3036 3434 2020 3136 3638 2020 2020 100644 1668

000POE80: 2020 600a fd37 7a58 5ab0 0004 e6d6 b4ade S TZXZ .. F
-00000090: 04cO bfOc 8050 2101 1600 POEO 0EEO OEEO ..... o
-000000a0: 8adc 344d e027 ffo6 375d 0017 Obbc 1c7d ..4M.'..7]1..... }
+00000090: 04cO® c30c 8050 2101 1600 0000 00O OO ..... Pl e
+000000a0: e2fe ae8d e027 ffO6 3b5d 0017 Obbc 1c7d ..... S }

000000b0: 0195 cOld 4a3e 7915 c2cc 26a3 5930 12c7 ....J>y...&.YO..

000000cO: 788e 24a0 72a5 b416 6144 2d0f 073c 6a5f x.%$.r...aD-..<j

000000d0: Oad7 2255 a796 3502 6c¢20 faZa 3248 5c80 .."U..5.1 .*2H\.
@@ -52,10105 +52,10099 @@

00000330: f7c4 ab30 9b57 cofb 161f 96fd 789f 8ccd ...0.W...... X

00PPO340: 3683 9e02 b7de e805 98ea al9f adaf aaal 6...............
00000350: 6575 7d72 d91b 1252 9e39 d172 025c d429 eu}r...R.9.r.\.)



$ diff -urNad <(xxd a-control.tar.xz) <(xxd b-control.tar.xz) | head -nlo
--- /proc/self/fd/13 2018-01-23 12:24:53.316388212 +1100
+++ /proc/self/fd/14 2018-01-23 12:24:53.316388212 +1100

a@ -1,6 +1,6 @@

-00000000: fd37 7a58 5a00 0004 ebd6 b446 04cO bfoc .7zXZ...... F....
-00000010: 8050 2101 1600 0000 0000 0000 8adc 344d .P!'........... 4M
-00000020: e027 ffo6 375d 0017 6bbc 1lc7d 0195 cOld .'..7]..... Yo...
+00000000: fd37 7a58 5a00 0004 e6d6 b446 04cO c30c .7zXZ...... F....
+00000010: 8050 2101 1600 0000 0000 0000 e2fe ae8d .P!.............
+00000020: e027 ffO6 3b5d 0017 6bbc 1lc7d 0195 cOld .'..;]..... ) U

00000030: 4a3e 7915 c2cc 26a3 5930 12c7 788e 24a0 J>y...&.Y0..X.$.



$ unxz a-control.tar.xz & unxz b-control.tar.xz

$ dift -urNad <(xxd a-control.tar) <(xxd
--- /proc/self/fd/13
+++ /proc/self/fd/14
d9d -158,8 +158,8 @@

000009d0 :
000009e0:
000E09TO:
-00000abo:
-00000alo:
+00000a00 :
+00000alo:

0000
0000
0000
3031
3661
3436
6366

0000
0000
0000
3063
6265
3135
6234

2018-01-23 12:26:
2018-01-23 12:26:

0000
0000
0000
3964
6231
3165
3136

0000
0000
0000
6534
6539
3139
3737

0000
0000
0000
6461
3932
3236
3833

0000
0000
0000
6434
3032
3631
3166

b-control.tar) | head -nlo
28.564994785 +1100
28.564994785 +1100

0000
0000
0000
3562
6164
6162
3639

0000
0000
0000
6137
3132
3663
3534

010c9ded4dad45ba7
babebl1e99202ad12
46151e192661ab6c
ctb4167783116954



$ tar xf a-control.tar &§ tar xf b-control.tar

$ 17T -urNad a-md5sums b-md5sums

--- a-md5sums  2017-06-03 20:25:32.000000000 +1000
+++ b-md5sums  2017-06-03 20:25:32.000000000 +1000

a@ -1,4 +1,4 @@

-010c9ded4dad45ba76abebl1e99202ad12
+46151e192661abbcctb41677831f6954
7a14b41780e873903f62d14dd16edc25
3d244715045bc4e9f2417fa4fd652ch8
b9e4e837497f0f1b41bbcb26553eb8a4

usr/bin/pnmixer

usr/bin/pnmixer
usr/share/applications/pnmixer.desktop
usr/share/doc/pnmixer/README.md.Qz
usr/share/doc/pnmixer/changelog.Debian.gz



$ Unxz a-data.tar.xz &8 unxz b-data.tar.xz

$ tar xf a-data.tar && tar xf b-data.tar

$ diff -urNad a b | head -n9

diff -urNad a/bin/pnmixer b/bin/pnmixer

--- a/bin/pnmixer 2017-06-03 20:25:32.000000000 +1000
+++ b/bin/pnmixer 2017-06-03 20:25:32.000000000 +1000

JeU6u eU e

LU SR

SH3gNGBG0ae[: ;|
Z6CUuH [ Guban); ;|







commit 89839110981250378del276ba8fb8a9c75f65df2
Author: Jérémy Bobbio <lunar@debian.org>
Date: Sun Sep 28 17:44:06 2014 +0200

Initial commit for debbindiff

The version is successfully able to report differences in two
.changes file. Not with much interesting details, but it's a start.



$ diffoscope a b

--- a
+++ b
@ -1 +1 @@



$ tar cf a.tar a
$ tar c¢f b.tar b

$ diffoscope a.tar b.tar

--- a.tar

+++ b.tar

— file list
@@ -1 +1 @@

+-rw-r--r-- 0 lamby

@ -1 +1 @@

+bar

Archive formats

(1000)

lamby

(1000)

4 2018-01-22 22:31:50.000000 b



$ gzip a.tar

$ gzip b.tar

Compressed formats

$ diffoscope a.tar.gz b.tar.gz

--- a.tar.gz
+++ b.tar.gz

@@ -1 +1 @@

--- a.tar
— +++ b.tar
— file list
@@ -1 +1 @@

+-rw-r--r--
--- a

— +++ b

@@ -1 +1 @@

+bar

— filetype from file(1l)

+gzip compressed data,

0 lamby

was

"b.tar",

(1000)

last modified:

lamby

(1000)

Mon Jan 22 22:32:08 2018, from Unix

4 2018-01-22 22:31:50.000000 b



Recursive

— hunspell-de-de 20131206-5 all.deb
— control.tar.gz
— control.tar

mdS5sums
- Files in package differs

— data.tar.xz
— data.tar
— ./usr/share/hunspell/de DE.aff
@@ -1,11 +1,11 @@
# this 1s the affix file of the de DE Hunspell dictionary
# derived from the igerman98 dictionary
#
-# Version: 20131206 (build 20150801)
+# Version: 20131206 (build 20150802)

-




Line ordering

5 a $ b
These These
lines order
dare are

in in
order lines

$ ab

--- a

+++ b

|m ordering differences only
3@ -1,5 +1,5 @G

These

are

in



HTML output

testl.sq}ite!i V5. 219B
test2.sqlite3

sﬂte[i {} .dumg 193 B
-Tforeign_keys H -foreign_keys H

BEGIN  TRANSACTION; BEGIN  TRANSACTION;

CREATE - TABLE - test - (value val); CREATE - TABLE - test - (value val);
INSERT-INTO-test -VALUES(1); INSERT - INTO- test - -VALUES(2);
COMMIT; COMMIT;

N e L3 P2
LN o D3 B2




Android boot ROMs, Android APKs, ar archives, bzip2 files,
Coreboot cbfs, CPIO archives, Dalvik dex file, Debian packages,
device (mknod), device tree globs, directories, docx, ELF binaries,
ext filesystem images, fontconfig cache dirs, fonts, gettext
catalogues, GIF images, Git repositories, GZip files, Haskell binaries,
ICC colour profiles, ISO images, Java, bytecode, Javascript, JSON,
LLVM binaries, Macho binaries, Mono executables, odt
documentens, Ogg borbis, OpenSSH keys, Pascal binaries, PDF
files, PGP/GPG keys, PNG images, PostScript, RPM images, R
statistical data, Rust binaries, SQLite databases, squashfs images,
symlinks, tar archives, tcpdump dumps, text files, XML documents,
XZ files, ZIP archives ...



Android images

testl.apk vs. 1.5KB
test2.apk
zipinfo /dev/stdin 348 B
Orffset 1, 3 lines modified Offset 1, 3 lines modified
1 £1p-Tile-s1ze: - 866-bytes, -number-of-entries:-1 1 £ip-Tile-size: -864-bytes, -number -oT-entries: -1
2 =FW==1== <-2.8 fat 2096-bl-defN-88-Jan-01-82:00 2 =TW==1== --2.8-fat 2096-bl - defN-80-Jan-01-82:00
AndroidManifest.xml AndroidManifest.xml
3 1-file, -2096-bytes-uncompressed, - 714 -bytes-compressed: - -65.9% 3 1-file, -2096-bytes-uncompressed, - 712 -bytes-compressed: - -66.68%
AndroidManifest.xml (decoded) 942 B

AndroidManifest.xml 684 B

Offset 1, 9 lines modified Offset 1, 9 lines modified

1 <?xml version="1.0"-encoding="utt-8"7?> 1 <?xml-wversion="1.8" - -encoding="utft-8"7>
<manifest-android:versionCode="1"-android:versionName="1.@" <manifest android:versionCode="2"-android:versionName="2.0"

7 package="com.any.any"-platformBuildVersionCode="24" 7 package="com.any.any" -platformBuildVersionCode="24"
platformBuildVersionName="7.@.0" -xmlns:android="http:// platformBuildVersionName="7.0.0" -xmlns:android="http://
schemas.android.com/apk/res/sandroid"= schemas.android. com/apks/ressandroid"=

3 <uses—Permissiun android:name="android.permission. 3 <uses—Permissiun android:name="android.permission.

INTERNET" /= INTERNET" />

4 <uses-permission-android:name="android.permission. 4 <uses-permission-android:name="android.permission.
ACCESS_COARSE_LOCATION"/= ACCESS_COARSE_LOCATION"/=

5 <uses-permission-android:name="android.permission. 5 <uses-permission-android:name="android.permission.
ACCESS_FINE_LOCATION"/= ACCESS_FINE_LOCATION"/=

6 <application= 6 <application=

7 <activity android:name="com.any.any.SomeActivity"= 7 <activity-android:name="com.any.any.SomeActivity"=

8 <intent-filter> 8 <intent-filter=>

9 <action android:name="android.intent.action.MAIN"/> 9 <action-android:name="android.intent.action.MAIN"/>

APK metadata 224 B
Offset 11, 9 lines modified Offset 11, 9 lines modified
11  unknownFiles:-{} 11  unknownFiles: - {}

12 usesFramework: 12 usesFramework:

13 ids: 13 ids:

14 =03l 14 =al

15 tag: -null 15 tag: -null

16 wversion:-2.3.2-dirty 16 wversion:-2.3.2-dirty
17  wversionInfo: 17 wversionInfo:

18 versionCode: - 'd"’ 18 versionCode: - '2"

19 versionName: - '1.0' 19 versionName: - '2.8'




Berkeley DB databases



testl.db vs. 1.65 KB
test2.db

Berkeley DB file 1.64 KB

Offset 9, 61 lines modified Offset 9, 29 lines modified

9 maglc: - 0x53162 9 magic: - 0x53162

10 version: -9 10 version: -9

11 pagesize: - 4096 11 pagesize: -4096

12 type:-9 12 type:-9

13 metatlags-@ 13 metaflags-@

14 keys: - @ records: -0 14 keys: - @ records: -8

15 free-list:-@ 15 free-list:-@

16 last_pgno:-¥ 16 last_pgno:-3

17 Tlags: 0x28 (multiple-databases) 17 Tlags: -0x28 (multiple-databases)

18 minkey: -2 18 minkey: -2

19 root:-1 19 root:-1

20 page-1: -btree-leaf: -LSN-[0][1]: level-1 20 page-1:-btree-leaf: LSN-[0][1]: level-1

21 prev: B-next: g-entries: 6-offset: 4086 21 prev: B-next: g-entries: 2-offset: . 4064

22 [GoE]-4046-1en: - - 19 data: -unstable|main|amd&4 22 [GRE]-4872-1len: - - 19 -data: -compressedfilelists

23 [001]-4832-1en:-- -4 -data: 00002004 23 [001] -4064-1en: 4-data: - 00000002

24 [602]-4072-1en: - -18-data:-unstable|main|i386

25 [003] 4064 1len: - -4 data: 90068002

26 [004]-4008-1len: - -20-data: - unstable|main|source

27 [005]-4008-len: - - -4 data: ©0000EO06

28 page 2: btree-metadata: -LSN-[@][1]: level B 24 page-2:-btree-metadata: -LSN-[@][1]: level @

29 magic: - 0x53162 25 magic: - 0x53162

38 version: -9 26 version: -9

31 pagesize: 4096 27 pagesize: 4096

32 type: -9 28 type: -9

33 metaflags-@ 29 metaflags-@

34 keys: @ records: -0 30 keys: @ records: -8

35 free 1ist:-@ 31 free-1ist:-@

36 last_pgno:-2 32 last_pgno:-2

37 flags:  0x2@  (multiple-databases) 33 flags:  0x20@ (multiple-databases)

38 minkey: -2 34 minkey: -2

39 root:-3 35 root:-3

48  page-3:-btree-leaf: -LSN-[0][1]: level -1 36 page-3:-btree-leaf: LSN-[0][1]: level-1

41 prev: B-next: 8-entries: B-offset: - 4096 37 prev: B-next: 8-entries: B-offset: - 4096

42  page-4:-btree-metadata:-LSN-[8][1]: level: B

43 magic: - 0x53162

44 version: -9

45 pagesize: - 4096

46 type: -9

47 metatlags-@

438 keys: @ records: -0

49 free-list:-@

50 last_pgno:-4

b1 flags: - 0x20 - (multiple-databases)

a2 minkey: -2

53 root:-5

54 page-5:-btree-leaf: -LSN-[0][1]: -level -1

55 prev: B-next: g-entries: B-offset: 4096




Microsoft Word .docx

testl.docx vs. 54.0B
test2.docx
docx2ixt 34.0B




E-books



testl.epub vs. 3.38KB
test2.epub

zipinfo /dev/stdin 1.52 KB

Offset 1, 11 lines modified Offset 1, 11 lines modified

1 Zip-Tile-size: 3328 bytes, -number-of entries: -9 1 Zip-Tile-size: 3347 bytes, -number-of - entries: -9

2 SMWEEEE --@.@-fat-.-----20-b--stor-15-0ct-27-11:32 -mimetype 2 MW=L ~-@.@-fat-.-----20-b- -stor-15-0ct-27-11: 38 -mimetype

7 -TW---------0.8-fat------246-b- -defX-15-0ct-27-11:32 -META- 7 -TW---------0.8-fat.-----246-b- -defX-15-0ct-27-11:33 -META-
INF/container.xml INF/container.xml

4 ~TW---------0.@-fat------160-b- -defX-15-0ct-27 11:32-META- 4 ~TW---------@.@-fat------160-b--defX -15-0ct-27 11:33-META-
INF/com.apple.ibooks.display-options.xml INF/com.apple.ibooks.display-options.xml

5 SRR --0.@-fat------439-b- -defX-15-0ct-27-11:32 5 SRR --@.@-fat------439-b--defX-15-0ct-27-11:38
stylesheet.css stylesheet.css

6 -TW------...0.8-fat-..--.520-b- defX-15-0ct-27-11:32 6 -TW---------8.8-fat-...-.529-b- -defX-15-0ct-27-11:33
title_page.xhtml title_page.xhtml

7 -r¥—--— -8.@-fat-----1129-b- -defX 15-0ct-27-11:32 content. 5 -r¥—--— --@.@-Tat-----1129-b--defX-15-0ct-27-11:33 -content.
op op

8 SRR --@.@-fat------742-b- -defX-15-0ct-27-11:32-toc.ncx 48 SRR --@.@-fat.-----742-b- -defX 15-0ct-27-11:33-toc.ncx

0 =W ==i=~ --@.@-fat------655-b- -defX 15-0ct-27 -11:32 nav. 0 == ==~ ~-@.@-fat:-----655-b--defX -15-0ct-27V-11:33 - nav.
xhtml xhtml

10 -TW---- +-0.0-fat. .. --615-b- defX-15-0ct-27-11:32-ch@dl. 45  -rW---- +-@.8-fat: .- ---615-b- -defX -15-0ct-27-11:38 -cheel.
xhtml xhtml

11 $%f1195, 4535 -bytes uncompressed, - 2328 bytes-compressed: - 48. 44 $%files, 4535 - bytes uncompressed, - 2325 -bytes compressed: . -48.

content.opf 1.0KB

Offset 1, 13 lines modified

Offset 1, 13 lines modified

Offset 1, 11 lines modified
1 <?¥ml-version="1.8" -encoding="UTF-8"7>

2

1 <?¥ml-version="1.8" encoding="UTF-8"?7> 1 <?xml-version="1.8" encoding="UTF-8"?7>

2 =package version="2.08" xmlns="http://www.1dpf.org/2087/0pt" o <package version="2.0" xmlns="http:/ www.idpf.org/2087/opt"-
unigue-identifier="epub-id-1"= unigue-identifier="epub-id-1">

3 --=metadata-xmlns:dc="http://purl.org/dc/elements/1.1/" " 3 --=metadata-xmlns:dc="http://purl.org/dc/elements/1.1/""
¥mlns:opf="http:/ www.idpT.org/2007 /opt"> ¥xmlns:opf="http:/ www.idpT.org/20607/opt">

4 < --=<dc;identifier-id="epub-id-1">urn:uuid:488fe@b5-29d9- 4 ~o-=<deridentifier- id="epub-id-1">urn:uuid:c3082605-195c-
4d64-a023-cadBo47d78ae</dc: 1dentifier> 4273-acad-528becebad43</dc:identifier>

5 <dc:title-id="epub-title-1">Test Ebook</dc:title> 5 <dc:title-id="epub-title-1">Test Ebook</dc:title>

G <dc:date id="epub-date-1">2015-10-27T11:32:547</dc:date> & =dc:date-id="epub-date-1">2015-10-27T11:33:207</dc :date>

T =dc:language=en-US</sdc:language= T =dc:language=en-Us</dc:language=

8 --</metadata> 8 --</metadata=

9 - -<manifest> 9 ~-<manifest>

10 . =item id="ncx" href="toc.ncx" media-type="application/x- 4, - =item-id="ncx" href="toc.ncx" media-type="application/x-
dtbncx+xml" - /= dtbncx+xml” - />

11 <item id="style" href="stylesheet.css" media-type="text/ 11 <item-id="style" href="stylesheet.css" media-type="text/s
css" - /> css" - /=

12 . =item id="nav" href="nav.xhtml" media-type="application/ 4, - =item-id="nav" href="nav.xhtml" media-type="applications
Xntml+xml™ - /= ¥ntml+xml" - /=

13 -<item id="title_page_xhtml" href="title page.xhtml": 13 -<item id="title_page_ xhtml" href="title page.xhtml":
media-type="application/xhtml+xml" /> media-type="application/xhtml+xml" /=

toc.ncx 536 B

<ncx-version="2005-1" xmlns:"http:ffwww.daisy.urgfzSQBEIZBEEI2

Offset 1, 11 lines modified
1 <?xml version="1.6" encoding="UTF-8"7>
<ncx¥-version="2005-1" xmlns="http://www.daisy.org/z3986/2005/




Mono binaries

testl.exe vs. 398 B
test2.exe

ﬁumg {} 3680 B

1 COFF -Header : 1 COFF - Header :

2 B sasasaaaaaaaaaas Machine: -@x@14c 2 R Machine: -@x@14c

3 R O Sections: - @x8003 3 R Sections: -@x0003

4 B maeesaasaeaan Time-stamp: -@x55a2d5bb 4 B sasasaaaeaaan Time-stamp: -@x55a2d5bd

b » Pnlnter to- Symhul ‘Table: @x0REEAOEE 5 » Pnlnter to- Symhul ‘Table: -@x00E00000

& » -B -Symbol-Count:  Bx8E000800 6 » -B -Symbol-Count:  Gx80000000

7 » ---uptiunal Header -Size:  @x00ed 7 » ---uptiunal Header -5ize: - @x@0e@

a8 » ceem Characteristics:  -@x@102 8 » seen Characteristics:  @x8102

9 PE -Header: 9 PE -Header:

10 = e Magic- (@xB16b): - ©xE18b 10 » 0 e Magic  (@x018b): -©x018b




git (1) repositories

testl.git-index vs. 463 B
test2.git-index
testl.git-index vs. 433 B

test2.git-index

Offset 18, 7 lines modified

10 User -ID:- - 10868

11 Group-ID: - 1088

12 Created: - -1471689380.154572964
13 Modified: - 1471689380.154572964
14  Inode: 52205983

15 Device-ID: (8, -6)

Offset 160, 18 lines modified

User - ID:
Group-ID: -
Created:
Modified: -
Inode:
Device - ID: -

Path; -
SHA: - -
S5ize;
Flags:
User-ID:
Group-ID: - -
Created:
Modified: - -
Inode:
Device-ID: -

- 18880

1008

+-1471689380.154572964

1471689380.154572964

-+ 52285983

(8, -6)

.b'h’

- -ef9de29bb2d1d6434bBb29ae7 75adBc2ed48c5391
B

-+ Bb1

1086

1006

1471689417 . 184218147

1471689417.184218147

522060841

(8, -6)




Gnumeric spreadsheets

testl.gnumeric vs. 68.0 B
test2.gnumeric
ssconvert 40.0 B




ISO images

a.iso vs. 74.6 KB
b.iso
live/filesystem.squashfs 74.3 KB
unsquashfs -s {} 470 B

Offset 1, 10 lines modified
1 Found-a-valid SQUASHFS 4:0 superblock
Creation-or-last-append:time:-Wed:Jan-17-16:08:

o]

29-2018

3 Filesystem-size-1139612.52:-Kbytes: (1112.90:
Mbytes)

4 Compression:xz

5 Dictionary-size 1048576

6 Filters -selected: - x86

7 Block -size 1048576

8 Filesystem-is not-exportable via NFS

9 Inodes-are-compressed

10 Data is-compressed

Offset 1, 10 lines modified
1 Found-a-valid-SQUASHFS-4:0 superblock
Creation-or-last-append:time:-Thu-Jan-25-16:46:

[R¥]

09-2018

3 Filesystem:size:-1139612.62 -Kbytes:-(1112.90-
Mbytes)

4 Compression:xz

5 Dictionary-size-1048576

6 Filters selected: -x86

7 Block -size 1048576

8 Filesystem is-not-exportable-via-NFS

9 Inodes-are: compressed

10 Data-is-compressed

unsquashfs -d "' -lls {}

7.72 KB




theamnesicincognitolivesysten



Image content

5.79 KB

Pixel difference

Flicker difference

ﬂffs&t 1. 36 lines modified

LD C0 =] O LA L Pl

35 = - ER%EEBES -  BEEELRRRRRREAEE
36 o2 - %5%BEBE - 3BEES%AS5%5%8385

" 38888888

bttt
- G886
. GBEE

G886

: - 8588

BadgasEs

£88

Offset 1, 36 lines modified

LD 0 = T LA e L P

:8ipB:8pB: BpB: BpB - BB : 3a8 : BB :Bad: g8 : Bab : Bl : Bp8 : BEb - Bad : Bl
& BBOBBBQXEEEX : REXOEEX  paXE0BX . paXBEEX  @EX308X  pExEa0X : @axs
:BBEBBB:884: 8. 5860808830, 5: B0BX3. 3 : B88XE . B:888XE.8: 688X8.8:0
:BXBBOBBAg. B: 8XXEBBEEBABEEXE08. X8, B2E08EBE: Ba8 . X5 ;508038a: 50
:.8.68@p:0.00855668.08. 0035856680688, 8: :5. 8Xp000a035;8: : 8. 8Xadsxa
:8:@:888888XX8R:8: :8: 0pp80pBE:B::@0: 888 .8:8. .8:88888:8.8: 838
:GBBB@ B:5858X:6;8:5X 5.5.5:8:5:8885656;08:8: :8aX. 05000880088
tttt t % Stk t t S Kt t t t.....,% tt...%t %t tt...:::

;a.ﬂ:@ @ .. :saﬂ@gnﬂaaa-x-x :.58888888 . aaassm&aaa
18;B@SSS. : : . @XXBEBB8888S @ ..:.: XEXSB885...3885@6688888

;88X Xt@ :..XSBBSBB@EEA8%S: Bt...:. SBS8B888.: 588565888@8a:

:BBBBBEA: ¢+ t; X%%)%5S: GBEABEGS. . .;%A%tEREE - .@BBBSELtSSS5E88
;8885888 : : .5SBSSES@ELE; B885RBENXNSXSESEEEET :  @BBELSSINGEt%EES
1B:BBB88t: ., : X6%BEBESXSSBEtASELATE%E; @; BAG. : . DEBEXXSE%EEE; Ba
:B8:888@; : : .;@6X: BABE; 8:%5. 6188888585 : 5888% : . @BEESLA%PABEE: &
:8.88888t: : :8888:8: %t:@XX8B58B¢ BBBBBBLBO: : .GBBBGLtEEABSEXD
:18:888t: .. 8868868 . :;XBX@BAEG_ SBBBSEXBBBES: . BBBEH; BBABEXER

:8;8.888;::..:::. ;BB888t@.888aX B, %BE8; ::BBBBH%:E@E-B@:B.B
:BE.&BEE;::::::::::::..BB@EEEB 8838p.5t888; ; :pBBE6;5:8: 888
:68BB:BBt:. ... 1. 1:: . BXE600B88.8 @ 5:%888 t.3@88at

XpBoag.@:
'8:8.888t: 11t S.:..XBSgBEBBEBEBEEE. BO ;1B8BB8:8:68888;8
:88 BBEB%: . ::XS5%%;%: : . 5SBEEBBERA. B :8; tBBA%, : BRAGEGAEESS; 8 !
'8 B BAB%: - -N@EBB%B.B.XXSEE.B 8.8:5:88888 ;tA5p5EEE B.8.88
:.8;%8@8%. : . . SE%%B88%t5t%5X888888858888t88 t;5: 5@: BSXBBERXES
BSBBE%86%: : : SBEAABE@38X15E8E & B.888X66:8 ;:88@86:6.8 8.8.8
B888X(gBB%: . :55GtABB:B: 8,508 . B: BEB. BEBATABS. ; ;@B6ES;8; .B: . 808

8;@B t%t: @BABS5555555081555X588%8 t.t..:SS;EEEE@S%t;ES
BBEE;::::.:....xEBBI%S%S%SES&SSSBBBBBE 08B8a8 : BB 88%58a58
BBBBt:. sy, tXBXBX3AIEESXSBESNAN: BBE..._::.: : :  BX@BXXENSXX

: %R0 5EBaBRss pppBaBaas a8E688  X8E Stﬂﬂmaa@sm@ﬁm%ssaas
:8; 5685888055 855088@8X 88566888 38a856580808888 8; 8500 528@8
.88@8:8:8.8 8 §.88883 §.5.580888X38X8885858) 355 ; ApRXARE5EX.
{8 BX:B@B88@.5:5XBAB588885: 6X88X 8,8888: BXa:8:5585.5 0:8paBes
'BSBB@ B 8 .B8;8:8: Bﬂx@m@aaaaﬂa B:8:5:8:.8:8:5@@88 : 6 : B8@88EE
:8B88X888@8: :@:5; 868 §.5: 5AE6EBBX8: 5;5:8:5@8.886;8:5.8 BX8@:




JSON

4 a.json

{"key": "value", "other-key":

% b.json

{"other-key": "before", "key":

$ a.json b.json
--- a.json
+++ b.json

--- a.json

— +++ b.json
@ -1,4 +1,4 @@
{

"key": "value",

"aftter"}

"value"}



OpenDocument text documents

testl.odt vs. 58.0B
test2.odt

odt2txt 40.0 B




Ogg audio files



testl.ogg vs. 35.1 KB
test2.0gg

ump 35.1 KB

Offset 1, 168 lines modified Offset 1, 162 lines modified

1 Found: vorbis - stream-with- ID=-@x5d¥9 1 Found - vorbis-stream -with-ID=-0xebddfcaa

2 0gg-Page: header -length-=-28 and body length =38 2 0gg Page: - header -length-= 28 and-body-length =38

3 Header - Information: 3 Header - Information:

4 Ogg-Version- - -8 4 Ogg-Version. - -8

o Serial-No 1 Bx5d79 o Serial-No .- Bxebddfcaa

i} Packet - Type- - .- fresh - packet i} Packet - Type - - .- fresh-packet

7 Page Type :-begin-of - stream-marker 7 Page Type :-begin-of - stream-marker

g Last Page '-nnrmal page g Last -Page '-nnrmal page

9 Granule-Position- G{ﬂxﬂ} 9 Granule-Position- G{ﬂx@}

10 Page - Number - . 10 Page - Number

11 Checksum -:-@xBBS@@cﬂa 11 Checksum -:-@KEBEEE@EE

12 Table Segments---:-1 12 Table-Segments---:-1

13  Segments: 13  Segments:

14 -le 14 Rl

15 Header -Hex dump: 15  Header -Hex dump:

16 47 -67-67-53-00-02-00-00-00-90-00-00-00-00-79-5d 16 47 -67-67-53-00-02-00-00-00-90-00-00-00-00-aa-Tc

17 '30-00-00-00-00-00-8a-0c-30-83-01-1e 17 4d-eb-00-00-00-00-e6-08-65-68-01-1e

18  Body - Hex- dump: - 18 Body-Hex-dump: -

19 '01-76-6F - 72.62-69-73.00-00-00-00-02-44-ac 00-00-Ff £ff - £f £f. '@1-76-6T-72-62:69-73.-00-00-00-00-02-44-ac-00-00-00-00-00 - 60
@0 4. 01-00-Ff - Ff-Ff-Ff-b8.01 80-b5-01-00-08-00-80-00-b8 01

28 0gg-Page: header -length-=-44-and-body-length-= 4153 28 0gg-Page: - header -length-=-44-and-body-length = 3896

21  Header -Informatiom: 21 Header-Information:

22 Ogg-Version- - -8 22 Ogg-Version. - -8

23 Serial-No .- Bx5d79 23 Serial-No .- Bxebddfcaa

24 Packet - Type- - :-Tresh-packet 24 Packet - Type - - :-Tresh-packet

25 Page Type ~i-normal- page 25 Page Type . -normal-page

26 Last -Page- - - - '-nurmal page 26 Last-Page- - - - '-nnrmal page

27 Granule:Position: @{ﬂx@} 27 Granule-Position: G{Ex@}

28 Page - Number - . 28 Page - Number

29 Checksum - -:-@xﬁb@@aﬂae 29 Checksum - -:-@xeafdﬁ&da

30 Table- Segments---:-17 30 Table - Segments:- - -:-17

31  Segments: 31  Segments:

32 -49-fF-ff-ff- - fF-Tf-ff-FF-FF-fF- - FF-FF- 7 - TF 32 -4Q-fTF-ff-ff- - fF-TF-ff-FF-7F-ff- 77 - FF-FF-F7-TF

33 ‘FF 33 a7

34  Header -Hex dump: 34  Header -Hex  dump:

35 A7 -67-67-53-00-00-00-00-00-90-00-00-60-00-79 - 5d 35 47 67-67-53-00-00-00-20-00-80-00-00-00-00-aa-fc

36 80-96-01-00-00-00-ae-a@-0@-9b-11-49-fF-Ff-Ff-Tf 36 ‘d4d-eb-01-00-00-00-da-68-fd-ea-11-48-fF-FF-Ff-TF

a7 -Ff-FF-fF-FF- .- FF-TF - £f - FF- T - - fif a7 ff-ff-ff-ff-ff.fF-ff-ff-FF-FF- - 07

38  Body Hex dump: - 38  Body Hex dump: -

29 'B3-76-6T 72 62 -69-73-39-00-00-00-42-53-3b 20 4c 61 Ge 63 -85 44 'B3-76-6T7-72-62-69-73-8d-00-00-00-4c-61-76-66-35-37-2e-35-36
72-28-53-53-45-29-20-5b-32-30-30-36 2e-31-38-31-61-00-80-00-1F-00-00-08




tcpdump (1) capture files



testl.pcap vs. 613 KB
test2.pcap

cpdump 613 KB
tderr from “tcpdump -X -nn -ttttt -r testl.pca

reudm from file test1.pcap, link-type ENI{]MB (Ethemet}

stderr from “tcpdump -X -nn -ttttt -r test2.pca

readin [mm le test2.pcap, link-type EN10MB (Ethernet)

Offse lines mod fied Offset 1, 158 lines modified
1 -B0:00:00. 000000 -IP-172.17.0.1.5353 = 224.0.0.251.5353: - 0 1 -00:00:00.000000-IP-172.17.0.1.44220->-239.2585, 255, 250.19080: -
PTR-(QM)? _googlecast. tcp.local. (48) UDP, length-172
2 - ©x0000: - -4500 0044 - 3cec 4000 0111 -afaf acll 0001 E.., e Bx0RE0: - - 4500 -08cE -4b36- 4000 -0111-91e2 - acll -B061- -E..
L 7 D N {7 R
3 0 gx@@i@:- cB00 - B8Th 1429 1429 3030 - 3d4f - RGO - BEEE - g 1 @:Bg%@:- efff - fffa acbc 876c  00b4 - 9cd2 - 4d2d - 5345
@x0020: - -0001 0060 0000 - 0000 -Bb5T 6767  6T67T  6C65 -
4. _google
5 Bx0B38: - -6361-7374-045F - 7463 -TOA5 - 6c6T 6361 600
cast._tcp.local.
6 @x0048: - -@88c-0ea1
7 jBB:BD:BB.DBBBBB IPG - feB0::42:847f:fefa:124b.5353 > ff@2::fb.
53563:-8-PTR-(QM)?-_googlecast._tcp.local. -{48)
a v 8 Bx0008;: - -600a-59cT - 0830 1101 f=B0 00O BROR  BOOQ
9 . ;"'éiééié:- 042 84FF Feda-124b . FFO2 0000 HOO0 OO0 - - .B.
@ " "'éigéﬁa:- O0A - 9000 0000 OFh 1469 14e9 BO30 9457
11 BxE030: - 0000 0080 - 0881 - 0960 - 006 - 006 - Bb5T 6TET
.......... _go
19 @x0048: - -6T67-6c65-6361 7374 0457 7463 7BE5 - 66T -
oglecast._tcp.lo
Bx005@: - -6361-6c00-008c - @881
13 cal.....

14 -B0:00:099. 000090 - IPE - feB: :50fc 25T fed2:cefl.5353 > FFO2::
fb.5353: -0 -PTR- (QM)? - _googlecast._tcp.local. - (40)

15 . Ox0000: - -600d e287 00301101 feB0 BO00 - OO0 - HOOE

16 #' é""éiééia:- 50fc 25FF fed2 cefl 02 0000 0000 0OOO. P.

17 6x0020: - 09006090 0000 00D 14¢9-14¢9- 0030 4270,

8 > 0x0030: - -0000- 0000 - POE1 . 000 - OO0 - AO00 . Bb5T . BTEF -
.......... _go

19 OX@040: - -6F67 - 6C65 63617374 045T - 7463 - 7005 - 6CET
oglecast._tcp.lo

Px0050: - 6361 6c00 - 000C - 0001
20 cal.....

54 -00:00:00.001299-IP-172.17.0.1.5353 > 224.0.0.251.5353: -0
PTR- (QM)? _googlecast. tcp.local.- (48)
. ©x0000: - - 4500 0044 -3ced 40000111 afae-acll 0081 E..

23 gx@@iﬁ:- egd BaTDh-14e9-14e9 8830 3d47 BEOL - GOOE -




PDF



testl.pdf vs.
test2.pdf

652 B

1

2

dftotext {} -
ffset 1, 3 lines modified

Hello: World

\xc

86.0 B

Offset 1, 3 lines modified

1

2

Hello: Sick:Sad:-World!

\xcC

[=48656c6C6T2057>-30 - <6f72>--15-<6c6421>] -TJ

ffset 11,

11 /Rids- [3-8-
12 /Type - /Page
13 JCount -1

14 =

15 endob]

16 4-8-0bj

17 <<

13 /Length -85
19 =51

20 stream

21 q

22 BT

23 36.8-747.38
24 FfF1.e-12-TF
25

26 ET

27 Q

28 endstream-
29  endobj

1] 3-0-0bj

61

62 =]

63 endobj-xref
64 B-7

65 pREEOEEEaE -
66 pREeBEEE1LS -
67 BREEOEEAGE -
68 PREA0EE2GS -
69 pREEEEE125 -
i) pREeOEELG2 -
7l pREE0EE5EL -
72 trailer

73 <

74

JInfo-6-8- R

R]
s

4-Td

65535
BEaeE
Beaee
Baean
BEaee
elallo]0]
Bepan

dftk {} output - uncompress
3 lines modified

Offset 61, 21 lines modified
/Producer  <TeffEER0007200610077006e>

= =2 333 3 =h

748 B

Offset 11, 23 lines modified

/Kids - [3-8-R]
/Type - /Pages
SCount -1

>

endobj
4.8-0bj

<
/Length-109
%3

stream

q

BT
36.0-747.384-Td
/F1.0-12-TF

[=48656c6Cc6T20536963> 20 <6b205361642057> 30 <6172>--15-
<Gc6421=]-Td

ET
Q

endstream-
endobj
3-8 -0bj

Offset 61, 21 lines modified

/Producer - <fefTOO58007 280061087 7 B06e>
==

endobj - xref

o7
peE0AEOBR. - 65535
BEE08EeE815  80aE0
BEE0800866 - 00RE0
pEE0ORO28E - 00AE0
0eE08Ee125 0080
BEE000a48T - 00eE0
DEE0ORO5EE - 00RO
trailer

= =2 333 3 =h

<
/Info-6-8-R




XML documents

testl.xml vs. 453 B
test2.xml
testl.xml vs. 435 B
test2.xml
<?xml-version="1.8"-encoding="utf-8"?> <?¥ml-wversion="1.8" encoding="utf-8"?>
2 =note= 2 <note=
3 --=5tyle-id="night-mode-pro-style" type="text/css"/=> 3 c-<s5tyle-id="night-mode-pro-style" type="text/css"/=>
--=link-id="night-mode-pro-1link" - -rel="stylesheet" type="text/ --=link-id="pight-mode-pro-1link" -rel="stylesheet" type="text/
o css"/= < css"/=
b - -<to>Tove</to> b - -<to=Jani</to>
G c-=from=Jani</from= 6 c-=from=Toni</from=
7 - -<heading=Reminder</heading> 7 - +<heading=Re: Reminder</sheading>
8 - -<body=Don't forget-me-this- weekend! </ hody= 8 - -<body=Pick-me -up-on:5!</body=
9 </note= 9 </note=




Getting started



try.diffoscope.org

Try diffoscope now..

pe is a tool to get to the bottom of what makes files or
dwecmrles different. It recursively unpacks archives of many kinds

and transforms various binary formats into more human readable
forms to compare them.

File #1 (max: 60ME File #2 [max: 60ME)

Choose file Mo f...sen Choose file Mo f.._sen

Upload & compare files



$ sudo apt install trydiffoscope
$ trydiffoscope /path/to/filel /path/to/file2 [--webbrowser]
Ja

$ trydiffoscope --webbrowser /path/to/filel /path/to/file2



$ sudo apt install diffoscope --install-recommends=no

$ diffoscope /path/to/filel /path/to/file2



Using diffoscope for QA, etc.



Just see changes you expect



(demo)



Seeing "no" changes



Security "releases"



Index of /firmware/netgear

Name Last modified Size Description
& Parent Directory -
E GS7xxTP_V5.2.0.9.ros 2013-02-18 10:20 3.7M
E GS105E v1.02.04.HEX 2013-02-03 21:25 2.4M
E GS108EV2 V1.00.12.bin 2013-06-11 17:14 256K
E GS108Tv2 GS110TP V5.4.2.9.5tk2013-09-02 22:48 3.9M
E GS110T v5.4.0.6.stk 2012-10-12 22:49 4.0M
E asm72xxv2-V8.0.1.36.stk 2012-05-12 00:49 7.6M




Current status



4]

%LALMM___LLLM

October 2015 April July October 2016 April July Dcteber 2017 April July October 201E



&« C | & Secure | https://tests.reproducible-builds.org/debian/rb-pkg/unstable/i386/diffoscope-results/nose2.html Qv © 51 &

nose2

Test Details
notes
Test history

Filter by: amd64 1386
arm64 armhf

Suite and Architecture
amd64

#0.6.5-2 in stretch 553

48 0.6.5-2 in buster %}

§90.7.3-1 in unstable %%}
i386

¢ 0.6.5-2 in stretch %

4 0.6.5-2 in buster %

§ 0.6.5-2 in unstable

unreproducible
at 2017-12-03 21:47 UTC

i differences (txt)

buildinfo
rbuild (22KB) build2
(19KB) diff

?\-\ {w\ level LOG LWE& [\-\-coverage PATH]
[\-\-coverage\-report TYPE] - [\-\-coverage\-config FILE] [\-
L]- P B]- l\ D]

lt. Ilms [testNames . ]1
gs "positional- am_nts

testNames

.%A'uptional-armts:‘

L

\fl\ \-coverage\ - config\fn FILE

l:onfig file for coverage, default: .coveragerc

\‘I‘B\-C\ﬂl. “\fB\-\-with\-coverage\fR
T_Iil_;ll‘m ‘coverage reporting

\fB\-B\fR, -\fB\-\-output\ -buffer\fR
Enalﬂ.e output buffer

\fB\ D\fR, \fB\-\-debugger\fR
Enter pdb on test fail or error

TP
\fB\-F\fR \fB\-\-fail\-fast\fR
the test run after the first error or failure

SI'I I)ESCII.IP'I'I
L\ -5
con 10 [caﬂ

[‘ZQ extluden piugin EXCLIDE PLUCING] T\ ver

\-\-lw\-lml-LOG_LEVEL “[\-\-coverage PATH]
C} \\cairei'm} report TYPE] - [\-\-coverage\-config FILE] [\-

h]
[tes Names [testNames . ]]
§|5‘ "positional- arul.-:nts

testNames

se] - [\-\-

5
START_DIR] - [\-t TOP_LEVEL DIRECTORY] [\-\- ¢

Llugin PLUGINS] 8

11

Tl \-,.on\ level LOG LEVEL] [\-\-coverage PATH]
[\-\-coverage\-report TYPE] - [\-\-coverage\-config FILE] [\-
C] L\ F]- [\ D]

-h]
tes s-[tuthes‘...]l
!I':nl‘.': "positional arguments:

testNames
%’; "optional ‘arguments:”

\fl\ \-coverage\-config\fR FILE
torgfig file for coverage, default: .coveragerc

\fB\-C\fR, ‘\fB\-\-with\-coverage\fR
Tgpm-on-merwe- reporting

\fB\-F\ 1R, -\fB\-\-fail\-fast\fR

Sggp-tbe- test run after the first error or failure

\fB\-D\R, '\fB\-\-debugger\fR
E"T;Ef‘m'ﬂﬂ ‘test fail or error

\fB\-B\fR, -\fB\ -\ -output\ -buffer\fR
Enable output buffer

SIIIESCRIFI’I
Q:m’msﬂé\sﬂmbm] [\-t TOP_LEVEL DIRECTORY]  [\-\-

S RIS R

F\- \-level LOG LEVEL] [\-\-coverage PATH]

(} A\ cm]rel[':ge} report - TYPE] - [\-\-coverage\-config FILE] [\-
\-B] - [\-h]

tes s [testNames . ]l

!I‘na "positional: lryuents

testNames




Time {s)

750

F00

550

450

350

200

150
100

Comparing two NetBSD release tarballs




Parallel processing

Multiple previous attempts...

... Juliana working on this now



diffoscope.org



Danke schon!

Chris Lamb diffoscope.org
lamby@debian.org chris-lamb.co.uk


https://chris-lamb.co.uk/
mailto:lamby@debian.org
https://diffoscope.org/
https://chris-lamb.co.uk/

such diffoscope

Chris Lamb diffoscope.org
lamby@debian.org chris-lamb.co.uk


https://chris-lamb.co.uk/
mailto:lamby@debian.org
https://diffoscope.org/
https://chris-lamb.co.uk/

