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My name is…My name is…



Debian Project Leader

Free so�ware developer for 10+ years

Freelance so�ware developer







 



Three developers…Three developers…



AliceAlice





BobBob



EveEve



EveEve



 

The problemThe problem

Can view source code for malicious flaws

But users install pre-compiled packages

Can we trust the compilation process?



 

 

The solution?The solution?

1. Ensure builds always have identical results

2. Multiple parties compare results

Attacker must infect everybody simultaneously



 

 

How does this help?How does this help?

Alice: Blackmail will be discovered

Bob: Tampered servers will be discovered

Carol: Tampered laptop will be discovered

Removes incentive to attack in the first place



“Reproducible” builds allows verification“Reproducible” builds allows verification
that no flaws that no flaws have been introduced duringhave been introduced during

the compilation processthe compilation process



 

"Builds with the same dependencies"... ✖

"Reliable" builds... ✖

Identical build results



 
 
 

# sha1sum ./my-binary

Alice 7a482b984883990bd4ab2ac5985630886cc252c

Bob 7a482b984883990bd4ab2ac5985630886cc252c

Carol d0f65b7de7a49e818b8095538d3a0f783cc9c27



Wait, so�ware isn'tWait, so�ware isn't
reproducible already?reproducible already?



Timestamps

Timezones & locales

Dictionary/hash/database ordering

Build paths

Users, groups, umask, environment variables

Build parallelism

Non-deterministic file ordering



Technical advantagesTechnical advantages



Easier to test changes — minimal diffs

Detect corrupted build environments

Cache ratio — save time, money & CO2

Finds bugs!



Predictable OpenID secretPredictable OpenID secret
# Build.PL 
$build->config_data(OpenIDConsumerSecret=>int(1e15*rand())); 

Every installation shares the same secret!

# /usr/share/perl5/GBrowse/ConfigData.pm 
{ 
 'OpenIDConsumerSecret' => '639098210478536', 
 'cgibin' => '/usr/lib/cgi-bin/gbrowse', 
 'conf' => '/etc/gbrowse', 
 [..] 
}, 

bugs.debian.org/833885



Random characters in manpagesRandom characters in manpages
-This manual page documents the usageoof WikipediaFS. 
+This manual page documents the usage of WikipediaFS. 

memcpy(&buf[1], &buf[2], strlen(buf)-1);

memcpy(3): The memory areas must not overlap

" n\\011" → "\111" → maps to capital "I"
- memcpy(&buf[1], &buf[2], strlen(buf)-1); 
+ memmove(&buf[1], &buf[2], strlen(buf)-1); 

bugs.debian.org/842635



Fails to build 0.46% of the timeFails to build 0.46% of the time
x = f(u('abc'), 16) 
y = f(u('abc'), 16) 
self.assertEqual(sorted(set(x)), [u('a'), u('b'), u('c')]) 

AssertionError: Lists differ: [u'a', u'b'] != [u'a', u'b', u'c']

(3C2)*(2/3)16 – (3C1)*(1/3)16 =~ 0.46%

bugs.debian.org/844233



Debian & reproducible buildsDebian & reproducible builds



Test frameworkTest framework
Time & date

Hostname & domain name

Filesystem (disorderfs)

Timezone & locale

uid & gid

Kernel & CPU type



First rebuild in 2013 24% packages reproducible

March 2018 93% packages reproducible



 



isdebianreproducibleyet.comisdebianreproducibleyet.com



Beyond Debian…Beyond Debian…

coreboot, Fedora, LEDE, OpenWRT, NetBSD, FreeBSD,
Archlinux, Qubes, F-Droid, NixOS, Guix, etc.

Other projects now using Debian's testing framework

Reproducible Builds summits (Athens, Berlin)



 
# diff -urNad file1 file2 
--- file1  2017-06-18 12:37:03.179186661 +0800 
+++ file2  2017-06-18 12:37:04.811193648 +0800 
@@ -1 +1 @@ 
-This is the first file. 
+This is the second file. 
        



https://diffoscope.org/



 
├── aspell-de_20131206-5_all.deb 
│   ├── metadata 
│   │  rw-r--r-- 0/0      4 Jun 11 16:19 2014 debian-binary 
│   │ -rw-r--r-- 0/0   2893 Jun 11 16:19 2014 control.tar.gz 
│   │ -rw-r--r-- 0/0 329600 Jun 11 16:19 2014 data.tar.xz 
│   │ +rw-r--r-- 0/0   2875 Jun 11 16:19 2014 control.tar.gz 
│   │ +rw-r--r-- 0/0 329596 Jun 11 16:19 2014 data.tar.xz 
│   ├── control.tar.gz 
│   │   ├── control.tar 
│   │   │   ├── md5sums 
│   │   │   │┄ Files in package differ 
│   ├── data.tar.xz 
│   │   ├── data.tar 
│   │   │   ├── ./usr/lib/aspell/de_affix.dat 
│   │   │   │  # 
│   │   │   │ -# Version: 20131206 (build 20150801) 
│   │   │   │ +# Version: 20131206 (build 20150802) 
│   │   │   │  # 
│   │   │   ├── ./usr/share/aspell/de-common.cwl.gz 
│   │   │   │   ├── metadata 
│   │   │   │   │ -gzip compressed data, last modified: Sat Aug  1 18:21
│   │   │   │   │ +gzip compressed data, last modified: Sat Aug  1 18:24
        



try.diffoscope.orgtry.diffoscope.org



Future workFuture work



Source code remains vulnerable

Communicating concept to end-users?

Mandating Debian packages be reproducible?



Get involved!Get involved!

Fix: Bugs and toolchain issues!

Follow: @ReproBuilds on Twitter

Join: #reproducible-builds 
irc.oftc.net

Visit: reproducible-builds.org

https://reproducible-builds.org/


 

 
 
 
 
 

Thank you!Thank you!

  @lolamby@lolamby
lamby@debian.orglamby@debian.org

  chris-lamb.co.ukchris-lamb.co.uk
reproducible-builds.orgreproducible-builds.org

http://twitter.com/lolamby
mailto:lamby@debian.org
https://chris-lamb.co.uk/
https://reproducible-builds.org/

